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TepmuHonorus
E1 noTok — KaHa/ nepegayvyn QAOaHHbIX, VIMePOLLI,Mﬁ MHTepd)eﬁC B COOTBETCTBUUN CO

E1 nHTepdeiic

Ethernet KaHan

NHTepdelic Ethernet

ONTOBOJ/IOKOHHbIN MHTEpdec
Ethernet

ArperaTHbIn UHTepdenc

ABOHEHTCKUI UHTepdelic

CseToAMOAHbIE MHANKATOPbI

Mpsamoli Kabenb

CKpeLLeHHbI Kabenb

Ynpasnatowmin KomnooTep

ctaHgaptom ITU-T G.703 ana nepegauyy AaHHbIX C HOMWHa/bHOWM
61TOBON CKOpOCTbio 2048 K6UT/C, Kak C LMKAOBOW OpraHusauuei B
cooTBeTCTBUM co cTaHaapTom ITU-T G.704 (unm UKM-30), Tak n 6es
LMKIOBOM OpraHM3aLumu.

— uHTepdenc obopyaoBaHUs B COOTBETCTBMM CO cTaHaapTom ITU-T
G.703.

— KaHan nepedayu AdaHHblX, WMMeRLWMUin nepeKkIoYaemMbin  Uan
aBToonpegensemolt MHTepdpenc tmuna 10BASE-T, 100BASE-TX wau
1000BASE-T gna noakntoveHua K JIBC B COOTBETCTBUM CO CTaHOAPTOM
IEEE 802.3.

— NHTepdenc obopyaoBaHNA B COOTBETCTBUM cO cTaHgapTom IEEE 802.3.

—  WHTepderic obopyaoBaHMA A48 NepeAadnm  AdaHHbIX Mo
ONTOBOJIOKOHHOMY Kabento B COOTBETCTBUM co cTaHaapTom IEEE 802.3.

— nHTepdelic Ethernet, npegHasHayeHHbIN oNA Nepesayn gaHHbIX E1 v
NO/1Ib30BATE/NIbCKUX AAHHbIX OT O4HOTO MYNbTUMNEKCOPA-KOMMYTaTOPa K

Apyromy.

— wuHTepdenc Ethernet, npeaHasHayYeHHbIM ONA  NOAKNOYEHMSA
aboHeHTCKMX ceTeit Ethernet M ansa nogxNlOYEHUA YyNpPaBAAIOLWEFO
KomMnbloTepa.

— CUrHasbHble cBeTOAMOAbl 3€/1eHOro, »Xentoro U KpacHoro uBeTos,
npegHasHa4yeHHble nAa MHANKaunMn COCToOAHUA MHTep¢eVICOB.

- Ka6enb, B KOTOPOM KOHTAKTbl pa3bemMa Ha OAHOM KOHLUE CoOeaAUHEHbI C
OAHOUMEHHbIMU KOHTAaKTaMWM pa3beMa Ha APYromM KOHLLE.

— Kabenb, B KOTOPOM KOHTaKTbl pa3bema, npefHa3HayeHHble ans
nepegaynm Ha OAHOM KOHLE, COefAMHEHbl C KOHTAaKTaMM pPasbema,
npegHasHauYeHHbIMU 414 NPUEeMa Ha APYrOM KOHLE.

— NepPCOHasIbHbIN KOMMbOTEP, NPeAHa3HAYEHHbIA A1 MOHUTOPUHIA U
yMpaB/ieHNA MY/IbTUMNIEKCOPOM-KOMMYTAaTOPOM.
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1 YcrpoitctBo u PyHKUMOHMPOBaAHME

3Ta rnaBa 3HaAaKOMWUT C MY/IbTUMNNEKCOPOM-KOMMYTAaTOPOM (rMBPUAHBIM MYNbTUMIEKCOPOM)
Sprinter TX 1 onncbiBaeT ero OCHOBHblE BO3MOXHOCTM, a/IFOPUTMbI PaboTbl.

1.1 AnnapaTHOe yCTPOMUCTBO MYIbTUNIEKCOPA-KOMMYyTaTopa Sprinter TX

MynbTunaekcop-kommyTaTop Sprinter TX npeactasnseT cobon CAOKHOE MUKPOMNPOLLECCOPHOE
YCTPOWCTBO, COCTOALLEE W3 CAeaylowmx OCHOBHbIX y3/10B: E1 ¢peiimepa, B COCTaB KOTOPOro BXOAWUT
LeHTpanbHbIi npoueccop (LiM), Ethernet KommyTaTopa 2-ro ypoBHA 1 CONPOLLECCOPa USMEPEHUIA.

BblleonucaHHble y3/bl paboTaloT Noj, ynpasaeHMem LeHTPaabHOro npoLeccopa, nporpaMmmHoe
obecrneyeHne KOTOPOro BbIMOAHAET CeAytoLMe OCHOBHbIE GYHKLMM:

®  MPOBEPKY U KOHOUIypaLmIo BCEX Y3/10B MY/IbTUM/IEKCOPA-KOMMYTaTOpPa NPU BKIAKOYEHUM NUTAHUA;
e  3arpysky muKponporpammbl B E1 dppelimep;
®  MakeTM3auMio 1 nepeaayvy notokos E1 yepes kaHan Ethernet;

®  KOHTPO/Ab NApameTpoB BXOAHbLIX CUFHA/NOB W COCTOAHWA arperatHbiX MHTepdeicoB BO Bpems
paboTbl MyNbTUNAEKCOPA-KOMMYTATOPA;

° 3anNUCb B 3HEProHEe3aBUCMMYIO NMaMATb AaHHbIX 060 BCex OTK/IOHEHUAX OT HOPMbl BXOAHbIX
CUrHanoB N HapyweHunAax pa6OTOCI'IOC06HOCTM MYNbTUN/TIEKCOPA-KOMMYTATOPA,

e  MHAMKAUMIO OYHKUMOHMPOBAHMA MY/bTUMNIEKCOPA-KOMMYTATOPa W Bblgadyy AMarHOCTUYECKOM
mHpopmaumm no npotokonam telnet, HTTP, SNMP.

v -
P e > TepmomeTp
O Q) { 4|—> Conpoueccop
BN
MEM Clock Ethernet 1000Base-T
m L — —I—-@ SFP
E1 G.703 interfaces Ethernet
RI45 El MLl kommyTaTop

RJ45

dpenmep 2-ro ypoBH#A _.I—BIE' R4
RJ45

3anyck E% UART 1,2
3aBOACKOM
KonsepTop | ] F‘ miniUSB
FLASH YposHew

pexume
| I

OCHOBHbIE y31bl MY/IbTUNJIEKCOPA-KOMMYTATOpa Sprinter TX.

BxogAawme notokn E1 npuHMmatloTca abOHEHTCKMMM WHTepdelricamm ycTpoictea. CocTosiHue
UHTepdelica (OTCyTCTBME CUrHafa, KoAOBble OWMOKKM, noTepa GperMMoBOM CTPYKTYpbl) HEMNpPepbIBHO
KOoHTponupyetca E1 dpelimepom. LleHTpanbHbIi npoueccop pasbuBaeT MNPUMHATbIM MOTOK Ha MNaKeTbl
AnnHol ot 128 no 1408 6aitT, KoTopble coaep:KaT oT 4 ao 44 ¢pelimos G.704 (npu nepegaye 32 Tarim-
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cnotoB) u oT 4 go 252 dperimos G.704 npu nepegave meHee 32-yx TaliM-CNOTOB. ITU NaKeTbl CHabKatoTCA
3aro/IOBKaMu B COOTBETCTBMM C OAHUM M3 NOSLEPHKMBAEMbIX CTAaHAAPTOB M METKamMu npuopuTeTa, U
HanpaBAAOTCA B NaKeTHbIM KOMMYTaTop. MaKeTHbIM KOMMYTaTOpP, B CBOIO oYepesb, Ha OCHOBE MMeloLLeica
Y Hero MHGOpPMaL MM 0 MapLpyTax (M Ha OCHOBE anropuTma obyyeHus) c yueTom npuopuTeTa u meTok VLAN
HanpasnseT NaKeTbl, cogep:Kawme uHoopmauuio o E1 NOTOKe, B /IMHUIO Nepedayn, BmecTe C
No/1Ib30BaTE/IbCKMMM NAKETaMM, NMOCTYNAOWMMMN Yepes abOHEHTCKME NaKeTHble MHTepdelicsl.

BcTpeyHbIi MynbTUNAEKCOP-KOMMYTATOP MPMHUMAET afpecoBaHHble eMy MaKeTbl, BbIMOAHAET
KOHTPONb MOCTYMMBLUMX AaHHbIX, NPU HEOob6XOAMMOCTM 3anpallinBas MNOBTOP MOTEPAHHLIX MNAKETOB, U
HanpaB/AAEeT MO/b30BaTE/IbCKME MaKeTbl B aboHeHTCKMe uHTepdelicbl Ethernet, a nakeTbl ¢ NOTOKOBbLIMM
AAHHbIMU B BbIXOAHYIO o4yepeapb npoueccopa 06paboTKM NOTOKOB.

MynbTunAeKcop-kommyTaTop paboTaeT noa ynpasieHUEM BCTPOEHHOW OnepalUMoOHHOM
cuctembl LP OS. Koa onepauyoHHOM CUCTEMbI U HACTPOMKU MY/bTUMIEKCOPA-KOMMYTAaTOPa XPaHATCA B
MUKpOCxemax Gn3L-namaTh, OpraHM30BaHHbIX B GaiIoBYO CUCTEMY.

O6HoBNEHME NpPOrpaMMHOrO obecneyeHUs MyAbTUMIEKCOPA-KOMMYTATOpPa MOXeT ObITb
BbINOJ/IHEHO:

- KOHCO/IbHbIMW KOMaHAamMu yepes "TepmMunHanbHoe" nogkatoyeHne uam no npotokony telnet,
npeasapuTenbHO CKoNMpPoBaB ¢aii/ibl 06HOBAEHWUI Ha YCTPOUCTBO No NpoTokoay FTP;

- yepes Web-uHTtepdeiic no npotokony HTTP;

[NnA 3aWmnTbl OT HECAHKLUMOHNPOBAHHOIO A0CTyNa NpeayCcMOTPEH 3anpoc Napoas 1 nposepka IP
afpeca ynpasastoLen CTaHL MK,

1.1.1 Notokmu E1

MoTok E1 (2048 K6uT/c) — 3TO NepBMYHbII KaHan Nae3moxpoHHon umdbposoi nepapxmuu (PDH).
Ba3oBbIMM XapaKTePUCTUKaMM ero GU3MYECKOro YPOBHA ABAAIOTCA aJArOPUTM KOAMPOBAHUA CUrHana u
dopma umnynbca. B autepaType, Kak NpaBMO, YKas3bIBaloT ABa aAropuTma KoguposaHus — AMI (Alternate
Mark Inversion) n HDB3 (High Density Bipolar 3), Ha npaKkTuKe e B nogasnsatowem 60/bLNHCTBE C/lyYaeB
NCMNONb3YyeTca nocaegHuin. HapyleHna AMHENHOIO KOAMPOBAHUA Bbi3blBAOT NOABMEHNE TaK Ha3bIBAEMBbIX
KOOOBbIX OWMBOK, OA4HAKO 3TOT NapameTp ABAAETCA BTOpocTeneHHbIM. KogoBas owwubKa He Bceraa
npuBoAMT K BMTOBOM, @ MMEHHO YacToTa H6UTOBbIX owKMBOK (bit error rate — BER) n ecTb BaxHeWwwasn
XapaKTepMCTUKa cucTem UMdpPOoBOI Nepesayn.

Ctpyktypa notoka E1 onpegensetcA Ha KaHanbHOM ypoBHe. KaK W3BeCTHO, 3TOT MNOTOK
dopmupyeTca nNyTemM BPEMEHHOro My bTUNAeKCcMpoBaHua 32 KaHanos 64 K6éut/c. Mpu stom Tak
HasbiBaeMbllt UuKA (frame) E1 obpasyetca n3 32 BOCbMUOUTOBLIX TaliM-CIOTOB, Hymepyembix oT 0 go 31.
HyneBol TaliM-CIOT NpUMeEHAETCA a8 CyXKebHbIX Lenei: nepesayun curHana LMKAOBOM CUHXPOHU3aALLMK
(FAS — Frame Alignment Signal) unun curnana NFAS (Not contain Frame Alignment Signal), coobuweHuii 06
owmnbKax W aBapuiHbIX cuUrHanos. Ecav npu 3ToM BCe oOCTajlbHble TaM-CNOTbl OTBOAATCA Mo
No/Ib30BaTeNbCKY0 MHPOPMALMIO, TO TaKyl CTPYKTYpPy MOTOKa HasbiBaloT uuknosol (FAS) nan MKM-31.
Cuctembl UKM-31 ncnonb3ytoTca gna nepenadun AaHHbIX, a TaKKe B HEKOTOPbIX NpuaoxKeHuax ISDN.

Echm nomumo Hynesoro Tam-cioTa nof ciayxebHble uenn orsogutca U 16-i — B Hem
nepesaroTca CUrHajbl BHYTPMKaHaAbHOW TenedoHHolM curHanusaumm (A, B, C, D) n cBepxumKnoBoi
cuHXpoHmsaumm (MFAS — MultiFrame Alignment Signal), — To TakaAa CcTpyKTypa Ha3biBaeTca

ceepxumknosoi (MFAS) nnn MKM-30. 16 UMKNOB COCTaBAAIOT CBEPXLMKA, B TeYEHNE KOTOPOro nepeaaeTcs
curHanmsauma ana scex 30 pasroBOpHbIX KaHanoB. Cuctembl MKM-30 npuMmeHAOTCA B KNaCCUYECKUX
TenedOoHHbIX CETAX.
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Kpome MKM-30 n MKM-31 cywecTtByeT ewe ogMH TUN noToka E1, KOTopbI xapaKTepusyetcs
oTcyTcTBMEM BOOOLWE KakoM Obl TO HM  OblNnO  CTPYKTYpbl, T. €. pasfeneHua Ha  KaHanbl.
HecTpyKTypupoBaHHbIi NoToK E1, Kak NpaBuao, UCNOAbL3YIOT B CETAX Nepeaayum AaHHbIX.

Mpotokon nepepaun E1

MynbTUnAeKcopbl-koMmmyTaTopbl Sprinter TX cnocobHbl nepegasaTb OT O4HOMO 40 ABaALaTH
yeTblpex NOTOKoB E1 yepes ceTM NakeTHoM nepenayn AaHHbix (Hanpumep, IP cetn nnm Ethernet). Mpouecc
nepesayn nNpospayveH ANA BCEX MPOTOKOAOB U CUTHANM3AUMKA U, TaKMM 06pasom, COBMECTMM CO BCEM
cylwecTsytowmm obopygoBaHnem, UCnonb3yowmm nHtepoeiicol E1.

B ocHoBe TexHonoruu nepegayn notokos E1 yepes nakeTHyto cpeny Ethernet waum IP nexur
npUHUMN pas3bueHns GUTOBOro MOTOKA Ha paBHble ¢parMeHTbl M Mepefayn KaxKAoro M3 HUX 4vepes
NaKeTHYIO cpeay B BMAE OTAENbHOMO NakeTa, CHabXeHHOro COOTBETCTBYIOLLMM 3arosloBKOM. KaK M3BECTHO,
6a30BbIn “kKMpnuunk” ceteirt TDM — notok E1 popmupyetca nytem BpeMeHHOrO MynbTUNAEKCMPOBaHMA 32
KaHanos 64 Ké6ut/c. Mpu 3ToM, Tak HasbiBaemblit ppeiim E1 coctomT u3 32 Taiim-cnotos (6aitTos), ABa M3
KOTOPbIX 0ObIMHO UCNONBL3YIOTCA ANA CAYKEOHbIX uenen: oagvH — ANA CUHXPOHW3AUMK, Apyron — ana
curHanmsaumm. Takum obpasom, ectecTBeHHOM nopumeit 6utosoro notoka E1 asnserca pem nam rpynna
¢pelimoB. Ha nepsbii B3rnA4 MOMET MOKas3aTbCA, 4YTO A8 HALEXKHOro, OPMEHTUPOBAHHOINO Ha
YCTaHOBNEHUE COEAMHEHUW CepBuCa CaefyeT WCNosb30BaTb TPaHCMOPTHbIM npoTokon TCP. OgHako
peannsyemas TCP rapaHTMpOBaHHAA [AOCTaBKa MAKeTOB u4pe3BblYalMHO WM3ObITOYHA, Kpome TOro,
MCNONb3yeMbli B MPOTOKOJIE MEXaHW3M MOBTOPHOM Mepefayn COBEpLIEHHO He MpefHa3HayeH AanA
NPUNOXKEHUIN PeanbHOro BPeEMEHM.

Bonee noaxoaslwmm ABAAETCA NPOTOKOA TPAHCMOPTHOrO YPOBHA, OCHOBAHHbIN Ha Nepeaave
Aevtarpamm 6e3 KBUTaHLUMI, ONLUMOHANbHO BO3MOMXKHO MCMONb30BaHNWE MeXaHM3Ma NMOBTOPHON nepesayn
AaHHbIX Ha OCHOBe fBHOrO 3anpoca Ha nepegadvy. B atom cnayyae pona cnyxkebHol mHbopmaumm
(M36bITOYHOCTE)  3HAUMTENbHO MeHblle: 3arosioBok Ethernet (14-18 6aiiT), onuuoHanbHo UDP u IP
3arosioBoK (8+20 6aliT), 3aronoBok TDMoP (14 6ant) wu FCS (4 6aiita). UToro — 60 6akT npwu
MCMnoab3oBaHUM npoTokonos IP/UDP n 32 6aitt 6e3 ncnosb3oBaHWA 3TUX NpoToKonos (+4 6alita npu
ucnosb3oBaHuu VLAN Tara). Ve npu 256-6aliToBOM NONE3HOW Harpyske 3TO BMOAHE npuemiemo. Takoe
obbeanHeHne ¢penmoB He nNpUBELET K CKOAbKO-HMOYAb CyLWecTBEHHOMY YBE/IMYEHUIO 33a4EPXKKM,
NOCKONbKY Kaxabli ¢penm anutca Bcero 125 mKc. [laxke Mcnonb3oBaHWe rpynnbl U3 BoCbMKW ¢pelrimos,
npuBHeCeT AOMNOJHUTENbHYIO 334epPXKKY BCero B 1 Mc, YTO Ha NOPAAOK MeHblue 15-MC 3aAepXKKn Kogeka 8
Kéut/c, ucnonbsyemoro s cuctemax IP-tenedpoHumm.

KakoBbl 6bl HM BblAW geTann peannsaumm CUCTEMbl NMAKETHON nepefayn LMPPOBOro NOTOKA,
BaXHO OTMETUTb, YTO OHM obecneymBatoT NPO3pPaYHyto nepecbinky ¢peiimos TDM, He U3MEHAA HU TaM-
CNOTbI, HW KaHaNbl CUTHANU3AUMW, HU NepesaBaemyto MHOopmaLmio. Mo3TOMY MX MOXKHO MCMOJ/b30BaTh
AN TPaHCMOPTMPOBKKM TpadurKa nobbix cepsucos E1, aarke ecnmn 4acTb KaHAOB 3aHATA MOA, AaHHbIE UK,
cKarkeM, notok E1 He wmeeT BooOWE HUKAKOW CTPYKTypbl (T. €. npeactasasetr cobow
HECTPYKTYPMPOBAHHbIV NOTOK 6MTOB). TexHO0rMA NPUMeHMMa U gns cepsuca Fractional E1, B aTom cniyyae
ANA CHUXKeHWA obbema TpaduKa B IP-nakeT BKAOYAtOTCA cneLmanbHble MHPOPMALMOHHbIE BalTLI.

PaccmoTpyMm MCMONb30BAHWE KaKAOFO M3 Tpex TUMOB CUFHANM3AUWMWU: BHYTPUNOAOCHYHO (in-
band), no BblgeneHHbIM curHanbHbiM KaHanam (CAS) n obuwekaHanbHyto (CCS). Mpu Mcnoib3oBaHUK
BHYTPUMNOJIOCHOM CUTHANN3aUMKM CNy:KebHaa MHpopmMauma nepesaeTca No PasroBOPHOMY KaHany B TOM Xe
YacTOTHOM AManas3oHe, YTo M cama peyb. CnyxkebHble COObLEeHNs NpeaCcTaBAAT CO6OM NPOCTO TOHA/bHbIE
curHansl (Hanpumep, kKoabl DTMF nam MFCR2) 1 noaTomy npo3payHo nepecbinatotca cuctemamu ElolP
BMecTe C peybto. CoobuieHma curHanmsaumm CAS nepecbinatotca B ToM e dppelime E1, uto n cama peub
(ans HUX cneumanbHo BbiaeneH 16-i TaMM-CNOT), HO He B pPeyeBOM AmanasoHe yacTtoT. Cuctembl E1olP
nepepatoT ux Toxe abcontoTHo NpospavHo. Hanbonee M3BeCTHbIV NpeacTaBuTeslb cUCTEM 0bLLEKaHANbHOM
curHanmsaumm — 310 cuctema OKC Ne 7 uam QSIG, ucnonbsyiowana 64-K6ut/c KaHanbl nepepauu
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MHPopmaumn. B KayecTBe NOC/AEOHUX YacTO CAyXaT KaHanbl (TaliM-cnoTbl) BHYTpM noTokoB E1. B aTom
cNyyae coobLeHnsa CUrHanmsaLmumn Toxe 6es npobiem cneaytoT yepes ycrpoictea E1olP.

Ona obecneyeHnsa KadvectBa (a MHOraa U BO3MOXHOCTU) nepegaum E1 tTpadumka Heobxogmmo
noaAep’KMBaTb AO0/KHbIN YpPOBEHb CMHXPOHWM3auMK. MakeTbl, nepegasaemble No Ethernet-cetam (a Tem
6onee IP-ceTAM), MWCNbITbIBAIOT ONPEAENEHHYIO 33a[EPXKKY, MPUYEM ee Be/IMYMHA MOXKET CWUJIbHO
BapbupoBaTtbcA. Ana amynaumm B IP-ceTn paboTbl cet TDM Heo6X0AMMO YMEHbLUMUTL BapuaLuMIo 3a4EPKKU
[0 onpeaeneHHOro ypoBHA, obecneuyMBaloLLero KavyecTBeHHyl TenepoHHyto cBA3b. [JaHHaa 3apadva
pelwaeTca NPUHMMAIOLWLMM MYNbTUMAEKCOPOM-KOMMYTAaTOpPOM Sprinter TX ¢ MOMOLLBIO CrAaKUBatoLLero
6ydepa 1 cneunanbHOro aAropuTMa BOCCTaHOBAEHMSA YacToTbl nepesaym E1 noToka.

CuHxpoHu3zauua

[na obecneyeHns Mpo3payHOCTM npolecca nepegadn notoka E1 yepes nakeTHywo cpedy, B
KOTOpPOM Bpems 3afepKKu (Bpema, Tpebyemoe Ana nepefayn naketa OT MyHKTa OTNPaBKM A0 MyHKTa
Ha3HayYeHuaA) ONA KaXKAOoro maKkeTa AaHHbIX MOMET BapbMpOBaTbCA B LUIMPOKUX npeaenax, Heobxoammo
CrNIaKMBaTb BapuaLMM 3afepKeK U MOAAEPHMBaTb MOCTOAHHYIO YacToTy mepeAayn AaHHbIX, B TOYHOCTU
COOTBETCTBYIOLLYIO YacToTe npuema.

ANrOpUTM Nepeaayn BbirNaauT caeayowmm obpasom:

BxogAawme notokn E1 npuHMmatoTca aboOHEHTCKMMUM WHTepdericamm ycTpoicTea. MpUHATBIN
NoTOK pasbuBaeTcs Ha nakeTbl AAnHoM oT 128 go 1408 6aiiT, KoTopble cogeprKaT oT 4 go 44 dpenmos
G.704 (npwn nepepgave 32 Talim-cnotoB) U oT 4 go 252 dpperimos G.704 npu nepenadye meHee 32-yx Talim-
CNOTOB. 3TV NaKeTbl CHABKAOTCA 3aro/I0OBKamMM B COOTBETCTBUM C OAHUM M3 NOALEPKMBAEMbIX CTAHAAPTOB
M MeTKaMW NpUopuTeTa, M 4Yepes paBHble MPOMEXKYTKM BpemMeHMu, 6narogapa MOCTOAHHOM YacToTe
NPUHMMAEMOrO MOTOKa, HaNpPaBAAKTCA B arperatHbil MHTepdenc n B NNHUIO nepegayvn. ANropuTmbl
paboTbl MaKETHbIX KOMMYTAaTOPOB T[APAHTUMPYIOT NPUOPUTETHYIO Mepesady MAKeToB, COAepMKalLmX
NOTOKOBblE AaHHble. BcTpeyHoe ycTpoMCTBO NMPUHUMAET aApecoBaHHbIe emy MaKeTbl, U NOCAe KOHTPOAA
LEeNOCTHOCTM HanpasAseT Mo/ib30BaTesIbCkMe NakeTbl B bydep aboHeHTCKoro uHTepderica. Ha ocHose
MHbOPMaLUMK O cTeneHu 3anonHeHuA 6ydepa ycTaHaBAMBAETCA YAcTOTa BbIXxoAALLero noToka. Mpoueaypa
KOPPEKTUPOBKM BbIXOAHOW 4acToTbl BblinosHAeTcA 20 pas B CEKyHAy, YTO MO3BOJIAET BOCCTaHaB/AMBaTb
WCXOAHYH YaCTOTy C BbICOKOM TOYHOCTbIO. 3a Bpems MopAfKa HECKO/IbKMX CEKYHZ MOC/Ae BK/YEHMUA
YCTPOWMCTBA CKOPOCTb BbIXOAHOrO NMOTOKAa MOACTPAaMBAETCA K CKOPOCTM BXOAHOIO MNOTOKAa M OCTaeTcA TOYHO
paBHOM el B Te4eHWe BCero BpemeHn paboTbl ycTpoiicTBa. MrHOBEHHbIE OTKJIOHEHWA CKOPOCTU Nepesaym
He NpeBbIWatoT 1-2 MUAIMOHHBIX Zonel (ppm).
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Mpouecc NOACTPOMKM U CUHXPOHU3ALMKM BbIXOGHOTO MoToKa E1l npu nepsBom  BK/OYEHUM
YCTPOICTBA.

Hacrpoiika E1

Y106bl HacTpoutTb E1l, HEO6XOAMMO YCTAaHOBWUTL MNapamMeTpbl COEAWHEHWA U NapameTpbl
nepefaun. K napameTpam COeguHEHUS OTHOCATCA agpec YyAaNeHHOro My/bTUMAEKCopa-KommyTaTopa U
HOMEp MOopTa Ha HeMm, a TaKKe OCHOBHble MApPaMETPbl MAKETOB AaHHbIX Hecywmx noTok E1 Takue Kak
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pasmep naketa, meTkn VLAN 1 npuoputesaumnmn, pexumm cxKatua nays. T.e. yTobbl YCTaHOBUTb COeauHeHMne
MeXKay yKasaHHbiMmK E1 MHTepdencamm Ha NOKaAbHOM MYNbTUMNIEKCOPE-KOMMYTATOPE U yaaneHHOM, Bbl
OO/MKHbI YKa3aTb HoMmep E1 nHTepdelica Ha NOKanbHOM MyAbTUMNIEKCOPEe-KOMMYTaTope, YKasaTb IP agpec
YOA/NIEHHOrO MY/bTUMNEKCOPa-KommyTaTopa M Homep E1 mHTepdeica Ha yaaneHHOM MyAbTUNEKcope-
KOMMYyTaTope. ITO MOXKET caenaTb TO/NIbKO aAMMHUCTPATOP W HACTPOMKa A0/KHA OblTb BbIMNONHEHA Ha
060UMX KOHLAX BUPTYaNbHOTO COeANHEHMUS.

CyuiectByeT BOSMOXHOCTb YCTAHABAMBATb COeAMHEHNE TObKO C OAHOTO KOHLLA. 9TO BO3MOXHO,
Korga Ha yAaneHHOM YCTPOMCTBE Yy TOro MHTepdelica, C KOTOPbIM NAaHUPYETCA cCoeAnHEeHMe, YCTaHOB/EH
pexkum Listen.

CyLiecTByioT c/ieaytoLime napameTpbi:

[TapameTpbl nepegayn:

e VLANID

Homep BupTyanbHOW JfoKanbHOM ceTn. Heobxogumo BbibUpaTb Takoh VLAN, uyTob6bl nakeThbl
NPOXOAMIN HacKBO3b OT OAHOrO YCTPOMCTBA A0 ApYyroro. BoamoxHbl BapuaHTbl oT 0 go 4095, O o3HavaeT
otcytcTBne metkm VLAN.

o VLANPri

BCTpOEHHbIN KOMMYTATOP MY/IbTUN/IEKCOPA-KOMMYTaTopa TpebyeT YTobbl NpUopuUTeT 6bl paBeH 6-Tu
wan  7-mm  pgna  obecneyeHna abCONOTHOrO NPUOPUTETA, €CAM Ke WCMONb3YTCA BO3MOMXKHOCTU
npuopuTE3aLUN LOMNONHUTENbHOTO 060PYA0BAHNA MOXKHO WMCMONBL30BATb /Il060OE YMCNO B 3TOM Clyvae
MY/IbTUNNEKCOP-KOMMYTATOP NN NoMeYaeT nakeTbl E1, a 4ONOAHUTENbHbIE KOMMYTATOPbI OTBETCTBEHHDI
3a 10, 4TOObI AaTb NpMOpUTET cornacHo nHdopmaumm VLAN. Heobxogmmo, 4tobbl Tpadumk E1 umen cambliit
BbICOKMIM NPUOPUTET B MeCTHOM ceTu Ethernet.

e Compression

Bk/ouyeHne/BbiKkNoYeHMe CxKaTuA. CKaTue ocyuiecteaseTcA 6e3 notepb. Ecim cxkaTue BKAOYEHO, TO
HEWCNONb3yemMble B KaHaje TalMM-CNIOTbl He MepeaaloTca, CnefoBaTesibHO, YMEHbLIAETCA pasmep
nepegaBaemMblx MNAKETOB, a, C/Ie0BaTe/IbHO, U 06beM NepeaaBaemblX AAHHbIX.

o KeyFramelnterval

NHTepBan mexkay nepegadyamm NakeToB CO BCEMU TaiM-C/IOTaMM B C/lydae BKAKOYEHHOTO cxKatus (T.e.
WHTEpPBaN MeXAy Nepecbl/IkaMn KOHTPOJIbHbIX (KOHCTAHTHbIX) 3HAYEHUIA).

MoKeT npMHUMaTb 3HavyeHus oT 0 go 65535 ¢ppelimos.

Mo ymon4aHuo MMmeeT 3HaveHne 16 ¢ppeiimoB, T.e. NaKeT CO BceMu TalM-CI0Tamm ByaeT oTnpaBasTbCA
yepes Kaxapble 16 ppeinmos.

o ToS

YctaHasnmBaeT IP TOS ana nakeToB yKasaHHOro MHTepdeica, MeTKa 3a4,aeTcs Kak AeCcaTUYHOEe YNCAO.
ToS (Type of Service) - 6aiiT, pacnono*KeHHbld B 3aronoBKe IP (YposeHb 3) n cocToAwmin B 60/bLLUMHCTBE
cnyyaeB M3 Tpex cnepytowmx noneit: "PRECEDENCE", npeaHasHayeHHoe gns ob6o3HavyeHMA npuopuTeTa
aatarpammbl, " TOS", yKasblBatoLLee, Kak CeTb AOJIKHA AeNaTb BbIOOP mMeXay NponycKHOM cnocobHOCTbIO,
334EePKKOM, HaZEeKHOCTbIO, N CTOMMOCTBIO M HEUCMO/Ib3yeMOE B HacToslee Bpema none "MBZ", Kotopoe
O0/MKHO BbITb YCTAaHOBAIEHO HOAMb. MoapobHocTM onncaHbl B RFC791, RFC1349 n RFC2474. MynbTunnekcop-
KOMMYyTaTOp MO3BONSET YCTaHOBUTb Ntob6oe 3HayeHMe (yKasaHHOe B AEeCATUYHOM BUAE) 1A Bcero HalTa
ToS IP.

o FrameSize

YcTaHaBAMBaeT pasmep pperima B % mc. MoXKeT NpUHMMATL 3HadyeHua: oT 1 go 63. Mo ymonyaHuto
paBHO 2. Heo6X0AMMO MOMHUTb, UTO 4Yem DOJblle NaKeT, TEM MeHblUe OBepxes Ha nepefayvy 3aro/oBKa.
Tem 6o/bLUE 3aepKKa Ha NaKkeTM3aumto. Tem 6onblume noTepu BUT Npu NponagaHMM O4HOro NaKeTa.

MNapameTpbl npuema:

e JBSize

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com 11



Sprinter TX TY6665-005-62880827-2013

YCTaHOBKa pasmepa BbIXOZAHOM ouepeam, B MUAINCEKYHOAX.
OH pomKkeH 6biTb H6onblwe, Yem GAYKTyaUMs TPAH3UTHOrO BpPemMeHW B ceTu. Hanpumep, ecan gnas cra
NakeToB Bpems TpaH3auTa Konebnetca ot 2.5 ao 6.5 mc, To 6ydep AonKeH ObiTb, XOTA 6bl 4 MC, YTOObI HU
OAMH MaKeT He 6bln notepsH. Jlydwe, ecnn bydep ewe 6onblie, TOraa cMoxeT paboTaTb MexaHM3m
nepesanpoca NoTepAHHbIX NakeToB. Bo Bcex cay4yasax, Korga AUCNEPCUMA BPEMEHMU 3a4ePXKKM NpeBbilaeT
eaMHNLbI MUNNUCEKYHA, BEIMUMHA Bydepa — KOMMNPOMUCC MeXKAY 3a4EPKKON U KOIMYECTBOM NOTEPSAHHbIX
naketoB. MoXeT nNpuHMMaTb 3HadyeHuAa: oT 1 mc go 2000 mc Ha nopT, HO He 6onee 4000 mc Ha Bce
YCTPOICTBO (HauMHas ¢ 9.4SR26).

Cnepyet yunTbIBaTh, YTO MaKCcMmanbHoe KoaudectBo Ethernet ¢pelimos B jitter-bydepe, orpaHnyeHo
yncnom 512, T.e. AOIKHO BbIMNONHATLCA ycnosue JBSize/FrameSize < 256 (HaunHas ¢ 9.4SR28)

o MaxTimeout

MaKcMmanbHoe Bpems 3KCTpanonsuuu (NoBTOpPeHUs nocaedHero MoJyYyeHHOro naketa B Cay4yae
BPEMEHHOrO MPEKPaLLEHNA BXOAHOrO NOTOKA NAaKeToB, Hanpumep npu nepekntoyeHnn Ethernet nnHKka Ha
pes3epBHbIN B C/lyYae aBapum) BbixogHoro notoka E1. inanasoH 3HaueHuii ot 0 go 7000 mc.

e SyncSource

YKa3sblBaeT WUCTOYHUK CUHXPOHM3aUMKM noToka E1l, Homep uHTepdeica E1 BbibepeT MCTOYHMKOM
CMHXPOHM3aLMN BXOAALLMA MOTOK Ha YKa3aHHOM UHTepdelice; -1 (Mo yMONYaHUIO) peXKMM BOCCTaHOBAEHUS
4acToThbl.

NapameTpbl NPOCKaNAb3blBAHUA:

o SlipLeft, % u SlipRight, %

MuHMMaNbHOE 3HaYeHMe OXKUTTep-bydepa B NPOLLEHTAX OT ero pasmepa (neBas v npaBas rpaHULa).
MpumeHseTca ANA OTCAEKMBAHWA MPOCKaNb3biBaHUA (T.e. nMBO nepenosiHeHMA, AMBO OMyCTOLIEeHUS
OXUTTep-6ydepa) Npu BHeLHEN CUHXPOHM3aL UK.

1.1.1.1 HacTtpoitka nepegaum notokos E1 uepes meHio

[na 3Toro HeobXoAUMO B MeHI0 nepentn B NyHKT “3.2.2.1 /TDMoP/nopt/config”. OH cay»KuT
AN YCTAaHOB/NEHUA BUPTYasIbHOrO COeAMHEHUA MeXay YKasaHHbimu E1l uHTepdelricamm Ha /NIoOKa/lbHOM
MY/IbTUNNEKCOPE-KOMMYTATOPE U yaaneHHOM, onpeaeneHHom ero IP agpecom.

HaCTpof/’ma MOXET BbINMOJ/IHATLCA TO/ZIbKO aAMUHNCTPATOPOM U A0/1KHA 6bITb BbINO/IHEHA
COOTBETCTBYHOLWMNM o6pa30M Ha obounx KOHUaX BUPTYya/sibHOIro coeanHeHuA.

[.aHHbIN NYHKT MEHI0 BbIFNAAMT ciegytowmm o6pasom, Npy cOpoLLeHHbIX HacTpoiKax (no
YMOJIYaHUIO):

/TDMoP/0/config Advanced ESC+h - Help
|>.. | JBSize 4

| --Status-- | LocalTS 0-31

| StrStatus Power Down | RemoteTS 0-31

| SIPStatus Down | Loop No

| LinkStatus Down | SpeedReg PID

| CurrentlB 0 | Compression Disabled
| Speed 0 | KeyFramelnterval 16

| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 0.0.0.0 | ConstSpeed No

| RemoteChannel 0 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--
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| MaxTimeout

| UselP

| GatewayBypass
| --Config--

| Description

F

4000
Yes
Disabled

ilter: <Press any letter key to start filtering items>

| WANIP
| SIPPort
| TDMPort

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

0.0.0.0
5060
41000

[eTanbHoe onucaHue HacTPOEK, HUMKe Mo TeKCTy B NyHKTe "3.2.2.1 /TDMoP/nopt/config".

Mpumep:

Ona  co3gaHuA

BMPTYyabHOrO

KaHana

El wmexay nepBbiMM UHTepdericamm  ABYX
MYNbTUNAEKCOPOB-KOMMYTATOPOB: nepBbli ¢ IP agpecom 192.168.0.22 wn BTOpoM - 192.168.0.23,
HeobXxoAMMO A0/IKHbIM 06pa3om CKOHPUIYpPUpPOBaTb YCTPOICTBA Ha 060MX KOHLAX.

KoHourypaums yctpolictea c IP agpecom 192.168.0.22:

/TDMoP/1/config
[>..

| --Status--

| StrStatus
| SIPStatus
| LinkStatus
| CurrentJB
| Speed
| --NetConfig--
| AdminStatus
| RemotelP

| RemoteChannel
| FrameSize

| VLANID

| VLANPri

| ToS

| MaxTimeout

| UselP

| GatewayBypass
| --Config--

| Description

F

Working, PID Sync
Connected

Up

3999

942

Connect
192.168.0.23
1

2

32

6

0

4000

Yes

Disabled

ilter: <Press any letter key to start filtering items>

IBSize

LocalTS
RemoteTS

Loop

SpeedReg
Compression
KeyFramelnterval
DoubleSend
LostRequest
ConstSpeed
ConstSpeedValue
Slip

SlipLeft

SlipRight
--NATConfig--
WANIP

SIPPort

TDMPort

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help
4
0-31
0-31
No
PID
Disabled
16
-1
Enabled
No
0
Disabled
75
125

0.0.0.0
5060
41000

KoHourypaumsa ycrpotiictea c IP agpecom 192.168.0.23:

/TDMoP/1/config
|>..

| --Status--

| StrStatus
| SIPStatus
| LinkStatus
| CurrentJB
| Speed

Working, PID Sync
Connected

Up

1572

-131072

| JBSize

| LocalTS

| RemoteTS

| Loop

| SpeedReg

| Compression

| KeyFramelnterval

Advanced ESC+h - Help
4
0-31
0-31
No
PID
Disabled
16
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| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 192.168.0.22 | ConstSpeed No

| RemoteChannel 1 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--

| MaxTimeout 4000 | WANIP 0.0.0.0
| UselP Yes | SIPPort 5060

| GatewayBypass Disabled | TDMPort 41000

| --Config--

| Description

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

1.1.1.2 HacTtpoiiKa nepepaum HeppeiiMMpoBaHHbIX NOTOKOB E1

[anee HeobxoamMmo nepeitn B meHto no nytn “3.2.1.1 /E1/nopt/config” n napametp Unframed
nepesectu B 3HayeHue Yes. OTo AelicTBUE HEOOXOAMMO BbINOJHWUTL KaK C JIOKa/NbHOM CTOPOHbI, TaK U C
yaaneHHow (npu napametpe AdminStatus = Listen Ha ogHom M3 ycTpoicTs, napametp Unframed mokHO
M3MEHATb TO/IbKO Ha ogHOM ycTponcTee ¢ AdminStatus = Connect). CootBeTctBeHHO OT ATC NOTOK A0/IXKeH
6bITb HedbpeNnMUPOBaAHHbIN.

1.1.1.3 HacTtpoitka Komnpeccum (CxKaTna) npu nepegave noTokos E1

Echn ckatne BKIOYEHO, TO Heucno/sb3yemble B KaHane TaNM-CNOTbl He nepegaroTca,
cnepnoBaTesibHO, YyMeEHbLaeTCa pasmMep nepeaaBaembliX MaKeToB, a, CnegoBaTtesibHO, U 0bbem
nepegaBaemMbiX AaHHbIX. Catue ocyulectsnAaeTcAa 6e3 noTepb.

[NA BKAOYEHUA CXKaTUA HeobXoAMMO nepeiTn B MmeHto no nyt “3.2.2.1 /TDMoP/nopt/config” n
nepesectu napameTp Compression B 3HauyeHue Enabled.

B cnyyae BKAKOYEHHOTO CKaTUSA MOKHO PeryiMpoBaTb MHTEPBAN MeXAy nepegadyamu nakeTos
co Bcemu Talim-cnotamu (KeyFramelnterval). MoxeT npMHMmaTh 3HadeHua oT 0 ao 65535 ¢ppeinmos.

Mo ymonyaHuio MmeeT 3HayeHue 16 ¢peimoBs, T.e. NaKeT CO BCemMM Talm-cnotamu byaper
OTNPaBAATLCA Yepes Kaxaple 16 ppeiimos.

1.1.1.4 HacTtpoitKa cMHXpOHM3aLuMmn noTtoka E1 ot BHewHero

[Na CUHXPOHM3AUMM OT BHELIHEro MCTOMHMKA B NyHKTe meHio “3.2.1.1 /E1/nopt/config”
Heobxoanmo napameTtpy SyncSource 3agaTtb 3HayeHMe MopTa, OT BXOAALLEro MOTOKa KoToporo 6yaer
CMHXPOHM30BaTbCA NOTOK E1 Ha Tekywem nHTepdelice.

Mo ymonuaHuio: -1 (pexkum BOCCTaHOB/IEHWA YaCcTOTbl)

Mpy BKAKOYEHUM CUHXPOHM3ALMM OT BHELIHEro MCTOYHMKA, TPEBYeTCA BK/IOUUTb PEXUM
OTCNEXMBAHMA  MpPOCKanb3biBaHMA  (napametp Slip yctaHoBuTb B Enable B HacTpoitkax
/TDMoP/nopm/config).

MNpnmep:
B nyHKTe meHto /E1/0/config napameTp SyncSource nmeeT 3HayeHme 1.

Motok E1 nHtepdeiica 0 byaeT 6paTb CUHXPOHU3ALUMIO OT BXoAsLlero B 1 nopT notoKa E1.
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1.1.1.5 HacTtpoitka ay6aupoBaHua ¢ppeitmos E1

Onsa BrkntoueHua aybavposaHus ¢peiimos TDMoP, HeobxoguMmo nepenTn B MEHIO B MYHKT
“3.2.2.1 /TDMoP/nopTt/config” n HacTpouTb NnapameTtp DoubleSend.

3HauyeHWe NapameTpa YKa3blBaeT Yepes CKOJIbKO GpeMoB OTNPaBAATb Ay6anMpoBaHHbIM dpelrim.
MoKeT NpMHUMaTh 3HayeHuA oT -1 ao 63 ppemos.

Mo ymonuaHuio: -1 (ayb6anpoBaHue OTKAOYEHO);

MNpumep:

DoubleSend nmeeT 3HaueHue 0;

Oyb6nunpoBaHHbIl dpelim byaeT oTnpas/ieH cneayolmnm;

Npumep:

DoubleSend nmeeT 3HayeHue 1;

Oyb6naunpoBaHHbIl dpelim bygeT oTnpassieH yepes 1 ppenm;

1.1.2 MpoTokon pe3sepsupoBaHua STP (Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoi NpoTOKO/, paboTalowmii Ha BTopom yposHe moaenn OSI.
OcHOBaH Ha OAHOMMEHHOM anropuTme, pa3paboTunkom Kotoporo ssnsetca «Mama MHTepHeTa» — Paabs
Mepnaman (aHrn. Radia Perlman).

OcHoBHOM 3agavelt STP agnsetca npuseaeHue cetn Ethernet ¢ mHoMKecTBEHHbIMU CBA3AMM K
OPEBOBUAHOM TOMOIOMMKM, WMCKAOYAIOWEN UMKAbI MaKkeToB. lMpoucxoguTt 3TO MNyTemMm aBTOMATUYECKOro
O/IOKMPOBAHUA HEHY)KHbIX B AaHHbIA MOMEHT A/s MNOJIHOM CBA3HOCTM nopTtoB. [lpoTOKOA onucaH B
cTtaHgapre IEEE 802.1D.

NpuHumnn aencremnsa STP:

e B ceTu BbibMpaeTca ogMH KOPHEBO MOCT

e  [lanee KaxKAbl OT/INYHbIA OT KOPHEBOrO MOCT MPOCYUTLIBAET KpaTyalni NyTb K KOPHEBOMY.
CoOoTBETCTBYIOLLMIA NOPT Ha3blBaeTCA KOPHEBbIM MOPTOM. OH y N1060ro He KOPHEBOTO KOMMYTaTOpPa TOJIbKO
oAauH!

e [locne 3TOro ANA KaXKAoro cermeHTa CeTM MPOCUUTHLIBAETCA KpaTyallimii NyTb K KOPHEBOMY
nopTy. MocCT, 4epe3 KOTOpbI MNPOXOAUT 3TOT MyTb, CTAHOBWUTCA Ha3HAYeHHbIM ANA 3TOM CceTu.
HenocpeAcTBEHHO NOAKAIOUYEHHDIN K CETU NOPT MOCTa — Ha3HAYEHHbIM NOPTOM.

e  [lanee Ha BCex mocTax b610KMPYIOTCA BCE NMOPTbI, HE ABAAIOLWMECA KOPHEBBLIMW U HAa3HAYEHHbIMM.
B utore nonyyaetca ApeBOBMAHAA CTPYKTypa (matemaTuyeckuit rpad) C BepWMHON B BUAE KOPHEBOrO
KOMMyTaTopa.

Anroputm aencrama STP:

e [loc/e BK/IOYEHUA KOMYTAaTOPOB B CETb, MO-YMOAYaHUIO Kaxkabli (1) kommyTatop cuntaet cebs
KOpHeBbIM (root).

e  3aTeM KOMMYTaTOp HayMHaeT MNocblaTb MO BCEM MOpTam KOHourypaumoHHble Hello BPDU
nakeTbl pa3 B 2 CeKyHAbI.

e Wcxopga v3 gaHHbix Hello BPDU nakeToB, TOT MM MHOM KOMMyTaTop npuobpeTtaeT cTaTyc root,
T.€. KOpHA.

e [locne aToro Bce NopThl Kpome root port u designated port 6nokupytoTca.
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e [lpoucxoauT nocbinka Hello-nakeTtos pa3 B 20 cekyHA AnM60 npw nponagaHnn/BocCTaHOBAEHUA
KaKoro-Hmbyab IMHKA, C LEeNblo NPensaTCTBUA NOABAEHUA NeTe b B CETU.

1.1.3 Rapid Spanning Tree Protocol (RSTP)

Rapid STP (RSTP) xapaKTepusyeTcs 3HauuTeNbHbIMU YycCOBeplleHCcTBOBaHMAMKU STP, cpeau
KOTOpPbIX HEOBX0AMMO OTMETUTb YMEHbLLIEHNE BPEMEHU CXOANMOCTU N HoNee BbICOKYIO YCTOMYMBOCTD.

MpuHUMN paboTbl B 0OWMX YepTax MoxoX Ha STP: BbibUpaeTcA KOpHEBOM KomMmyTaTop, K
KOTOPOMY, KaxAbll M3 y4acTBYIOWMUX B NOCTPOEHMM AepeBa KOMMYTATOpP, ULLET KpaTyanwwmnii mappyt (c
YYETOM MPOMYCKHOM CNOCOBHOCTU KaHasa) Yepes cocefHne KOMMYTaTopbl (Mav Hanpsamyto). JIMHUK, He
rnonasLne B MapLpPYT, NEPEBOAATCA B PEXUM OXKMAAHUA U HE UCMONL3YIOTCA ANA Nepefaym AaHHbIX, NOKa
paboTatoT OCHOBHble NMHUM. B cayyvae BbIXOAa M3 CTPOA OCHOBHbIX JIMHUIA, OXUAatowme AUHUK
MCMNOAb3YIOTCA ANA MNOCTPOEHUA aNbTEPHATMBHOM TOMOAOIMKM, MOC/AE 4Yero OfAHa W3 JNIMHUKA CTAHOBMUTCA
aKTMBHOW, @ OCTaNbHble NPOAOJIKAIOT HAXOAUTLCA B PEKMME OXKUOAHUA.

1.1.3.1 PyHKUMA 3aWUTbl KOPHA «root guard»

®yHKLMA 3aLLMTbl KOPHA 0becrneymBaeT BO3MOXKHOCTb 334aTb PacnooXKeHWE KOPHEBOrO MOCTa
B ceTn. 1o obecneumBaeT yBePEHHOCTb B TOM, YTO MOPT, HAa KOTOPOM aKTUBM3NPOBAHA PYHKLMA 3aLUUTDI
KOPHSA, ABAAETCA Ha3sHauYeHHbIM. OBbIMHO BCE MOPTblI KOPHEBOTO MOCTA ABASOTCA HAa3HAYEHHbIMM, eCAn ABa
nnn 6onee NOPTOB KOPHEBOINO MOCTA He CoeAMHEHbl BMecTe. ECAM MOCT nosly4aeT BbICOKOMPUOPUTETHbIE
STP anemeHTbl AaHHbIX MPOTOKOMA ynpaBaeHua moctamu (BPDU) B KopHeBOM NOpTy, ANA KOTOPOro
BK/AtOYEHA YHKUMA 3alMTbl KOPHS, 3aluMTa KOPHA MepeBoamuT MopT B cocToaHue STP, HasbiBaemoe
HEeCOr/1aCcoBaHHOCTbIO  KOpHA.  COCTOAHME  HEeCOrNaCoBaHHOCTM  KOPHA  @HAJIOTMYHO  COCTOAHMUIO
npocaywmsaHua. TpadumK yepe3 nNopT B TAaKOM COCTOAHWUWM He nepecbliaeTcA. Takum obpasom, 3awmTa
KOPHA 334aeT pacnosioKeHne KOPHEeBOro mMocta. PyHKLUMIO 3aLLMTbl KOPHA HEOBXOAMMO BKIOUYUTL Ha BCEX
NopTax, KOTOPbIE HE AOJIKHbI CTaTb KOPHEBbLIMM.

1.1.3.2 Hactpoiika npotokona RSTP
Pexkum RSTP BKAto4YaeTca Ha KaXK4oM NOPTY OTAENbHO, MO YMOAYAHUIO OH BbIK/KOYEH.

Bo Bknaake meHo “3.2.3.12 /Eth/nopt/config” napameTtpy Reservation HeobxoAMMO 3aAaTb 3HadeHue
RSTP.

/Eth/1/config Advanced ESC+h - Help
[>..

| Description

| Speed Auto

| Duplex Auto

| Link Auto

| FlowControl Auto

| Reservation RSTP

| FramePriority tag

| VLANRole multi

| AccessVLANID 1

| MTU 1522

| Learning Enabled

| SAFilter Disabled

| EgressPolicy ForwardAll
| Monitoring

| Scheduling Strict

| ProviderTag 8100
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| DefPri BKO

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

YcTaHaBAMBAET perkMm paboTbl pe3epBupoBaHuA.
Reservation No — HeT pe3epBMPOBaHUA (MO YMOAYAHMIO);
RSTP — pe3epBupoBaHue no npotokoay RSTP.

Onsa HacTpolikm M npocmoTpa napameTpos RSTP ucnonb3yeTca BKAagka MeHwo “3.2.4.5
/System/RSTP”.

/System/RSTP Advanced ESC+h - Help
[>..

| Interfaces
| global

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

B nyHKTe Interfaces Bbl MOMeTe MOCMOTPETb PON MOPTOB YCTPOMCTBA, MX cTaTycbl, Bridge ID rnaBHoro
YCTPOMCTBA 06CNYXKMBAKOLWEIO AaHHbIA CErMeHT ceTu, Bridge ID KOPHEBOIO YCTPOMCTBA, a TaKXKe BblbpaTb
nopT Ana 6osiee TOHKOW HAaCTPOMKM.

Mpumep 1:

MycTb 2 ycTpoMcTBa NOAKAOYEHBI APYT K APYry ABYMA MOPTaMM, Ha STUX NOPTax BKAOYEH NpoTokon RSTP.
Bridgeld 1 yctpoiictBa: 8000-54a54b681130

Bridgeld 2 yctpoiictBa: 8000-5a003b190d9%%e

YcTpolicTBo 1 byaeT ABNATbLCA KOPHEBBLIM, T.K. UMEET MeHbLUnii Bridgeld.

/System/RSTP/Interfaces Advanced ESC+h - Help
|>.. Role State Bridge Root

| O Designated Forwarding 8000-54a54b681130 8000-54a54b681130

| 1 Designated Forwarding 8000-54a54b681130 8000-54a54b681130

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Mpumep 2:

3a4aanm yCTPOMUCTBY 2 MeHbLUMIA BridgePriority, npuyem Takoin, utobbl Bridgeld ctan meHble, yem Bridgeld
1 yctpoticTtBa. CnegoBaTesibHO, YCTPOMCTBO 2 ByAeT ABAATLCA KOPHEBbLIM B CETH.

/System/RSTP/Interfaces Advanced ESC+h - Help
|>.. Role State Bridge Root

| O Alternative Discarding  1000-5a003b190d9%e 1000-5a003b190d9%e

| 1 Root Forwarding 1000-5a003b190d9%e 1000-5a003b190d9%e
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Bonee nogpobHo BCce NnapameTpbl RSTP Ans NOpPTOB YCTPOMCTBA MOXKHO NPOYUTATb B MYHKTE
“3.2.4.5 /System/RSTP/Interfaces/nopt”, napameTpbl RSTP Ans BCcero ycTpoincTsa onucaHbl B NyHKTe
“3.2.4.6 /System/RSTP/global”.

1.1.4 IGMP (Internet Group Management Protocol — npoTtokon ynpaBneHus
rpynnoBoi (multicast) nepepsaueit gaHHbIX B CETAX, OCHOBAHHbIX Ha
npoTtokone IP)

KoHeuYHble No/b30BaTENN, KOTOPbLIE XOTAT NOYYaTb NaKeTbl MHOTOAAPECHOW PACChIIKK, SOMKHbI
MMETb BO3MOXHOCTb COOBLWMTDL BANMKANLLIMM MApPLUPYTU3aTOPAM O CBOEM MKESaHUU CTaTb YNEHOM Fpynnbl
MHOTOa4peCcHOM PacCbiIKM U NOy4YaTb NaKeTbl, NpeAHa3HaYeHHble 3TOM rpynne. MexKceTeBoi NPOTOKON
ynpasnieHua rpynnamu - Internet Group Management Protocol (IGMP) - ncnonbsyetca gns nogaepaHus
YNleHCTBA B rpymnne MHOroafpecHom paccblikn. IGMP TaKKe Mcnosnb3yeTca ANA COrfacoBaHUA paboTbl
HECKOJIbKMX MAapLUPYTU3aTOPOB MHOTOaZAPECHOM PacCblKU, YTO NPOM3BOAMTCA MyTem Bblibopa OAHOrO
MapLlIpyTU3aTopa B KadvectBe "Beaywero". ITOT MaplIpyTU3aTOp OTCAEKMBAET YJEHCTBO B rpynnax
MHOroafpecHON paccbi/IKK, KOTOpble WMMEIT aKTUBHbIX YneHoB B ceTn. IGMP wucnonb3yetca pna
onpefeneHus, AO/KEH I MapLLPYTM3aTop NepenasaTb B NOAK/OYEHHbIE K HEMY NOACETU MPUHUMAEMbIEe
nakeTbl Man HeT. MapLlpyT13aTop, NPUHAB NAKET rPynnoBOM PacCbl/IKK, MPOBEPAET MO €ro UCTOYHUKY, ecTb
Nn xoTa 6bl OAMH YNeH rpynnbl MHOTOAZPECHOW PacCbiIKM, KOTOPbIA CAefan 3anpoc Ha NpUem 3TUX
naketoB. Ecamn aa, To nakeT npogsuraetca. Ecam He cywecTByeT HM O4HOIO Y/eHa rpynnbl MHOrOaApPecHom
paccblNKKM, TO NakeT oTbpacbiBaeTcA.

Onepauun IGMP

IGMP paboTaeT /iokanbHO. MapLlipyTnsaTop rpynnoBOM PAacCbi/IKK, KOTOPbLIM NOAK/AOYAeTCa K
CeTUN, UMEeeT CMUCOK aZPecoB rPyNnoBOM PACCbIZIKM FPYMMN, MO KpalHen mepe, C O4HUM U3BECTHbIM Y/IEHOM
B 3TOM ceTwn.

[Nna Kaxkaol rpynnbl eCTb 04MH MapLIPYTU3aTop, KOTOPbI paboTaeT B pexnme pacnpeaeneHums
MaKeToB, NPeAHA3HaYeHHbIX AN 3TOW rpynnbl. ITO O3HAYaeT, YTO eCcAu ecTb TPWM MapLipyTusaTopa
rPynnoBON pPacCbiKM, MOAKMIOYEHHbIX K CeTM, MX Trpynnosble wuaeHTUGUKaTopbl (groupids) —
€4MHCTBEHHbIE.

XOCT MAM mapLupyTM3aTop rpynnoBoOi PaccblIKM MOFYT MMEeTb YNEeHCTBO B rpynne. Korga xocT
MMeeT YNEHCTBO, 3TO 03HAYaeT, YTO OAMH M3 ero NPOLLEeccoB (MpPUKAagHaA Nporpamma) NoaydyaeT NaKkeTbl
rpynnoBoM paccblKM OT HEKOTOPOM rpynnbl. Korga maplipyTmsaTtop MMEET YNeHCTBO, 3TO 03Ha4aeT, YTo
CeTb, NOAKNOYEHHAA K OQHOMY U3 ee ApYyrux MHTepdeincos, NoyyaeT 3TM NaKeTbl rPYNnoBON PaCChbINKK.
Mbl FOBOPMM, YTO XOCT UAM MapLIPYTU3aTOP MMEIOT MHTepec B rpynne. B oboux cayyaax — xocTe u
MapLpyTU3aTope — COXPAHAETCA CMMCOK rPynnoBbiX MAEHTUOUKATOPOB M TPAHCAMPYETCA MX 3anpoc K
pacnpegenstolemy MmapLpyTM3aTopy.

0O6beauHeHue rpynn

XOCT MAXM MapuwpyTM3aTop MOryT MPUCOEAUHUTLCA K rpynne. XOocT noaaepuBaeT ChNUCOK
NpOoLLeCccoB, KOTOPbIe MMEIOT YNEHCTBO B rpynne. Korga npouecc Xo4eT NpucoeamHnUTLCA K HOBOW rpynne,
OH MOCbINAeT CBOM 3anpoc XocTy. XocT AobaBnseT nmsa npouecca U nms Tpebyemoit rpynnbl K ee CrucKy.
Ecnv 3TO — nepBoe BXOXKAEHME AJ1A STOW KOHKPETHOM rpynmnbl, XOCT NOCbIIaeT coobuieHune YieHcTsa. Ecim
3TO He MepBOe BXOXKAEHME, MNOCbILIATL 3TO COOOLLEHNE HE HAZ0, TaK KaK XOCT — Y)Ke YJIEH TPYNMbl; OH yKe
NoJIy4yaeT rpynroByko PaccblIKy ANa 3TOM rpynnbl.
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MapwpyTmM3aTop TakKe O06CAy)KMBaeT CMMCOK TPynnoBbiX MWAEHTUPUKATOPOB, KOTOPbLIN
NMOKa3blBAET Y/IEHCTBO A/1A CeTel, MOAK/IIOYEHHbIX K KarKAoMy uHTepodelicy. Korga nosBnsetca HOBbIN
WHTepec B rpynne Ans Ntoboro ns atux MHTepdercoB, MapwpyTU3aTop OTCblIAEeT CoobLEeHNe YNeHCTBa.
ApyrMmn cnoBamu, mapLupyTM3aTop 34ech AeACTBYET NoA06HO XOCTYy, HO ero CNUCOK rpynnbl 6oee WUpPOK,
NOTOMY YTO OH HAKaN/AMBAET Y/IEHOB, KOTOPbIE COeAUHEHbI C ero uHTepdelicamu. ObpaTuTe BHUMAHKE, YTO
COOBLLEHNE YNEHCTBA PACCLINAIOT U3 BCEX MHTEpPdECoB, KPOME TOro, OT KOTOPOro NPUbbLIBAET 3anpoc.

1.1.4.1 IGMP Snooping — Npocaywmeanune IGMP coobuieHui

Korga c onpeseneHHbIX NOPTOB HA KOMMYTATOP NPUXOLAT COOBLLEHMA O NOAKIIOYEHUN K KaKOWM-
TO rpynne — UCTOYHUKY MHOTOaZpPecHon rpynnoBoi paccolinku (IGMP Report), KommyTatop “noHumaet”,
YTO 33 3TUMM NOPTaMM KAMEHTbI N J06ABAAET UX B CMIMCOK HUCXOAALWMX NOPTOB A1A 3TOM rpynnbl. Ecam e
Ha KaKOM-TO NOPT KOMMyTaTopa, npuwno coobueHne IGMP Query, To 3HaYMT 32 3STUM NOPTOM UCTOYHMK
multicast-tpaduka n kKommyTaTop fo6aBAAET 3TOT NOPT B CMNCOK BOCXOAALLMX NOPTOB.

Taknm obpasom, Bxogawmin multicast-noTok gaHHbIX, OyaeT TpaHCAMPOBATLCA He BO BCE MOPThI,
a TO/IbKO B Te, B KOTOPbIX KANEHTbI NOAMNUCbIBANIMCL Ha HEro.

1.1.4.2 IGMP Snooping Proxy — MpokcupoBaHue coobuieHunin IGMP

MexaHn3m, MOo3BOJIAKOWMIA COKPaTUTb KoanvectBo IGMP coobuieHnii B cetn. Mpu obbiyHOM
cXeme, MapLpyTU3aTOP-UCTOMHUK multicast-TpaduKa, oTnpasaseTr nepuoguueckn IGMP Query B
nHTepdenc, 1 KOMMyTaToOp NepecbinaeT ero BCeM aKTUBHbIM MYJ/IbTUKACTOBbIM KiveHTam. Te B CBOIO
oyepeab AOKHbI Bbicnatb B oTBeT IGMP Report. Jna nogasBneHUA TakKMX BeEpPHbIX PacCbINOK, KOMMYTaToOpP
MOMeT npoKkcupoBatb IGMP-nakeTbl, OTCbl1aA, Hanpumep, OAMH €AUHCTBeHHbIM IGMP  Report
MapLLpyT13aTopy cpasy nocne IGMP Query, BMecTo Toro, 4Tobbl paccbliaTb €ro KANEHTaMm.

1.1.4.3 MVR (Multicast VLAN Replication) — Penaukauua mynbtukactosbix VLAN'oB

Ecnn B npeaenax ogHOro KommyTaTopa ecTb HeckonbKo VLAN, nonb3oBaTenn KOTopbIX AOJKHbI
noayyaTb OAMH U TOT e MY/IbTUKACTOBbIM TPadUK, TO OT MapLUPYyTU3aTOPa-UCTOYHMKa multicast-TpaduKa K
KOMMYTaTOpy MNOWAYT HECKOJbKO KOMuit ofHoro Tpaduka B pasHbix nonb3oBaTenbckux VLAN. MVR
nossosfeT u3berkaTb 3TOro, MyNbTUKACTOBbIA TpaduK nepefaérca OT MapLllipyTM3aTopa TO/bKO B
mynbThKactoBom VLAN'e, a Ha KOMMYyTaToOpe OH PensiMuMpyeTcs BO BCe MOJb30BaTe/bCKUE. TemM cambim
CHUMAETCA Harpy3Ka C BbIWeCTOALLEro MapLIPYTU3aTOPa, U MeHbLUE YTUAU3UPYETCA INHUA.

1.1.5 SNMP (Simple Network Management Protocol)
SNMP - 3T0 NPOTOKOA yNpaB/eHUA CEeTAMM CBA3N Ha OCHOBE apxuTekTypbl TCP/IP.

3To TexHonorua, npu3BaHHaA obecneynTb ynpaBAeHWE M KOHTPOAb Hag, YCTPOMCTBAMMU U
NPUNOKEHUAMM B CeTU CcBA3M NyTém o0OMmeHa, ynpasaswowen uHGOpMauMen Mexay areHTamu,
pacnonaraloWMMUCA Ha CeTeBbIX YCTPOMCTBAX, M MeHeZKepaMu, PaCNoOSOKEHHbIMU Ha CTaHLMAX
ynpasneHua. B HacTosawee Bpems SNMP aBnsetca 6a30BbiM NPOTOKO/IOM yripaBaeHus cetu Internet. SNMP
onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAOLWMX CTAHLMI U 3/1IEMEHTOB CETU (I/1IaBHblE MALUUHBI,
WA03bl M MApLIPYTM3aTOpbl, TEPMMHA/IbHbIE CepBepbl), KOTOPble COBMECTHO obecneuynBatoT
ALMUHUCTPATUBHbBIE CBA3M MEXAY CEeTeBbIMU YNPaBAAIOLWMMUN CTAHLUNAMM U CETEBbIMU areHTamu.

O6bl4HO NpK ncnonbsosaHMM SNMP npucyTCTBYHOT ynpaBasdemble U ynpasBaatowme cuctemol. B
COCTaB yNpaB/iAeMOMN CUCTEMbI BXOAUT KOMMOHEHT, Ha3blBaeMbI areHTOM, KOTOPbIA OTNPaBAAET OTYETHI
ynpasasawouwen cucreme. Mo cywectesy SNMP areHTbl nepegatroT ynpasaeHYeckyldo MHOOPMAUMIO Ha
ynpaBAaloLInMe CUCTEMbI KaK NepemeHHble (Takme Kak «CBOboAHaA NamaTb», KMMA CUCTEMbI», KKOIMYECTBO
paboTaloLMX NPOLLECCOBY).

Ynpasnawowaa cuctema MOXKeT MnoayuuTb MHbOpMauuio 4yepes onepauuu npotokona GET,
GETNEXT n GETBULK. AreHT MOKeT camocToaTenbHO 6e3 3anpoca OTNpaBUTb [AaHHbIe, WUCMOJb3yA
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onepaumto npotokona TRAP wuanm INFORM. VYnpasnatowme cucTembl MOFYT TaKXe OTnNpaBaATb
KOHOUIypaLMOHHble OOHOBMEHUA WAM KOHTPONMPYHOLWME 3anpocbl, MCNoab3ya onepaumto SET pans
HenocpeaACcTBEHHOrO ynpaBaeHUs cuctemoi. Onepauymn KOHOUTYpPUPOBAHMA U YNPABAEHNUA UCMONbL3YHOTCA
TOMIbKO TOrAa, KOrAa HyXKHbl U3MEHeHUA B ceTeBOW MHPpacTpykType. Onepauum MOHUTOPUHra 0b6bIYHO
BbIMNOJIHAIOTCA Ha PeryiapHoOn ocHoBe.

MNepemeHHble goctynHble Yepe3 SNMP opraHu3osaHbl B Mepapxuu. ITU nepapxmm u gpyrue
MeTaZlaHHble (Takue Kak TUM U onrcaHne nepemMeHHoi) onucbiBatoTcs basamu Ynpasnsatoweit MHbopmauum
(aHrn. Management Information Bases (MIBs)).

1.1.5.1 Hacrtpoitka SNMP
MynbTunnekcop-kommyTatop Sprinter TX nogaep»kusaet npotokon SNMP v1, v2c, v3.

BK/lOYEHME U OTK/AOYEHME AaHHbIX NPOTOKO/I0B MOXHO MNPOM3BECTW, YCTaHOBMB NapameTp
Enabled B 3HayeHWe Yes B COOTBETCTBYIOLWLEM HYXXHOW BepcuM NyHKTe MeHo “3.2.4.11
/System/snmp/<Bepcua npotokona>”.

Bk/toueHne/oTKa0uEeHNE snmp.
Enabled Yes - Bk/oYeH (N0 yMmoA4YaHUIO);

NoO - OTK/IIO4EH.

[anee HeobxoAMMO YCTaHOBWUTb MMEHa snmp community. [ns 3Toro nepengute B MEHIO B
NyHKT “3.2.4.8 /System/snmp/auth”.

ReadCommunity Hactpoiika umeHn SNMP community gns yteHuns (no ymondanuto “public”).
WriteCommunity Hactpolika umeHn SNMP community ans 3anucu (no ymonyanuio “public”).

Y106bI HacTpoUTb OTNpPaBKy yBegomneHnin (SNMP-trap'oB) ¢ ycTpoiicTBa(areHTa) — meHeaxKepy,
HY}KHO 3a4aTb B NyHKTe "3.2.4.9 /System/SNMP/traps"

ServerlP Appec cepBepa, Ha KOTOPbIN OTNPABAATL COOBLLEHNA.
Community 0O6was cTpoKa (napo/ib) B CO0bLLIEHUN.

Bepcusa coobuieHna (vi/v2c/3).
Version
Mo ymonyaHuto: v2c

1.1.6 VLAN (Virtual Local Area Network)

BupTyanbHON /IOKA/NIbHOM CeTbl0 Ha3bIBAETCA TrPynna YCTPOMCTB, MMEIOWMX BO3MOMKHOCTb
B3aMMOAENCTBOBATb MeXKAy cOboM HanpsAMYO Ha KaHa/lbHOM YPOBHE, XOTA GU3MYECKN MPU STOM OHU MOTYT
ObITb NOAKAOYEHbI K Pa3HbIM CETEBbIM KOMMYyTaTopamM. M HaobopoT, yCTpoicTBa, HaxoAAwWwMeca B PasHbIX
VLAN'ax, HEBMAMMbI APYr A8 APYra Ha KaHa/lIbHOM YPOBHE, AaXKe €C/IM OHM MOAKAYEHbl K OAHOMY
KOMMYTaToOpy, U CBA3b MeXAy 3TMUMM YCTPOMWCTBAaMM BO3MOMKHA TOJIbKO Ha CeTeBOM M 6onee BbICOKMX
YPOBHAX.

B coBpemeHHbIx ceTax VLAN — rnaBHbIA MexaHM3M ANA CO34aHMA NOTMYECKOM TOMONOIMN CETH,
He 3aBucAwen oT eé ¢usmyeckoit Tonmosormn. VLAN'bl  MCNOAb3yLOTCA  ANA  COKpaLLeHMsA
lWMpoOKoBeLLaTeNbHOro TpaduKka B cetu. MmetoT 6onbloe 3HAYEHWE C TOYKKU 3peHua BesonacHocTH, B
YaCTHOCTU Kak cpeacTBo 6opbbbl ¢ ARP-spoofing'om.
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Ha TeKkywuit mOMeHT peanmsauma pasnmyHbix TunosB VLAN onucaHa B cneundukaumm |EEE
802.1Q. BupTyanbHble NOKaNnbHble CeTU, NOCTPOEHHble Ha ocHoBe cTtaHgapTta IEEE 802.1Q, ucnonbsytoT
OONONIHUTENbHbIE MONA Kagpa [AfA XpaHeHuAa WHPopmaumm o npuHagnexHoctm K VLAN npu ero
nepemeLLeHNn Mo ceTu.

Hekotopbie onpeaenexus |IEEE 802.1Q.

Mopm e pexcume «TpaHKk» - GU3MUYECKUIN KaHa/l, NO KOTOPOMY nepenaercs Heckonbko VLAN
KaHasIoB, KOTOPbIe Pa3/inyatoTcA Teramum (MeTkamu, fobaBaaembiMn B NakeTbl). TpaHKM 06bIYHO CO34at0TCA
MeXay «TermpoBaHHbIMM nopTamm» VLAN-yCTPOACTB: CBUTY-CBUTY MAWN CBUTY-MAPLLPYTM3ATOP.

Uoenmudgpukamop VLAN (VID) - Homep BUPTYyanbHOM SIOKa/IbHOM ceTu.

Udenmudgpukamop nopma VLAN (PVID) - dnsnyeckmii NnopT KOMMyTaTopa, UCMNONb3yeTca ANs
TOoro, 4Ytobbl onpenenntb, B Kakon VLAN KOMMyTaTop HanpaBWUT BXOSALWMIA HEMAPKMPOBAHHLIA Kaap C
NMOAK/NOYEHHOTO K MOPTY CErMeHTa, KOrAa Kaap Hy»KHO nepegaTtb Ha APYroi NopT (BHYTPU KOMMyTaTopa B
3aro/I0BKM BCEX HEMAPKMPOBAHHbIX KaapoB gobasnserca maeHTnoukatop VID, paBHbi PVID nopTta, Ha
KOTOPbIA OHM ObIIM NPUHATBI). ITOT MeXaHM3M NO3BO/AET OAHOBPEMEHHO CYLLECTBOBAaTb B OAHOM CETU
YCTPOMCTBaM C noagep Ko n 6e3 nogaepkku ctaHaapTa IEEE 802.1Q.

Default PVID - peHnTnduratop VLAN HaszHavyaemblit Ha BXOAE AN1A NOJYYEHMA HETEMMPOBAHHbIX
Kaapos.

O603HauyeHue yneHcrea B VLAN

[nAa 3Toro cywecTsyoT cnegyoume pelweHma:

e o nopty (Port-based): nopTy KommyTaTopa Bpy4Hyto Ha3zHadvaeTcs oamH VLAN. MocTtpoeHne VLAN
Ha OCHOBE MNOPTOB OCHOBAHO TO/MbKO Ha A006aBAeHMM [ONOAHUTENbHON MHOOPMAUMM K aapecHbIM
TabAnuam KOMMYTaToOpPa U HE UCMOJIb3yeT BOSMOMKHOCTU BCTPAMBAHUA MHOOPMALMM O NPUHAZNEKHOCTU K
BUPTYa/bHOM CETU B NepegaBaemblii Kaap. B cnyyae ecnm ogHoOMy MOPTY AOJMKHbI COOTBETCTBOBaTb
Heckonbko VLAN (Hanpumep, ecam coeauHeHme VLAN npoxoamuT yepes HECKO/IbKO CBUTYEl), TO 3TOT nNopT
OO/MKEH BbITb UieHoM TpaHKa. CBUTY byaeT Ao06aBnaTb MmeTkM gaHHoro VLAN Ko BCcem NPUHATBIM Kagpam
He MMelLWUX HUKaKuX meTok. VLAN noctpoeHHble Ha 6ase NopToB MMEIOT HEKOTOpble orpaHuyeHus. OHu
O4YeHb MPOCTbl B YCTAaHOBKE, HO MNO3BOMAKT NOAAEPKMBATL ANA KaXA0ro nopta Toabko oaHy VLAN.
CnepoBaTesnibHO, TaKoe peleHrne Manonpuemsemo Npu MCNOJIb30BAHMN KOHLIEHTPATOPOB MM B CETAX C
MOLLHbIMM CepBepamMmu, K KOTOopbIM obpallaeTca MHOrO Mo/sib3oBaTesielt (cepBep He yAacTca BKAOUUTL B
pasHble VLAN). Kpome Toro, BHOCUTb M3MeHeHua B VLAN Ha oOcCHOBe MOPTOB [A0CTAaTOYHO CNOXKHO,
NOCKONbKY MPU KaxKa0oM U3MeHeHUM TpebyeTca pusnyeckoe nepekatoyeHmne yCTpomncTB.

e o MAC-agpecy (MAC-based): uneHctBo B VLANe ocHoBbiBaeTcA Ha MAC-aapece paboyeit cTaHLMK.
B Takom cnyyae cBuTd umeeT Tabanuy MAC-agpecos Bcex ycTpoincts Bmecte ¢ VLANamu, K KOTOpbIM OHU
npuHagaexar.

e [lo AONOAHUTENbHBIM MONAM Kagpa, ANA XpaHeHua uHdopmauum o npuHagnexkHoctn K VLAN.
CnocobHocTtb gobasneHuna Teros nossonsetr mHpopmaumm o VLAN pacnpoCTpaHATbCA Yepe3 MHOMKECTBO
802.1Q-COBMECTMMbIX KOMMYTaTOpPOB MO OAHOMY GU3UYECKOMY coefuHEeHWIo (MarnucTpaibHOMY KaHany,
Trunk Link); cnocobHocTb £,06aBAATbL U M3B/EKATb TEMM U3 3aro/IOBKOB KagpoB NO3BOJIAET MUCMO/b30BaTh B
CeTM KOMMYTaTOpPbI 1 CeTeBble YCTPOMCTBA, KOTOPbIe He NoaaepKmBatoT ctaHgapT IEEE 802.1Q;

e o npotokony (Protocol-based): aaHHble 3-4 ypoBHA B 3aro/IoBKe NakeTa WMCMNO/b3yHTCA, YTOObI
onpegenutb uneHctso B VLANe. Hanpumep, IP mawunHbl moryT 6biTb nepesegeHbl B nepebln VLAN, a
mawmnHbl AppleTalk Bo BTOpoi. OCHOBHOIM HEAOCTAaTOK 3TOr0 MeToga B TOM, YTO OH Hapywaet
HEe3aBMCMMOCTb YPOBHEW, MNO3TOMy, Hanpumep, nepexon ¢ IPv4 Ha IPv6 npuBesetr K HapyLleHUto
paboTocnocobHocTH ceTu.
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e MmeTogom ayTeHTUdMKauum (Authentication based): YctpoiictBa moryT 6biTb aBTOMaTMUECKU
nepemetteHbl B VLAN, OCHOBbIBAACb HA AaHHbIX ayTEHTUPMKALMM NONb30BaTeNA WUAM YCTPOWCTBA Mpw
MCcnonb3oBaHMM npoTokona 802.1x

1.1.6.1 Hactpoiika VLAN

Ha yctpoiicteax Sprinter TX (MINI) c ogHum nHTepdeiicom Fast Ethernet (mapkupoBka Sprinter
TX MINI.2E1.1FE.AC220) u Sprinter TX (SFP) oTcyTcTBYeT ynpaBnasiemblii CBUTY, U OHM He NoaaepKuBatoT
nonHoe KoHdurypuposaHme VLAN'oB. Ecnv B KOopHe meHo oTcyTcTBytoT NyHKTbl VLAN, ATU, EthGlobal
3HAYUT yCTPOMCTBO 6€3 CBUTHA M YKA3aTb TEMM MOMKHO TO/IbKO Ana E1 u gna ynpasneHus.

[na 3agaHnAa pexknma noprta Heob6XoAMMO nepeiTv B MeHto B NyHKT “3.2.3.15 /Eth/nopt/VLAN”"
M BbIOPATb HYXKHOE 3HaYyeHue gnsa napameTpa Role.

multi - nutepdeinc nponyckaeT Bce Kaapbl; PeXMM Mo YyMONYaHUIO, UCMONb3YEMbIA, ECIU ABHO He YKasaH
apyroii pexumm. loantnka UCNoNb30BaHMA MHTEPPENCcoB onpeaendeTca BHEWHUM 060pyAOBaHUEM,
HanpuMmep, MapLpyTM3aTopamm 3-ro ypoBHSA, CBA3bIBAIOLLMMMU MYNbTUNIEKCOPbI-KOMMYTaTOPbI;

access - WHTepdelc MUCNoNb3yeTca Aaa nepefadn Nosb30BaTENbCKMX AaHHbIX. [lakeTbl € Apyrum
naeHtnomkatopom VLAN ID He KommyTupytloTca B 3TOT MHTepdelic. [MakeTbl, mocTynatowme B 3TOT
NHTepdeNc, TEFMPYIOTCA C UAEHTUDUKATOPOM, PaBHbIM YKazaHHOMY napametpom VLAN ID;

trunk - nHTepdeiic NponyckaeT TONIbKO TErMPOBaHHble Kagpbl, 3TOT PEXMM WCMO/b3YEeTCA ANA CBA3U C
APYTMM MYIbTUMNIEKCOPOM—--KOMMYTaTOPOM HEMNOCPEACTBEHHO;

QinQCustomer - KNUEHTCKUI NOPT, ppelimbl HA BXOAE BCErAa TEMMPYHOTCA BTOPbIM Terom (ecam 6es3 Tera, To
nepsbiM); 802.1Q OTKAIOYEH.

QinQProvider - nopT, Ha BXOoAe KOTOPOro MpMHMMAlOTCA TOMbKO ¢pelmbl ¢ ProviderTag, KoTtopble
KOMMYTUPYIOTCS B COOTBETCTBMM C Tabanuel vlan’os.

Tak ke MoKHO 3agaTb rpynnsl VLAN'oB, Tag, Untag, Member v Ter ana QinQ pexxuma
Tagged - cnucok BNaHOB, KoTopble ByayT BbIXOAUTb U3 NOPTA TErrMpoBaHHbIMK. Ecnn nopT B pexkmume trunk,
TO BXoaaLme Gpeiimbl 4OAKHbI UMETb METKY M3 3TOTO CMMCKa;
Untagged - cncoK BNaHOB, KOTOpble ByAyT BbIXOAUTb M3 NopTa 6e3 Tera;
Member - cncoK BNaHoOB, KOTopble ByayT BbIXOAMTb M3 NopTa 6e3 n3meHeHUsA MeTKM (B TOM COCTOSIHUM, B
KOTOPOM OHM BOLUAM B APYroM NopT);
QinQTag — Ter (ethertype), KoTopbiit ycTaHaBAnBaeTcs ansa dpermos B pexknume QinQ.

[na 3apaHma VLAN’a nopta nsmenute napametp DefVLAN.

Ona 3apaHna VLAN’a ynpasneHna HeobxoamMmo nepenty B meHto no nytm “3.2.5.6 /IP/stored-
config”, namenutb napametp DefaultVlanID u coxpaHutb KoHdUrypaumio knasuwamm “ESC+S”. Mocne
nepesarpysku, yCTPoOMCTBO 6yaeT AOCTYyNHO Ana ynpasneHua B gaHHom VLAN'e. [ns HemepneHHOro
nsameHeHna VLAN'a ynpaBneHua 3TOT napameTp HeobxoAMMoO M3MeHWUTb B NyHKTe “3.2.5.3 /IP/current-
config”. (BHUMAHMUE!!! BoamorKHa noTepsa [0CTyna K ycTpouctey yepes Ethernet)

[ns npocmoTpa 1 pyyHoi KoHourypauum tabamubl VLAN 0B nepeiiaute B MeHI0 B NYHKT “3.2.6
/VLAN”. Ona co3paHusa VLAN HaxkmuTe codeTaHune knasuw “ESC+C” u sBeamTe VLANID, nocne Haxkmute
“Enter”. Mocne pobasneHua Tabnunua otobpaxkaetr cnucok VLAN'oB u Hactpolikm IPAddr, NetMask,
Gateway. [lna Bo3amorKHOCTU ynpasneHna VLAN’amu, HyXKHO, 4Tobbl B napameTtpe «Cpu» B meHo ”3.2.6.1
/VLAN/VLANID”, 6bin0 ycTaHOBAEHO 3HauveHue «Management» (Takoe 3HauyeHue mnapameTpa no
YMOJI4aHUIO).
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1.1.7 NAT (Network Address Translation — npeobpa3soBaHue ceTeBbIX
agpecos)

NAT - 3To mexaHu3am B ceTax TCP/IP, no3sonsawowmii npeobpasosbiBaTh IP-aapeca TpaH3UTHbIX
naketoB. TaKkKe umeet HasBaHua IP Masquerading, Network Masquerading u Native Address Translation.

dyHKuMoHUposaHue NAT

MNpeobpasosaHne agpecoB metogom NAT MOXeT npou3BoAUTbCA  MNOYTU  Nobbim
MapLPYTUSUPYIOWMM YCTPOMCTBOM — MapLLUPYTM3aTOPOM, CEPBEPOM AOCTyNa, MEXKCETEBbIM 3KPAHOM.
Hanbonee nonynapHbim asnsetcs SNAT, cyTb MexaHM3Ma KOTOPOro COCTOMT B 3aMeHe aZipeca MCTOYHUKA
(aHrn. source) npu nNpoxoxaeHUM Naketa B O4HY CTOPOHY M ob6paTHOM 3aMeHe aapeca HasHa4veHus (aHrn.
destination) B oTBeTHOM nakeTte. Hapaay c agpecamm MCTOYHUK/HA3HaAYeHME MOTYT TaKKe 3aMeHATbCA
HOMepa NOPTOB UCTOYHMKA U HAa3HAYEHUA.

MpUHUMan NakeT OT NOKaNbHOro KOMNbIOTEPa, PoyTep CMOTPUT Ha IP-aapec HasHauyeHuA. Ecau
3TO /JIOKaNbHbIN agpec, TO MaKeT MepecbilaeTca APYromy JIoKasbHOMY KOomMMbtoTepy. Ecan HeT, To naket
Haflo nepecnatb HapyXy B UHTepHeT. Ho BeAb 06paTHbIM aApecom B MaKeTe YKasaH /IoKafbHbIA agpec
KOMMbIOTEpa, KOTOPbIA M3 MHTepHeTa OyaeT HedocTyneH. lo3aTomy poyTep «Ha NeTy» Mnpou3BoauT
TpaHcnAumio IP-agpeca n nopta M 3aNOMMHAET 3Ty TpaHcAauMio y cebs Bo BpemeHHoM Tabauue. Yepes
HEKOTOpOoe BpemsaA Noc/ie TOro, Kak K/AMEHT 1 cepBep 3aKoHYaT 0bMeHMBaTbCA NakeTamu, poyTep coTpeT y
cebs B Tabauue 3anncb 0 N-OM NOPTe 338 CPOKOM AABHOCTU.

Momumo source NAT (npegocTaBiAeHUs NO/Ib30BATENAM OKANbHOW CETU C BHYTPEHHUMM
aapecamu gocTtyna K cetu MHTepHeT) YacTo npumeHseTca Tak:Ke destination NAT, Koraa obpalleHns nssHe
TPAHC/IMPYIOTCA MEMCETEBbIM 3KPaHOM Ha KOMMbIOTEP MO/b30BaTeNss B JIOKA/IbHOW CeTU, UMEIoLLUi
BHYTPEHHMWI agpec 1 NOTOMY HeAOCTYMHbIM U3BHE CeTU HenocpeacTBeHHO (6e3 NAT).

CyuiectsyeT 3 6a30BbIX KOHLIEMLMK TPAHCAALUMK agpecoB: cTaTuyecKan (Static Network Address
Translation), auHamuueckasn (Dynamic Address Translation), mackapagHas (NAPT, NAT Overload, PAT).

Cratnyeckuit NAT - oTobparkeHWe HesaperncTpupoBaHHoro IP-agpeca Ha 3aperncTpMpoBaHHbIN
IP-agpec Ha OCHOBaHWW OAMH K 0gHOMY. OcOBeHHO NoAe3HO, KOraa YCTPOMCTBO AOMKHO BbiTh AOCTYMHbIM
CHapYKu ceTu.

OunHamuueckuit NAT - oTobparkaeT He3aperncTpupoBaHHbIM IP-aapec Ha 3aperncTpUpPoBaHHbIN
agpec oOT Trpynnbl 3aperncTpupoBaHHbIX |P-agpecos. [OuHamuuveckmint NAT TaKKe ycTaHaBAMBaeT
HEenocpeacTBEHHOE OTODPAXKeHUE MeXKAY He3aperncTPUpPoBAHHLIM U 3aPErMCTPUPOBAHHBIM aAapPecom, HO
OoTOBOpa)KeHNne MOXKET MEHATbCA B 3aBUCMMOCTM OT 3apermcTpupoBaHHOro agpeca, AOCTYMHOro B nyne
aapecos, BO BpeMA KOMMYHUKaLNW.

Meperpy:eHHbii NAT (NAPT, NAT Overload, PAT, mackapaauHr) - dopma guHamuyeckoro NAT,
KOTOpPbI 0TOBpaKaeT HECKOIbKO HE3APErMCTPUPOBAHHbIX alPECOB B €ANMHCTBEHHbI 3apernMcTpUpPOBaHHbIN
IP-agpec, mMcnonb3ya pasnuyHble NopTbl. M3BecTeH TakKe Kak PAT (Port Address Translation). Mpu
neperpyske KaxAbll KOMMNbIOTEP B YAaCTHOM CETWU TPAHCMPYETCA B TOT }Ke CaMblii aApec, HO C Pa3/INYHbIM
HOMepOoMm noprTa.

1.1.7.1 HacTtpoitka nepegaum notokos E1 c ucnonososaHnem NAT

Mpegnonoxum, yto nposaiaep E1 Bbigenset 2 notoka E1, KoTopble HeobxoAUMMO NepeaaTb Ha
1 1 2 ycTPOMCTBO (CM. CXeMy HUKe).
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Sprinter
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WAN IP: 192.168.1.3 192.168.1.201

WAN

Sprinter
192.168.2.200

2E1

Mposaiigep E1
ATC

MynbTUnAeKcopbl-kommyTaTopbl Sprinter TX HeobxoAMMO HacTpouTb cnedylowum obpasom
(byHKuuMa pgoctynHa ¢ Bepcumn MO - LPOS 1.0.9.4SR4):

B nyHKTe “3.2.5.3 /IP/current-config” 3apatb IP-aapec (NetworkAddr) v wnio3 (DefaultGateway):

MynbTunaekcop-kommyTtaTop 1:

NetworkAddr - 192.168.2.201
DefaultGateway - 192.168.2.7

MynbTUNAEKCOP-KOMMYTATOP 2:

NetworkAddr - 192.168.2.200
DefaultGateway - 192.168.2.7

MynbTnaekcop-kommyTaTop 3:

NetworkAddr - 192.168.1.201
DefaultGateway - 192.168.1.1
[anee HeobxoanMmo nepeinTun B NyHKT “/TDMoP/port/config” v BbINOAHWUTL CeAylolLMe HaCTPONKK:

MynbTunaekcop-kommyTtaTop 1:

RemotelP - 192.168.1.201
RemoteChannel - 0
WANIP - 192.168.1.3

MynbTMnaeKkcop-KommyTaTop 2:

RemotelP - 192.168.1.201
RemoteChannel - 1
WANIP - 192.168.1.3

MynbTunaekcop-kommytaTtop 3 - nopt O:

RemotelP - 192.168.2.201
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RemoteChannel - 0
SIPPort - 5062
TDMPort - 41004

MynbTnaekcop-kommyTaTop 3 - nopt 1:

RemotelP - 192.168.2.200
RemoteChannel - 0
SIPPort - 5061

TDMPort - 41003

Ha NAT Router'e Heobxoanmo npobpocutb NopTbl, HANPUMEP, KaK MNOKa3aHO HUMKE.

Well-Known Applications: User Defined|v|
Port Range Local IP Local Port | Protocol Description
192.168.2. BOTH [v]
5061 192.168.2.200 5060 UDP sip -
41003 192.168.2.200 41000 UDP tdmop
5062 192.168.2.201 5060 UDP sip
41004 192.168.2.201 41000 UDP tdmop

1.1.8 LLDP - Link Layer Discovery Protocol

Link Layer Discovery Protocol (LLDP) — npoTOKON KaHanbHOroO YpPOBHA, KOTOPbIA MO3BOANSET
CeTeBbIM YCTPOMCTBAM aHOHCMPOBATb B CETb MHPOPMaLMIO O cebe M O CBOMX BO3MOMKHOCTAX, @ TaKkKe
cobupaTtb 3Ty MHGOPMALUIO O COCeAHUX YCTPOMUCTBAX.

YcTpoiicTBo, ucnonb3ytowee LLDP, xpaHUT MHGOpMaUMIO 0 cocenax, HO He NepeHanpaBaneT eé
Aanblue (He3aBUCUMO OT TOro NOALAEPKUBAET 1N YCTPOICTBO NpoToKon LLDP).

NHbopmayma 06 mynbTUnNeKcopax-kKommyTaTopax Sprinter TX, KoTopas MOXKeT nepesasaTbCa C
nomouwbto LLDP:

e MAC-aapec (ChassisID) - MAC-aapec BCTPEYHOro yCTPOMCTBa;

e WpeHtTudumkatop nopta (Port ID) - mopT BCTpeYHOro YCTPOMCTBA, 4Yepe3 KOTOpbI OHO
oTnpasnneT LLDP coobuieHus;

e lUmsa ycTpolictea (System Name) - umsl BCTPEYHOTO YCTPOWCTBA;
e Ynpasnatowuii agpec (Management Address) - IP-agpec BCTpeYHOro ycTpomncTBa;
1.1.8.1 NpuHuMn paboTbl npoToKona LLDP

npOTOKOI'I paGOTaET TOJIbKO MexXay HenocpeacCTBEHHO NpuncoeanHeEHHbIMUA YCTDOVICTBHMM. o710
3HA4uUT, YTO, HaNpMmep, Ha pUCyHKe:
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Sprinter TX
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Sprinter TX Sprinter TX
. Sprinter TX (2) nonyumt LLDP nHdopmaumio ot gByx cocegeit: Sprinter TX (1) yepes gsa nopTa u
Sprinter TX (3) yepes oguH nopT;
. Kommytatop Sprinter TX (1) nonyumt LLDP nHdopmaumto Tonbko ot Sprinter TX (2), Ho uepes oba
nopTa;
. KommyTaTtop Sprinter TX (3) nonyunt LLDP nHdpopmaumio TonbKo ot Sprinter TX (2).

CoobuweHuna LLDP moryT nepenaBaTbca HYepes NopTbl, KOTOPble 3a610KMpoBaHbl STP.
1.1.8.2 HacTtpoiika npotokona LLDP
BkntoyeHmne npoTokosa LLDP npounsBoguTcsa A5 BCEro yCTPOMCTBa, NO YMOJIYAHUIO OH BK/HOYEH.
[nA HaCcTPOMKKM NapameTpoB HEOBXOAMMO NepenTn B NyHKT meHto “3.2.4.4 /System/LLDP/config”.
BkntoueHne/oTKAoueHWe npotokona LLDP.
Enabled Yes - BkAoUYeH (No ymonyaHuio);

No - OTK/IIOY€EH.

YactoTa otnpaBku LLDP-coobuieHunii coceaam.
TXinterval MoKeT NnpMHMMaTb 3HaYeHna ot 5 go 500 cek.

Mo ymonyaHwuto: 30 cek.

MHoOXuUTenb, Ha KOTopbI yMmHOXKaeTca TXInterval pns nonydeHua TTL.

TTL - Bpema B Te4E€HWE KOTOPOro coces byaeT XpaHUTb MHbOpPMaLuio 06
ycTpouncTee.

TXHoldMultiplier
TXHoldMultiplier mo*eT npuHMMaTb 3Ha4eHus oT 2 o 10.
Mo ymonyaHuio TXHoldMultiplier nmeeT 3HaueHMe 4, COOTBETCTBEHHO, coceaHUE
YCTPOICTBa 6yAyT XpaHUTb MHGOpMaumio B TedeHune 120 cek.

Tak e B nyHKTe “3.2.4.3 /System/LLDP/Interfaces/nopt” HeobxoAumo yKasaTb napameTp
Admin - npuHumaTb, nepeaasaTb, WK U NPUHMUMATb U NepeaaBaTb LLDP coobuieHuns, 1 ykasaTb AaHHble
TLVs. Mo ymon4aHWIo BCe MOPTbl HACTPOEHbI A1A Npuema 1 nepeaayn scet LLDP nHpopmaumm.
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2 DOYHKUMOHMPOBAHME MY/IbTUINJIEKCOPA-KOMMYTATOpPaA

2.1 [ocnepoBaTenbHOCTb BKAOYEHUA

Ecnn mynbtunnekcop-kommyTtatop Sprinter TX xpaHunaca npu Temnepatype Huxe +5 C nepep
nepBbiM BKAIOYEHMEM €ro HEOHXO4MMO BblAepKaTb NPU KOMHATHOM TeEMMNepPaType He MeHee ABYX YacoB.

MopkntoueHne MmMynbTUNNEKCOpa-KoOMmyTaTopa Sprinter TX pekomeHAyeTca npoBoauTb B
cneayrouwen nocnenoBaTeIbHOCTH:

1. MoAKNUYUTL KAeMMY 3a3eM/IeHMA, Pacro/OKEHHYID Ha 3aAgHeil naHenn Kopnyca, K
BHELLHEeMY 3aLUUTHOMY 3a3eM/IEHUIO.

2. Tlogknountb Kabenb MUTAHMA K KJAEMMHOMY COeAMHUTEN0 Ha 3agHel naHeau
MYJIbTUNNEKCOPA-KOMMYyTaTopa.

3. MoagaTtb HanpAaxeHne NnnTaHnAa Ha MyJIbTUNIEKCOP-KOMMYTATOP. (I'Iocne BK/IOYEHUA NMUTAHUA
dBTOMATUYECKN NPOnN3BOANUTCA CaMOTECTUPOBaHNE O60py,CI,OBaHMF|.)

4. CKoHOMIypupoBaTb My/NbTUMNNEKCOP-KOMMYyTaTop. [locnenoBaTenibHOCTL AencTBuit  gna
HbICTPOM HACTPOMKM N BKIIOYEHMA YCTPOMCTB B paboTy onucaHa B AOKYMeHTe «bbiCTpoe pasBepTbiBaHME
MYNbTUMNEKCOPOB-KOMMYTAaTOPOB Sprinter TX». YnpasieHue MyAbTUNAEKCOPOM-KOMMYTaTOPOM WU ero
NoJIHasA HaCTPOWKa onucaHsbl B rnase 4.

5. MoAKNIOYMTb BUNKU Kabenei BHEWHUX GUSMYECKUX IMHUIA K COOTBETCTBYIOLMM pasbemam
NHTepdENcoB MyabTUMNIEKCOpPa-KoOMMyTaTopa. Mocse NoakaloueHnn Bcex Kabenei (Npu ycnoBMM WTATHOM
paboTbl BCEX NIMHMIA CBA3M) CBETOAMOAHAA MHAMKAUMA [O/KHA COOTBETCTBOBATb HOPMAJ/IbHOMY PEXMMY
paboTbl. B MHOM cnydae HeobX0AMMO NMPOU3BECTM ANATHOCTMKY COCTOSIHMA MYNbTUMNIEKCOPa-KOMMYyTaTopa.

MynbTunaekcop-kommyTaTop Sprinter TX ¢pyHKLMOHMPYET B HOPMaJIbHOM paboyem pexume. Ha
3TOM MOAKAOYEHNE MYIbTUNJIEKCOPA-KOMMYTaTopa Sprinter TX MOXKHO CYMTATb 3aBEPLUEHHDbIM.

2.2 Hauano pa6ortbi

Mocne YCTAaHOBKM MY/NbTUMNEKCOP-KOMMYTATOp He TpebyeT KaKuMx-nMbo nepuoamyeckux
npoueayp obcnyxusaHua. OpHaXKAbl HACTPOEHHbIN, OH paboTaeT aBTOHOMHO. Tekyliee cOCTOAHME
MYNbTUNNEKCOPa-KOMMYTaTOpa NOCTOAHHO OTOBpPaKaeTca C NOMOLLBI0 CBETOAMOAHbIX WHAMKATOPOB Ha
nepegHei NaHean, KPOMe TOro, OHO MOXKET KOHTPOIMPOBATLCA YAANIEHHO Yepes CeTb.

Ons npaBuabHOM paboTbl MYy/AbTUMIEKCOP-KOMMYTATOP ALO/KEH ObiTb CKOHOUIYPUPOBaH.
YcTpolicTBa MOTYT MOCTaBAATLCA MNPeABapUTENbHO CKOHOUIYPUPOBaAHHbLIMU ANA MPO3payHOl nepesayn
notokos E1 B cxeme “ToYKa-TOYKa” (Mexay OAHOMMEHHbIMU UHTepdEencammn coeguHEHHbIX MexKay coboi
MY/bTUMNNEKCOPOB-KOMMYTaTOPOB).

Ona  COOTBETCTBMA  KOHKPETHbIM  TPEOOBAHMAM  MYJIbTUMIEKCOP-KOMMYTATOP  HYXKHO
nepekoHdUrypmMpoBaTtb. 3Ta onepauua MOXKeT ObiTb BbINONHEHA U3rOTOBUTE/IEM MPU NMOCTAaBKE YCTPOWCTBA,
WM Ha MecTe YCTaHOBKM - Yepes NnociefoBaTe/bHbli MOPT C MOMOLLBI KOHCOJIbHOM MPOrpammel, Wu
yZlaleHHO Yepes ceTb, C UCMO/b30BaHMEM NPOTOKoA telnet u FTP.

Moaaep:knsatotca cneayowme GyHKUMM yNpaBaeHNa U MOHUTOPUHSA:

® NpPoOCMOTp cuctemHol uHbopmauum (Bepcua MO, ¢daitnoBas CTPyKTypa, KOHUrypaums
yCTpoWicTBa);

® ynpaB/eHue No/b30BaTENbCKUMU UHTEPDECaMM;

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com 27



Sprinter TX

TY6665-005-62880827-2013

® npocmoTp

cTaTyca

M CTaTUCTUKU ANA  MoJib30BaTeNbCKMX  UHTepdeicos ©n  ans

MY/IbTUMNEKCOPA-KOMMYTaTOPa B LLe/1IOM;

® YCTAaHOBKa AMNArHOCTUYECKUX NeTeb.

2.3 UHpuKauuA Ha nepegHeit naHenun

Ha mynbTunnekcopax-kommyTtatopax Sprinter TX nocne nogayn NUTAOLWLErO HanpsXKeHuA
XKenTblt uHamnkatop SYST Ha nepegHelt naHenu oTobparkaeT COCTOAHME MY/NbTUMJIEKCOPaA-KOMMYTATopa.
Bo3MorKHble cocTosiHMA MHAMKaTopa SYST npuBeaeHsbl B creayollen Tabauue:

CBeyeHune nHgukatopa SYST

Yactoe muraHue

OpgHa scnblWwKa, naysa

[lBe BCMbIWKMK, nay3a
YeTblpe BCMbIWKK, Nay3a

MeaneHHoe muraHue

JAVHHaA BCNbIWKa, nay3a

[Be oNNHHbIE BCMbIWKMY,
naysa

NocToAHHOE cBeYeHue nnm
€ro oTcyTcrsue

CocTtoAHMe MY/ZIbTUNIEKCOPA-KOMMYTATOpPA

Mpouecc HayaibHOM 3arpy3KM U AMArHOCTUKU My/IbTUNIEKCOpPa-
KOMMyTaTopa

BbinonHeHa HavyanbHas 3arpy3ka, My/ibTUMNAEKCOP-KOMMYTATOp FOTOB K
pabote

He 3arpy»keHa muKkponporpamma E1 ppenmepa
HeBepHbIn System ID
He 3arpy»keHa nporpamma conpotieccopa

MynbTURIEKCOP-KOMMYTATOpP paboTocnocobeH, Ho Heobxoanmo
3aMeHUTb INTUEBYIO BaTapenKy

MuTatollee HanpsaX»eHne nau TemnepaTypa BHe A0NyCTUMbIX NPeaesos

OTKa3 ynpasastoLLEero MMKponpoLeccopa

Echn nocne nogavn HanpAXeHuUA COCTOAHME WHAMKATOopa SYST He COOTBETCTBYET peXnumy
FOTOBHOCTU K pa60Te, BbIKNKOYUTE INEKTPOMUTAHUE U NOBTOPHO BKAKOYUTE €ro 4Yepes HEeCKOJ/IbKO CEKYHA.
PekomeHayeTcA NOAKNIOUYUTL MYAbTUMAEKCOP-KOMMYTATOP K YNpas/AloWemMy KOMMbIOTEpPY C UeNbtko
ANarHoCTuKuM yepes HOCﬂeAOBaTeﬂbeIVI nopT.

CoctosiHMe wWHTepdelica Ethernet uHaMuMpyeTca AByMA CBETOAMOAHBIMM MHAMKATOPaMMU,
3eneHbiM LINK u kentbim ACT, pacnonoeHHbiMM B pa3beme RJ-45 atoro nHtepdeitca.

CocTosAHMe nHTepdeliica

CBeyeHue 3es1eHoro
CseyeHue Kentoro nHamkatopa ACT

Ethernet nHamkatopa LINK
CoeguHeHue He
BbikntoueH BbikntoueH
YCTAHOBNEHO
CoegnHeHMe yCTaHOBNEHO MocToAHHOE cBeveHne BbikntoueH
NaeT nepegaya AaHHbIX MNocToAHHOE cBeYeHune MwraHne
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CoctosiHMe Kaxporo mHtepdenca E1 nHanumpyetca ABYMA CBETOAMOAHBLIMU MHAMKATOPaAMM,
3eneHbim LINK 1 xkentbim FAIL, pacnonoxeHHbiMK B pasbeme RJ-45 sToro nHtepdeica.

Ecnm mynbTMNAeKcopbli-kOMMYTaTOPbl COeANHEHbI, UHANLMPYIOTCA COCTOAHUA KaK IOKA/IbHOTO,
TaK U yganeHHoro uHtepdelicos E1.

CocTosiHue uHTepdelica
E1 nokanbHoro
MY/bTUNAEKCOpPa-
KOMMyTaTopa

OTKAIOYEH (pexkum
Power down)

OTKAtOYEH (pexum
Listen)

TecToBbIV PEXUM, €CTb
CUTrHa/ Ha Bxoae

TecToBbIV PEXUM, HET
CUTrHasa Ha BxoJe

YcTaHoBANEH Wnend, ectb
CUrHa/ Ha BXxoae

YcTaHoBeH wneind, ectb
CUrHaN Ha Bxoae

YcTaHoBAEH Wnend, HeT
CUrHasa Ha BxoJe

YcTaHOBANEHME
coeanHEeHus, HeT
CUrHana Ha Bxoge

YcTaHOBNEHME
coeauHeHus, ecTb
CUrHanN Ha BXxoae

YcTaHOBNEHME
coeAnHeHus, olnbKa
coeguHeHuA

HopmanbHoe
bYHKUMOHMpPOBaHMe

RAI

JInHMA oTKAOYEHA (HeT
CUrHana Ha Bxoae
npUeMHKKa)

HopmanbHoe
GYHKLMOHNPOBaHUE

CocTosiHue uHTepdelica
E1l yaaneHHoro
MY/IbTUNIEKCOPA-
KoMMyTaTopa

Jioboe
Joboe
Jioboe
oboe
HopmanbHoe
dYHKLUMOHNPOBaHUe
HeT curHana Ha Bxoae

Moboe

He HaliaeH

He HanpeH

Moboe

HopmanbHoe
bYHKUMOHNPOBaHME

HopmanbHoe
dYHKLMOHNPOBaHME

HopmanbHoe
dYHKLMOHNPOBaHME

JInHMA oTKAtoYEHa (HeT
CUrHana Ha Bxoae
NpPUeMHMKa)

CBeyeHue 3en1eHOro
nHamkatopa LINK

BbikntoyeH

BbikntoyeH

Yactoe muraHue

Yactoe muraHue

Yactoe muranHume

Yactoe muranHume

Yactoe muranHume

BbikntoueH

BbikntoyeH

BbikntoyeH

MocTtosaHHOE
cBeveHue

MocTtosHHOE
cBeveHue

BbikntoueH

MocToaHHOE
cBeveHune

CBeyeHue Kentoro
nHamkaTopa FAIL

BbikntoyeH

Peakune BcnbiWwKm

Yactoe muraHue

lMocTosiHHOE cBeYyeHune

BbikntoueH

Yactoe muraHue

lNocToAHHOE cBeyeHue

PenKkune BcrnblWwKm

PepgKune BcnbiwKm

PegKune BcnblwKm

BbikntoyeH

KopoTKas BCnblLKa,
naysa

YacTtoe muraHue

PeaKune BcnblWwKn
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JIMHWA oTKNtOYEHA (HeT JIMHWA OTKAOYEHA (HeT BbIK/tOYEH PegKue BCMbILWKK
CUrHana Ha Bxoae CUrHana Ha Bxoae
npUeMHKKa) NPUeMHWKa)

2.4 KoH¢urypauua

[na npaBuabHOM paboTbl MyabTUMIEKCOpa-KoMMyTaTopa Sprinter TX B ceTu, ux Heobxoanumo
Haanexalmm obpa3om ckoHbUrypupoBaTh. Bce HacTpoiKu coxpanatoTea B dpaiine /mnt/flash/system.cfg B
BMAE CTPYKTYPUPOBAHHOIO [€peBa, BbINONHAIOWErocs NpW CcTapTe ycTpoicTBa. [Ns  coxpaHeHwus
WN3MEHEHW, BHECEHHbIX B KOHOUIypauuio yCTpoiCcTBa HEOBX0AMMO HaXKaTb codeTaHue Knasuw “ESC+S”.
ChopmupoBaHHbIN dainn moxKeT b6bITb 3anucaH B Katanor mnt/flash yepes ceTb no npoTokony FTP.
Copepxumoe ¢alina c Tekyweih KoHdUrypaumein MoXKeT bbiTb BbIBEAEHO B OKHE TEPMMHANA HaxKaTuem
Knasuw “ESC+M”.

Mpn KaxKaom BKIOYEHUU YCTPOMCTBO HACTpPamBaeTca, BbIMNOHAA KOHPUIypaLuio, YKasaHHYo B
TekctoBom daine system.cfg. Pain pacnonokeH B Katanore mnt/flash 8 dnsw-namatn ycrpoicrea.
2.4.1 daitnoBasa cuctema

daiinoBas cuctema MmynbTUNIEKCOpa-KommyTaTopa Sprinter TX obbeguHaeT B cebe cobcTBEHHO
daiinbl, AEHTUPUKATOPbI MPOLECCOB, YCTPOMCTBa U T N. CTpyKTypa $anioBon CUCTEMbI:

e dev

e  drivers

. mnt
o flash
o mem

e proc

e svC

e  system

® sys

2.4.2 Pabora c ¢paitnosoit cuctemoit

Ons poctyna K ¢aitnoBon cucteme MynbTUMNAEKCOPA-KOMMYTATOPa MOXKET Mcnonb3osaTbcA FTP
K/IMEHT B NaCCUBHOM peXXnume.

2.4.2.1 Pabora no npotokony FTP

MynbTunaekcop-kommyTaTop Sprinter TX COLEePHKUT BCTPOEHHbIN FTP-cepsep,
obecneunBatowmii HarnagHyO U yoobHylo paboTty c ero ¢ainosol cuctemon. YteHne u 3anucb ¢aiinos
npounssoguTca nNpu nomolum FTP-kaneHTa. Mporpamma Ao0AKHa MCNO/Ib30BaTb NACCUBHbIN peXnum obmeHa
(passive mode). Hanpumep, B Internet Explorer aToT perkum ycTaHaBanBaeTca Tak: Tools->Internet Options-
>Advanced->Use passive FTP; B Total Commander Hago npw co3gaHum HoBoro FTP coegMHeHuMA ycTaHOBUTb
ranoyky Ha Use passive mode for transfers. [loctyn kK FTP cepBepy MmeeT TONbKO NPUBUAErMPOBAHHbIN
nonb3oBatenb admin.

2.4.3 lonb3oBaTtenu u naponu

[na BbINONHEHMA KOMaH4, KOHOUrypauuum W AMArHOCTMKM, a TaKXKe ANA W3MEHeHMa W
06HOB/MIEHNA MNPOrpaMmHOro obecrneyeHUa BO3MOMEH KaK JfIOKaNbHbIA, Tak WM yAaNeHHbl AoCTyn K
MyNbTUMNNEKCOpY-KoMmmyTaTopy. O6a BMAa [OCTyna CcoAepskaT eAMHbld  MeXaHM3M  3alWmTbl  OT
HEeCaHKLMOHNPOBAHHOro A0CTyMNa, OCHOBAHHbIM Ha MAEHTUOMKALMM MO UMEHWN MONb30BaTeNA W MapPOoIo.
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YCTPOMCTBO NOAAEPKMBAET UAEHTUPUMKAUMIO TPEX Pas/IMUYHbIX MO/b30BaTeNeld: NPUBUAETMPOBAHHONO C
nMeHem admin M HeNpPMBUNErMPOBAHHbIX C UMeHamu operl u oper2. MpuBMAEIMPOBaHHLIV NO/Ib30BATE/Nb
MOXEeT  WM3MEHATb  HacTpOMKM  ycTpoilcTBa M 0BHOBAATL  MporpammHoe  obecneyeHwue,
HenpUBMAErMPOBaHHbIE NOJIb30BATE/IN MMEIOT OrPaHMYEHHbIE BO3MOXHOCTM MO HACTPOWKe YCTPOMCTBA, U
MOTYT NPOCMaTPUBaTb AMArHOCTUYECKME COOBLLEHUA.

I'Ipomsso,u,MTenb YCTaHaBJ/IMBAET NO YMOJIHaHUIO Caieayouine napoiau:

Mma nonb3osartens Maponb
admin admin
operl operl
oper2 oper2

Mepen aKkcnayaTauMen ycTpomncTea B Leax 6e3onacHoCTM HeobxoaAMMO U3MEHUTbL 3TU Napo/n
KomMaHAol passwd. HoBble naposiv moryT npeactaBaATb NOCAeA0BaTE/IbHOCTb JIATUHCKUX OYKB U undp
ANVHON A0 18 CMMBOJIOB BKAHOUYMTESNBHO.

Echn naponb 3abbiT, eAguMHCTBEHHbIM cnocobom AocTyna K YCTPOMCTBY ABAAeTcs cbpoc
NoNb30BaTE/IbCKMX YCTAHOBOK HA NpegycTaHoB/AeHHble. [Maponn npu 3TOM MPUMYT YKasaHHble Bbllle
3HayeHuns o ymonadaHuto. Kpome atoro, IP agpec ycTpolictea byaeTt ycTtaHoB/eH paBHbiM 192.168.0.24, a
Mmacka noacetn — 255.255.255.0.

Ecnv Bam Heobxoaumo nonyumtb AOCTYN K MynbTUMEKcopy-KommyTaTopy Sprinter TX (MINI,
SLIM, 11, 12, 20), To ecTb BEpHYTb 3aBOACKME YCTaHOBKK IP aapeca, napons u T.M., BbIKAKOYUTE YCTPOMCTBO.
Haligute Ha 3agHei naHenu Sprinter TX (MINI) uan nepeaHein naHenu Sprinter TX (SLIM, 11, 12, 20)
ManeHbKoe oTBepcTMe. He npoBoAAWMM NpeaMeToM, HanpumMep, 3y60UNCTKON, HAXKMUTE PACTONOKEHHYIO
B OTBEPCTUM KHOMKY. YAepKMBaA KHOMKY, BKAOYMTE NMUTAHUE YCTPOMCTBA. YAEPKMBANTE KHOMKY HaXKaToM
euwte 2-3 cekyHapl. Haxkmute Knasuwmn “ESC+Q” pna Bbixoda M3 MEHIO B PEXMM KOMAHOHOMN CTPOKKU U
BbINOJIHATE KOMaHAy mnt. 3aTem BbINOAHUTE KOMaHAy menu. [Janee HeobxogMmMo NPOU3BECTU NOAHYHO
npoueaypy KoHpurypaummn yctpoincrtsea. JocTyn K ycTporcTBy ocyuwiectsnanetca no IP agpecy 192.168.0.24.
[Ona coxpaHeHnsa KoHOUrypaumMm HeobXoAMMO B MEHIO HaXKaTb codeTaHue Knasuw “ESC+S”.

Ecnn Bam HeobxoamMmo Moy4nTb A0CTYN K My/bTUMIEKCOPY-KoMMyTaTopy Sprinter TX (SFP), To
eCTb BEPHYTb 3aBOACKME YCTaHOBKM P agpeca, napons v T.M., OTKAOYMUTE YCTPOICTBO. 3aTEM NOAKAOUMTE K
Hemy 3arnyLwky B Buae RJ-45, noctaBnsemyto B Komnaekre. NMogkntoumte Sprinter TX (SFP) K KommyTaTopy C
SFP Kop3uHoi. Haxmute Knasuwm “ESC+Q” pna BbIXOA4A M3 MEHIO B PEXMM KOMAHLHOM CTPOKU U
BbINO/HMUTE KOMAHAYy mnt. 3aTem BbINOJHUTE KOMaHay menu. Janee HeobxoAMMO MPOM3BECTU MOJIHYIO
npoueaypy KoHourypaumm yctpomnctea. JocTyn K ycTponctey ocyuectsasetca no IP agpecy 192.168.0.24.
Ons coxpaHeHMa KOHOUIypaLmMm HeObX0AMMO B MEHIO HaxaTb coveTaHme Knasuw “ESC+S”.

3arnywky aaa MynbTMnaekcopa-kommyTtaTopa Sprinter TX (SFP), MOMKHO WM3roToBUTb, 06)KaB
BUTYIO Mapy B KOHHeKTOp RG-45, u npunass anop LLUoTTkn mexay KoHTakTamu 1 1 2 ¢ ntoboii NonfapHoCTbIO.

Avoa WoTtTkm

NHbopmaums o naponsx MysbTUMNAEKcopa-kommyTaTopa Sprinter TX xpaHutca B ¢aine
“/mnt/flash/config.sys” B8 3awmndposaHHOM Buae. B anroputme wWKNPPOBaHMUA MCNOMb3YETCA CEPUMAHDINA
HOMEpP KOHKPETHOro YCTPOWCTBA, MO3TOMY MpU nepeHoce 3Toro ¢akna Ha Apyro MyabTUMAEKCOp-

)

|

12345678
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KoMMyTaTop cepun Sprinter TX oH He byaeT 3arpy:keH. Mpu yaaneHnn config.sys (3Ta onepauus 4oCTynHa
TO/IbKO aAMUHUCTPATOPY) NapoIv NPUMYT 3HAYEHUA MO YMOIYAHUIO,

2.5 CucremHbie napameTpbl

B 37O/ rnaBe onNUCbIBAOTCA OCHOBHbIE MapamMeTpbl My/IbTUMIEKCOpa-KoMmMyTaTopa Sprinter TX.

2.5.1 BcTpoeHHble KaneHAapb U Yachbl

MynbTUNAEKCOP-KOMMYTAaTOP MMEET BCTPOEHHbIE Yacbl PEaNbHOrO0 BPEMEHM W KaneHZapb C
6atapeliHbim nuTaHnem (Ha Sprinter TX (SFP) HeT 6atapelikun). OHM MCNONBL3YIOTCS AN5 YKA3aHUA BPEMEHMU
BO3HWKHOBEHUA COBbLITMIN B KypHane. Mpu KaXkgom CTapTe MyAbTUNIEKCOP-KOMMYTAaTOp NpoBepseT
COXPaHEHHY0 B 3HEProHe3aBUCMMON NaMATU YacoB MHPOPMALMIO U MPU OLIMBKE YTEHMSA MHAMLMPYET K
HeobXoAMMOCTN CMEHUTb IMTHEBYIO baTapeto Yacos.

2.5.1.1 HacTtpoiika BpemeHu u pgatbl

CucTemHble Bpemsa U AaTy Ha MyabTUNAEKCOPax-KoMMyTaTopax Sprinter TX MOXXHO U3MEHUTb B
MeHI0 B NyHKTe “3.2.4.17 /System/time”, HacTpansasa napameTpbl Time u Date, a Takxe ¢ nomoubio SNMP
areHTa.

2.5.2 CumBosbHOE ums

Ka)K[l,bIVI MYZIbTUNNIEKCOP-KOMMYTATOP MOXET UMEeTb CUMMBOJIbHOE UMMA, BbiIBOOMMOE B
NnoACKa3Ke KOHCOn U o6nerqa|ou.|,ee VI,CI,EHTVI(I)MKaLI,MlO MYNbTUNNEKCOPA-KOMMYTATOpPA.

2.5.2.1 HacTpoiiKa CUMBO/IbHOrO UMEHMU

Nms mynbTunaekcopa-kommyTaTopa Sprinter TX MOXKHO M3MEHUTb B MEHIO BO BKnagke “3.2.4.7
/System/global”, uamensa napametp Name, a Tak¥e ¢ nomoLblo MmeHto 1 SNMP areHTa.

2.5.3 Appec B cetn

Karkaplh  MynbTUNAEKCOP-KOMMYTAaTOpP MMeeT OAMH cucTemHblit  Ethernet uHTepdelic,
NOAKMIOYEHHbIN K BCTPOEHHOMY KOMMYTAaTOpPy BTOPOro ypoBHA. [nsA 3Toro uHTepdeica 3agaHbl MAC
aapec, IP agpec, MmacKka v WA3 N0 YMOAYaHUIO. M3roToBUTENb YCTaHABAMBAET KaXKAOMY My/bTUMNNEKCOPY-
KOMMYTaTOPy YHUKanbHbIM MAC-agpec, 3aBMCALLMI OT annapaTHOro CepUitHOro Homepa ycTpoicTea. Mpu
nsmeHeHnn MAC-agpeca yCTpoiiCcTBa HeOHBXOAMMO CNeauTb 3a HecoBNaZeHMEM afpPecoB Y Pas/MYHbIX
Y3/10B CETW.

2.5.3.1 Hacrpoiika agpeca B ceTu

IP agpec, MacKy M W03 M0 YMOYaHUIO AN MYyNbTUNAEKCOopa-KoMmMyTaTopa Sprinter TX MOXKHO
M3MEHUTb B MeHI0 B NyHKTax “3.2.5.3 /IP/current-config”, “3.2.5.6 /IP/stored-config”, a Takxe ¢ NOMOLLbIO
SNMP areHTa.

Ons nmoboro n3 VLAN-oB, IP agpec, macky M W03, MOXHO 3a4aTb pasHble B MyHKTe "3.2.6.1
/VLAN/VLANID".

2.5.4 [loBepeHHbIe y3nbl

Mo coobpakeHnam 6e30MacHOCTU YCTPOMCTBO MOKeT BbiTb AOCTYMHO TO/IbKO C BblGpaHHbIX
YNPaBAAIOLWMX KOMMNbIOTEPOB (KOMMbIOTEPOB MMEIOLLMX ONpeaesieHHble agpeca B ceTn). s onpegeneHus
CNMCKa O0BEPEHHbIX Y3/10B MOXHO MCMO/b30BaTb KOHKpeTHble IP-agpeca, Bce agpeca TeKyliel noacetu
(ncnonb3yeTca agpec n Macka ceTm My/bTUMNAEKCOPa-KOMMYTaToPa), a TaKKe BCe Y3/bl BCEX CETEN.
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2.5.4.1 HacTtpoiiKka goBepeHHbIX y3/10B

Cnucok AoBepeHHbIX Y3/10B My/IbTUMNEKCOpa-KoMmmyTaTopa Sprinter TX MoKeT 6biTb MU3MEHEH B
MeHI0 B NyHKTe “3.2.5.4 /IP/hosts”, a Tak:ke ¢ nomolubio SNMP areHTa.

HacTpoiika goBepeHHbIX Y3108 A0cCTynHa ¢ Bepcum MO: LPOS 1.0.9.4SR3.

B paHHOM MyHKTE Bbl MOMETe PeAakTUpPoBaTb CMMCOK A0BEPeHHbIX y310B. C 3TUX Y3108
paspelleH A0CTyn K ycTponctsy. [nA BKAOYEHUA/OTKAOUYEHUA HEOBXOAMMO HacTpamsaTb MapameTpbl
TrustAll n TrustLocal, Kotopble HaxogAaTca B nyHKTax “3.2.5.3 /IP/current-config” n “3.2.5.6 /IP/stored-
config”.

BK/itoueHMe/OTKNOYEHNE CMIMCKA AOBEPEHHDBIX Y3/10B, KOTOPbIA MOXKHO 334aThb B
nyHKTe “3.2.5.4 IP/hosts”.

Yes - nosepATb Bcem. [p1 3TOM 3HaYeHWUM AOCTYN MMEIOT BCE He 3aBUCMMO OT CMUCKa
TrustAll A0BEPEHHbIX Y3108 (N0 YMOAYaHWMIO).

No - pa3peluaeTt AOCTyN K YCTPOMCTBY TO/IbKO Y3/1aM HaXOAALMMCA B CIIUCKE
[OBEPEHHbIX Y3/10M. TakKe Npu 3TOM 3Ha4YeHUM yunTbiBaeTca napametp Trustlocal.

[octynHo ¢ Bepcum MO: LPOS 1.0.9.4SR3.

BK/toueHMe/oTKNI0YEHNE A0BEPEHHbIX Y3/10B U3 IOKa/IbHOM CeTu.
YuuTbiBaeTcs, Korga napametp TrustAll umeet 3HaueHne No.

TrustLocal Yes - noBepeHHbIMM ByAyT NOKaNbHbIE y3/bl U U3 cMcKa hosts (No ymonyaHuio).
No - poBepeHHbIMM ByayT TONLKO Y3/bl U3 CNKCKa hosts.

AoctynHo c Bepcum NO: LPOS 1.0.9.4SR3.

MyHKT MeHto “3.2.5.4 /IP/host” BbIrnaguT cneayowmm obpasom:

/IP/hosts Advanced ESC+h - Help
|>.. Network Mask | 20 0.0.0.0 255.255.255.255
| 1 192.168.0.133  255.255.255.0 | 21 0.0.0.0 255.255.255.255
| 2 192.168.0.203  255.255.255.0 | 22 0.0.0.0 255.255.255.255
| 3 0.0.0.0 255.255.255.255 | 23 0.0.0.0 255.255.255.255
| 4 0.0.0.0 255.255.255.255 | 24 0.0.0.0 255.255.255.255
| 5 0.0.0.0 255.255.255.255 | 25 0.0.0.0 255.255.255.255
| 6 0.0.0.0 255.255.255.255 | 26 0.0.0.0 255.255.255.255
| 7 0.0.0.0 255.255.255.255 | 27 0.0.0.0 255.255.255.255
| 8 0.0.0.0 255.255.255.255 | 28 0.0.0.0 255.255.255.255
| 9 0.0.0.0 255.255.255.255 | 29 0.0.0.0 255.255.255.255
| 10 0.0.0.0 255.255.255.255 | 30 0.0.0.0 255.255.255.255
| 11 0.0.0.0 255.255.255.255 | 31 0.0.0.0 255.255.255.255
| 12 0.0.0.0 255.255.255.255 | 32 0.0.0.0 255.255.255.255
| 13 0.0.0.0 255.255.255.255

| 14 0.0.0.0 255.255.255.255

| 15 0.0.0.0 255.255.255.255

| 16 0.0.0.0 255.255.255.255

| 17 0.0.0.0 255.255.255.255

| 18 0.0.0.0 255.255.255.255
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| 19 0.0.0.0 255.255.255.255
Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Y106b1 06aBUTL HOBbLIN Y3€/1 B CIUCOK, BbibepeTe cTpoKy ¢ 0.0.0.0 n Haxxkmute «Enter».

/IP/hosts/1 Advanced ESC+h - Help
|>..

| Network 192.168.0.133

| Mask 255.255.255.0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Network YctaHasausaerT IP agpec y3na.

Mask YcTaHaBAnBaeT MacKy NoAceTu 414 3TOro y3na.

BHUMAHMUE! M3ameHeHue criucka adpecos 0o8epeHHbIX Y3708 Yepe3 telnet-ceccuro moxcem npusecmu K eé
paspsigy 6e3 803MOXHOCMU 80CCMAHOB/AEHUA COEOUHEHUA C 3MO20 y3/a, ecau OH UCK/AKYeH U3 4ucaa
008EepPEHHbIX.

2.5.5 Taumayr

Ecnv nonb3oBaTenb He BBOAWUT KOMaHAbl B TeYeHWe onpeneneHHoOro BPEMEHW, coeauHeHue
yepes noc/nefoBaTe/IbHbIA MOPT C MOMOLLBID KOHCONbHOW MPOrpammbl, UAW YyOANeHHO 4epes3 CeTb, C
MCMNo/ab30BaHNEM NPOTOKoNa telnet, byaeT pasopBaHO My/bTUMNIEKCOPOM-KOMMYTAaTOPOM. [0 yMONYaHUIO
Bpems TaliMayTa cocTaBnaeT 15 MuH.

2.5.5.1 Hacrpoiika TaiimayTa

Ha mynbTunaeKkcopax-kommyTtaTopax Sprinter TX Bpems TalimayTa MOKeT BbiTb U3MEHEHO Yepes
MeHI0 B NyHKTe “3.2.4.16 /System/telnet”, nsmexas napametp Timeout.

2.6 E1 uHtepdeiic
E1 nHtepdelic — aTo MHTEepdelic 0bopyaoBaHUA B COOTBETCTBUM CO cTaHAapTom ITU-T G.703.

MynbTUNNEKCOP-KOMMYTATOP COAEPXUT OAMH, [Ba, 4YeTblpe, BOCEMb, LIECTHAAUATb MM
ABaaLaTh YeTbipe MHTepdeiica E1 ansa nepesaym AaHHbIX CO CKOpocTbio 2048 K6UT/C, B COOTBETCTBMMU CO
cneundmkaumnen G.703. dusmyeckuin MHTEpPenc — CUMMETPUYHBIN, C CONPOTUBAEHMEM NNHMK 120 Om.

Ona nepepaun noTtoka E1 HeoBXOAMMO HACTPOWUTb BMPTya/NbHOE COEAMHEHUE MeXAy
nHTepdencamm ABYX MYAbTUMNIEKCOPOB-KOMMYTAaTOPOB. HacTpoiKa coeAuHeHMA nNpou3BOAMTCA NpU
NOMOLLM NYHKTa MmeHio “3.2.2.1 /TDMoP/nopt/config”.

B cnyyae, Korga mysbTUMNIEKCOPbI-KOMMYTATOPbl COeANHEHbI APYT C APYFOM HENOCPeACTBEHHO
nnu yepes KommyTatopsbl Ethernet, notok E1 mokHO nepegaBaTtb BHYTpU Kagpos Ethernet, 6e3 3arosoBkos
IP. Mpu 3TOoM 06ecneyMBalOTCA MUHUMA/ILHOE BPEMA 334EP’KKU, U MUHUMAJIbHbIE MOTEPU MOOCHI
NPomnyckaHUsa KaHana. [MOTOK fAaHHbIX, MOCTYMAlOWMN C KaX[Ooro w3 aKkTUBHbIX WHTepodelicoB E1,
pasbuBaeTcA Ha Kaapbl QUKCUPOBAHHOM AJ/IMHbI, CHAbKaeTca 3aro/I0OBKOM YPOBHA  ajanTauuu
BMPTYa/IbHOTO COeAMHeHWA U 3arosioBkom Ethernet ¢ ykasaHnem MAC-agpeca MynbTUMNIEKCOpa-
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KOMMyTaTopa HasHaueHuA. [nAa Kaxaoro M3 ucnosb3yembix MHTepdeincoB E1 KaxKaoro M3 ycTpoicTs
HeobxoAMMO yKa3aTb IP-agpec MybTUNAEKCOPA-KOMMYTATOPa HasHauYeHUAa n Homep ero uHTepdelica E1, c
KOTOpbIM ByAeT yCTaHOB/IEHO BUPTyasibHOE COeAMHEHME, a TaKkKe HeobxoaMmMo yKasaTb MAEeHTUPUKATOP
VLAN gns KagpoB, TPaHCMOPTUPYIOWMX AaHHbiM noTtok El. MaeHTUdUKATOP paBHbIA HY/KO YKasbiBaeT
MY/IbTUNNEKCOPY-KOMMYTATOPY Ha OTCYTCTBME HEODXOAMMOCTM TerMposaTtb Kagpbl. ECiv B TpaHCNopTHOM
CeTU nepearTca He TONbKO Kagpbl ¢ TDM-gaHHbiMK, TO cneayeT 3agaTtb nosae npuoputeta 802.1p
MapKupoBaHHOro Kagpa 802.1Q. 3HayeHWe 3TOro NosAa AOKHO obecneumBaTb HaMBbICWIWMI NpuopuUTeT
Kagpam ¢ gaHHbimm TDM. Hencnonbsyemble MHTEPDENCHI MOXKHO BbIKAOYUTD.

Ecnv HECKOIbKO YCTPOMCTB COEAMHEHDBI B TOMOIOMMKN TUMNA «3BE34a» UM «LEnoYKa», HacTPOoMKa
BbIMOMIHAETCA aHANIOTMYHO C/y4yalo «TOYKA-TOYKA» AN KaxKaoh napbl uHTepdelicoB. Heobxoammo
BbIAENNTb KaXaoMy yCTponcTey nHamsmnayanbHble MAC- n IP-agpeca u onvcaTb BUPTYasibHble COeAMHEHUA
BCEX BKJ/OYEHHbIX UHTepdencoB E1. Kaxkabih M3 3TUX UHTEPPENCOB MOXKET ObiTb coeauHeH C Ntobbim
Apyrum nHtepdeincom ntoboro MynbTUNIEKCOPA-KOMMYTATOPA B CETU.

Bce nHTepodeiicbl E1 mynbTunaekcopa-KkommyTaTopa 0603HaYaloTCca AECATUYHbIMW YMUC/1laMU B
nopaake Bo3pacTaHUs, Ha4YMHaA € HyAa. [na paboTbl ¢ NOAKAHAIOM HEOOXOAMMO YKa3aTb HOMepa Tanm-
CNOTOB, UCMOJIb3YEMbIX B NOAKAHane, B cnepytowem ¢opmare:

HoMep WHTepdeica: AManasoH TalM-CNOTOB (HayasNbHbIM TAMM-CNOT — KOHEYHbI Talim-Cc/ioT)
WM CMUCOK TaMM-C/I0TOB Yepes 3anaTyro

Hanpumep, 0-16 uau 0,1,16.

Ecnm Homepa TaMm-C0TOB He yKa3aHbl, TO UCMONb3YyOTCA BCe 32 Talm-cnoTa.

2.7 Ethernet unrepdeiic
Ethernet nHTepdeic - nHTepdenc obopyaoBaHMA B COOTBETCTBMM CO cTaHaapTom IEEE 802.3.

MyAbTUNAEKCOP-KOMMYTaTOp COAEepPXKUT uHTepdencbl Ethernet 10/100/1000Base-T ans
nepeaayn AaHHbIX co ckopocTbio 10, 100 nam 1000 M6ut/c B cooTBeTcTBMM cO cneumduKaumen IEEES802.3.
Ethernet-uHtepdelic mynbTUNIEKCOpa-KOMMyTaTOpa MOXKET paboTaTb B peXKMMe aBTOCOr/1acoBaHUsA, a Tak
K€ MNO03BOMAET BPYYHYIO YCTAaHOBUTb CKOPOCTb WM pPEXMM AyNaeKca ANA KaX[oro WHTepodeirica B
OTAENIbHOCTH.

BHUMAHUE! Hecoomsemcmsue ycmaHOB80K cKopocmu u Oynsaekca Ha mnopmy Ethernet
MyAbMUnaAeKkcopa-KoMmmymamopa u nopmy nooKawo4Yaemozo 060py008aHUA Moxem npusodums K
b6s10KUpOBKE 8CMpoeHHo20 Ethernet Kommymamopa u Heso3MoMHocmu nepedavyu OAHHbIX KAK Yepes
HernpasusbHO CKOH(U2YpUPOBAHHLIU nopm, mak u Yepes opyaue nopmei!

BHUMAHMUE! lMepedaua E1 nomokos yepe3 uHmepdgelic Ethernet ycmaHoeneHHbIl 8 pexcum
nonyoynnexkca Moxcem npueooums K oWUBKAM CUHXPOHU3AUUU U 8bICOKOMY yposHio BER ecnedcmesue
4acmo 803HUKAOWUX Konauzuli 8 samoli KoHgpuaypayuu!

MyHKT meHto “3.2.3.12 /Eth/nopt/config” HacTpansaeT pexkum paboTbl BbIGPAHHOMO MaKeTHOro
nHTepdelica, CKOPoCTb, AyNaeKC.

NHTepdelic MoxKeT paboTaTb B 04HOM U3 CAEAYHOLUINX PEXMMOB:

down MHTEpPdENC BbIKNOYEH;

MHTepd)eﬁC NPONYCKaEeT TO/IbKO TErMpoOBaHHbIE Kadpbl, 3TOT peXM UCNOJ1b3yeTCcAa ANnA
CBA3U C APYTMM MY/ZIbTUNZTIEKCOPOM-KOMMYTAaTOPOM HENOCPEACTBEHHO,

trunk
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multi

access

QinQCustomer

QinQProvider

NHTepdenc NPonycKaeT BCe Kaapbl; PEXXMM MO YMONYaHUIO, UCNOJIb3YEMbIN, EC/IU ABHO
He yKasaH Apyroi pexxum. MoMTMKa MCNoAb30BaHUA MHTEPENCOB onpeaenaeTcs
BHELWHMM 060pya0BaHMEM, HANPUMEP, MAPLLPYTM3aTOPaMM 3-T0 YPOBHS,
CBA3bIBAOLLMMU MYNbTUNIEKCOPbI-KOMMYTATOPbI;

NHTepdec UCNoNb3yeTcs ANA Nepeaaydm Nnosib3oBaTeIbCKMX AaHHbIX. [1aKeTbl ¢ Apyrum
naeHtnoumkatopom VLAN ID He KOMMYTUPYHOTCA B 3TOT MHTepdelic. MakeTsl,
nocTynawuime B 3TOT MHTEpdENC, TETMPYIOTCA C UAEHTUDUKATOPOM, PaBHbIM YKazaHHOMY
napameTpom VLAN ID;

K/IMEHTCKUI NopT, ppermbl Ha BXOZEe BCeraa TermpyroTca BTOpbIM Terom (ecan 6es Tera,
To nepebiM); 802.1Q OTKAIOYEH;

NopT, Ha BXOZE KOTOPOro NPUHMMAIOTCA TO/IbKO ppeimbl ¢ ProviderTag, KoTopble
KOMMYTMPYIOTCA B COOTBETCTBMMU € Tabanuei vian’os.

ProviderTag - Ter, KOTOpbI ycTaHaBAMBaETCcA 4/1A ppeinmoBs B pexxkume QinQProvider.
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3 JloKanbHbIi U  yAANEHHbIA [OCTYyN K MYAbTUNJIEKCOpY-
KOoMMyTaTopy.

Ons KOHPUrypauum M ANArHOCTMKM, a TaKKe AN1A M3MeHeHMA M OBHOBeHMA NPOrpammHOro
obecneyeHnA BO3MOXKEH KaK IOKabHbIM, TakK U yAANEHHbIN A40CTYN K MyAbTUNAEKCOpY-KoMmmyTaTopy. Oba
BMAA AOCTYNa coAepKaT eANHbIN MEXaHU3M 3aLLUTbl OT HECAHKLMOHMPOBAHHOMO A0CTYMNa, OCHOBaHHbIM Ha
naeHTMdMKaLMM No0 MMEHU NONb30BATENSA U MaPOo0. YCTPOMCTBO NOALEPKUBAET UAEHTUPUKAUMIO Tpex
Pa3/IMYHbIX NOAb30BaTENEN: MPUBUNETMPOBAHHOIO C MMeHem admin U HENPUBUAEIMPOBAHHbIX C UMEHAMMU
operl un oper2. MpUBUNEIMPOBAHHbIM NOMb30BATE/Ib MOMKET U3MEHATb HAaCTPOMKM YCTPOMCTBA U OOHOBAATL
nporpammHoe obecneyeHne, HENPUBUAETMPOBAHHbIE NOIb30BAaTENN MMEKD OFPaHUYEHHbIE BO3MOMXKHOCTU
No HAaCTPOMKe YCTPOMCTBA, U MOTYT NPOCMaTPMUBATb AMArHOCTUYECKME coobLeHus.

MponsBoguTenb yCTaHaBAMBAET N0 YMOJIHAHUIO CaeaytoLine napoau:

MmA nonb3osartens Maponb

Admin admin
operl operl
oper2 oper2

JloKanbHBIM JOCTYN K YCTPOMCTBY OCYLLECTBAAETCA Yepe3 noc/iefoBaTeNbHbl nopT. Oaa sToro
HYHO COeAMHUTb YCTPOMCTBO M NOC/AeAO0BaTe/bHbIA NOPT YMPABAAOLWLEro KOMMbioTepa Kabenem wm
3aMyCcTUTb Ha YMNpaBAAKOWEM KOMMbIOTEPE TEPMUHAJIbHYIO MPOrpaMmy, MOAAEPKUBAIOLLYIO 3MYAALNIO
ANSI TepmuHana, Hanpumep, Hyperterminal w3 coctaBa Windows, nporpammbl CTOPOHHUX
npounsBoguTenemn, Takue Kak: PuTTY, SecureCRT u gpyrue.

MapameTpbl HACTPOIKKM NOC/NeA0BaTENbHOrO NOPTa KomnbloTepa — 115000 K6uT/c, 8 6uT, 6e3
YyeTHOCTH, 6€3 KOHTpoNA Nepeaaumn.

Mocne 3anycka TepMuUHaNAbHOM NPOrpammsbl, B OTBET Ha NpUraalleHne CUCTEMbI, HYXKHO HabpaTb
MM#A NO/1b30BaTe/A, a 3aTeM Napo/ib, NOC/E YEro OTKPOETCA MEHIO KOHGUIYypUpPOoBaHUA.

[anee MoOXHO BBOAWTb Nt06ble KOMaHAbl YNpaBaeHMUA U KOHOUTypaLuumn, onucaHHbIe HUXKeE.

YpaneHHbI 4oCTyn K yCTPOMCTBY ocyLuecTBaneTcs Yepes ceTb IP no npotokony telnet unn HTTP.
[Onsa 3TOro Hy)XHO NOAKAOYMUTL OAMH M3 abOHEeHTCKMX MHTepdeicos Ethernet Kk cetn n ybegutbes, uto
CBETOAMOAHbIE MHANKATOPbI MOKA3bIBAKOT HaIMUME COEANHEHMUA.

Ons nopkntoyeHna no npoTtokony HTTP, Heobxogumo 3aikitm uepes Web-uHTepdeic Ha
yCTpOMCTBO, Hanpumep, no agpecy http://192.168.0.24, sBBeanTe NOrMH M Naposib. [0 yMOAYAHMIO OTUH —
admin, naposb —admin.

Ona nopgkntoyeHus no npoTokosay telnet, HeobxoAMMO 3anycTUTb Ha ynpasBAsloOLLEM
KomnbloTepe Nobylo nporpammy — KAuMeHT telnet, Hanpumep, Hyperterminal u3 coctaBa Windows.
HeobxoamMmo yKkasaTtb IP agpec mynbTUnaeKcopa-KOMMyTaTopa, nNpu 3TOM B NyHKTe “3.2.5.4 /IP/hosts”
MY/IbTUMNNEKCOPA-KOMMYTaTOPa, B CBOKO o4epenpb, AOMKEH 6biTb paspeLleH A4OCTyn K HEMY YNpaBAAoLWEero
KOMMblOTepa € AaHHbIM IP agpecom. MoKHO paspelunTb ZOCTyN TONbKO C onpeae/ieHHbIX KOMMNbIOTEPOB, CO
BCEX KOMMbIOTEPOB JIOKA/NbHOW CeTM, MAM ¢ nboro KomnbioTepa. LOCTYMHOCTb MyAbTUMIEKCOpa-
KOMMYyTaTOpa MOXHO NPOBepPUTb KOMaHAOM ping ¢ yaAaneHHOro KomnbloTepa.

HacTpoiiku nporpammbl telnet AonkHbl BKAOYaTb amynaaumio ANSI TepmuHana M nepesog,
CTPOKM Nocne BO3BpaTa KapeTKu.

Mocne 3anycka KaueHTa telnet B oTBeT Ha npurnaweHne cuctembl HYXHO Ha6paTb nma
nosb3oBaTeNA U NAapPO/ib, MOC/1e YEero OTKPOeTCA MEHIO KOHd)MprVIpOBaHMFI.
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[anee MOXHO KOHPUIYpUpPOBaTb MY/IbTUMIEKCOP-KOMMYTATOP Yepe3 MyHKTbl  MEH!Ho,
OMNUCaHHbIEe HUXKe.

Echn nonb3oBatesnb He KOHPUIypupyeT YCTPOWCTBO B TeYEHWEe ONpeaeNeHHOro BPEMEHM,
coeanHeHue telnet 6yaeT pa3opBaHO MyNbTUMNIEKCOPOM-KOMMYTAaTOPOM U3 coobpaskeHuit HesonacHocTH.
Mo ymonuyaHMio BpemMsa TalmMayTa COCTaBAseT 15 MUH 1 MOXKeT BbITb UBMEHEHO Yepes NYHKT MeHto “3.2.4.16
/System/telnet”.

YteHune n 3anunce $paiiioB nporpammHoro obecrneyeHus npu yganeHHoOM AocTyne npoMsBoamuTca
no npotokony FTP. [1nA aToro 3anyctute Ha yaaneHHOM KOMMbtoTepe nporpammy — KameHT FTP, Hanpumep,
Internet Explorer. Mporpamma Ao/xKHa UCnonb3oBaThb passive mode (B IE cooTBeTcTBylOLIME YCTAHOBKM
Tools > Internet Options > Advanced > Use passive mode). JJornH 1 naponb Ans A0CTyna K AUPeKTopumn
/mnt/flash ToT e, 4yTo M Ana npuBMAErMPOBAHHOrO AOCTYyMNa K YCTPOMCTBY. MMoAAep>KMBalOTCA UYTEHMe,
3anucb 1 yganeHune ¢aiinos.

3.1 KomaHabl TepMUHANBHOrO yripaBAeHusa

B aTom pasaene onucaHbl KOMaHAbl YNPaBAeHUA U OUArHOCTUKM, AOCTYMHble C JI0Ka/JbHOro
TepMuHana (KoHconn) ycTpoicTBa W yAaneHHo no npoTtokony telnet. AnAa Habopa 3TUX KOoMaHA,
HEoObX0AMMO YCTAaHOBUTb COEAMHEHME C MYNbTUNNEKCOPOM-KOMMYTATOPOM 4epe3 NocaenoBaTeNbHbIM
nopT MAM Yepes ceTb MO NpoToKosny telnet. BBog KOmMaHAbl AONXEH 3aBepllaTbCA KAaBuLen BO3BpaTa
KapeTkn <CR>. CnpaBKy Mo BCEM AOCTYMHbIM B AAaHHbIA MOMEHT KOMaHAAM MOMKHO MOYYNTb, HabpaB «?»

CnpaBKy MO UCNO/Ib30BaHMIO KOHKPETHOM KOMaHAbl MOXXHO NOAy4YnUTb, Habpas
UMSA_KOMAaHObI<TAB> nnu

UMSA_KOMAHObI<?>

3.1.1 CuHTaKcuUC KOMaHpA
CVHTaKCUC KOMaHZ, BBOANUMbIX B KOMaHHOM CTPOKE:
KomaHOa [napamemp | napamemp] [karoy [napamemp]]
roe:

KomaHga CTporo 3agaHHaA nocnegoBaTe/lIbHOCTb CUMMBOJIOB, oOMpegenAatollan ,u,aaneﬁmme
napameTpbl U CMbIC/1 BbIMOZTHAEMOTO AEﬁCTBMH (KOMaH,EI,bI perMCTpOHe3aBMCMMbI);

MapameTp KntoyeBoe cnoso, IP-agpec, macka cetn, MAC-agpec, 4ncno, caoBo, CTPOKaA.
Kntou 3HaK «-» 32 KOTOPbIM CaeayeT O4MH CUMBOI.
KomaHpaa, Kntoumn 1 napameTpbl OTAENAOTCA APYr OT Apyra CUMBOMaMM «Npoben».

MNpuW oNncaHUM CUHTAKCMCa KOMaHA UCNO/Ib3YTCA caeayoume 0603HaYeHuUs:

® B YI/IOBbIX CKOOKax <> yKa3blBalOTCA 06sA3aTe/IbHble MAapamMeTpbl;

e B KBagpaTHbIX CKOBKax [] yKasbiBatoTca HeobA3aTeNbHble NapameTpbl;

e  cumBon “|” obo3HavaeT noruveckoe “nnn” — BbI6OP MeKAy PasAUYHbIMUK NapameTpamu;
®  K/lOYeBble C/10Ba BbIAENAOTCA KUPHbIM WPUDTOM.

Tunbl napameTpoB KOMaHA:

KntoyeBoe cn10BO — CNOBO Hecyuwee onpegeneHHyro CMbICNTOBYHO HArpy3sky, Hanpmmep, HasgaHue
BBOAMMOTIO NapameTpa.
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IP-agpec —A.B.C.D — 3apaeTcAa B BUAE YeTblpex AeCATUYHbIX YNCeN, pasaeieHHbIX TOYKAMMU.

Macka cetn — A.B.C.D —3agaeTca B Buae YeTblpex AECATUYHbIX YMUCenN, pa3gesieHHbIX TOYKaMn.

MAC-agpec — HH-HH-HH-HH-HH-HH — 3apaeTtcAa B BmMae wecTn rpynn 4vmcen, pasaefieHHbIX
cumBonamum “-“ Kaxpgan rpynna cocTouT U3 ABYX LWeCTHaALATEPUYHbIX YMcen.

MocnegHue nATb BeAEHHbIX KOMaHA XpaHATca B 6ydepe. UTobbl BOCMNOAb30BaThCA paHee
BBEeleHHOM KOMaHAo M, HeobXxoAMMO HaxaTb Knasuuwy “PN (sBepx) nam “I” (BHU3).

3.1.2 CoobuweHuna o6 ownbKax

B Tabn. 6.2 npuseaeHbl coobleHns 06 owmrbKax, KOTopble MOTYT BbIBOAWUTLCA BO Bpems paboTbl

C KOMaHAHOM CTPOKOW.

Tabn. 6.2. CoobuieHna ob owmnbKax.

CoobueHne 06 owmnbke

syntax error: invalid
parameter

syntax error: omitted
parameter

syntax error: invalid type
syntax error: missed value

syntax error: invalid
delimeter

privileged comand: no
rights enough

is not recognized as a
command

open error

OnucaHue oWnbKn

HeBepPHbIN NapameTp

nponyLieH napamerp

HeBepPHbIN TUM NapameTpa
nponyLeH NapameTp Karo4da

nponyueH oba3atenbHbIN
pasgenurens

KOMaHAa HeaAOoCTyMnHa
noab30BaTeNNO

KomaHAaa He 6bina
naeHTMdMUMpPOBaHa, BBedeHa

ownboYyHasa Koma HAOa

OTKpPbITUE painna He yaanochb

3.1.3 CucremHble KOMaHAbI

PekomeHayemble AencTBuA

BBECTW NPaBU/IbHbIIA NapameTp

BBECTW NPONYLLEHHbIM NapameTp

BBECTM MapameTp NpasuibHO

BBECTW NPONYLLEHHbIM NapameTp

BBECTW NPOMYyLLEHHbI pasaenuTenb

C NOMOLLbIO KOMaHAbl SU BOUTU NoJ,
nmeHem admin

C Nnomolbto cnpasku “?” cneayet
NPOBEPUTb KOPPEKTHOCTb BBOAMMOW

KOMaHAbl.

BBECTW NpaBUAbHOE NMs daina

ST KOMaHAbl NO3BONAKOT NPOCMOTPETb NN U3SMEHUTL NMapPaMeETPbI Ol'lepaLI,MOHHOﬁ CnUCTembl,
cBeageHuA 06 YYETHbIX 3anncax nonb3oBaTenen, napamMmeTpbl TepMMHaﬂbHOVI ceccmmn n T.N.

arp

OTobpasutb Tabamuy cootsetctema MAC u IP agpecos.

CuHTaKcuc:

arp [-a] [-c] [-v]

NapameTtpbl:
-a noKasaTtb Tabanuy;
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-C oYnNCTUTbL TabaunLy;
-v dUNbTP Tabanubl A1A BbIBOAA Ha 9KPaH € YKAa3aHHbIM MAEHTUUKATOPOM
VLAN;
cd
MN3MeHUTb TEeKYLMIA KaTanor Ha nogkartanor dirname Tekyllero KaTtasora (gonyckaercs
ncnonb3osatb “/”, “.” n “..” AnA yKasaHMA Ha KOPHEBYIO, TEKYLLYIO U POANUTENLCKYIO ANPEKTOPUN
COOTBETCTBEHHO).
CuHTaKcmc:
cd <dirname>
Npumep:
MepenTn B KaTanor mnt 3 KOPHEBOro KaTaora.
LPOS > cd mnt
cls
O4YUCTUTb 3KPaH TEPMUHANA.
CuHTakcuc:
cls
exec

NcnonHnTb KomaHapl MHTepdelica KoMaHAHOM CTPOKK M3 dainna.

CuHTaKcuc:

exec <String filename>

MNpumep:

LPOS > exec /mnt/flash/running command

exec-config

UcnonHuTb daiin KoHdurypaumm B popme system.cfg.

CuHTaKcuc:

exec <String filename>

MNpumepbl:
LPOS > exec /mnt/flash/my.cfg

LPOS > exec /mnt/flash/system.cfg

exit
3aBeplunTb TEKYLLYID ceccuto ynpasnaeHusa. OcTaHaBAMBaET Tekyllytlo ceccuio telnet u
pa3pbiBaeT coeguMHeHNe.

CuHTaKcuc:
exit
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list

MoKasaTb CNUCOK NapaMeTposB.

CuHTaKcuc:
list [path to attribute]

Napamerpbl:
path to attribute  nyTb 40 UHTEPECYIOLWMX NAapPaMETPOB.
- nogaepxusaet npumeHeHne wildcard (WwabnoHoB 3ameHbl),
TaKKUX Kak «*» 1 cnuckos, Hanpumep: «[0-1,3]»
- NO/ICKa3Ka Mo BO3MOXHbIM NapameTpam, Npu HaxKatum «TAB»

Npumep:
BbIBOA, cNMcKa NnapameTpos no nytu TDMoP/1

LPOS > 1list TDMoP/1

config Directory
state Directory
statistics Directory
Mpumep 2:

BbiBOA, cnMcKa NapameTpoB ¢ ucnosibzosaHnem wildcard

LPOS > 1ist tdmop/[0-1,3]/config/*size
/tdmop/0/config

FrameSize

JBSize 4

/tdmop/1/config

FrameSize

JBSize 4

/tdmop/3/config

FrameSize

JBSize 4

MNpumep 3:

BbIBOA NOACKa3KM NO AOCTYMHbIM NMNapameTpam Nno Kaasuwie «TAB»
LPOS > 1ist e<TAB>

Show attribute list

[String path to attribute

E1

Envir

Eth

EthGlobal

]

MNpumep 4:
BbiBOA, CNMCKa NapameTpoBs

LPOS > 1list eth/0/con*
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/eth/0
config Directory

LPOS > 1list eth/0/con*/

/eth/0/config
Description
Speed Auto
Duplex Auto
Link Auto
FlowControl Disable
Reservation No
Learning Enabled
log
Bbl[l,aTb Ha 3KpPaH CNUCOK CUCTEMHbIX COO6LI.I,€HMﬁ C MOMeHTa nocnegHero BKAKOYeHUA
YCTPOMCTBa.
CUHTaKcuUc:
log [-a][-e][f filter]
Napamertpbi:
-a BK/TIOYUTb BblAa4y BCEX CUCTEMHDbIX COO6LLI,EHMI\;1, XPaHALWMKNXCA B ¢al7me
KYpPHana;
-e OYUCTUTb CMUCOK;
-f dnAbTPaLMA BbIBOLA KOMAHAbI;
MNpumep:
LPOS > log -f ethstat
28.08.15 12:10:56.439 : [ethstat] Eth 0: 1G Up Full duplex
28.08.15 12:11:20.455 : [ethstat] Eth 1: 100M Up Half duplex
Is
BbiBeCTM cnMcoK pannos B TEKYLLEN ANPEKTOPUN MYAbTUNNEKCOPA-KOMMYTATOpPA.
CuHTaKcuUc:
Is
mail

OTnpasuTb NOYTOBOE COODOLLEHUNE

CuHTaKcuc:

mail [--binary] [--stat] [-f Attach file] [-p [1..65535] SMTP port ] <-r Remote server ip> [-s
subject | [-v [0..4094] SMTP server vlan] [body String Body] <from String From> [pass
String Password] <to String To>

MNapameTpbi:
--binary oTnpasnaTb dGalinbl B BUHAPHOM peXKMME;

--stat OTNPaBUTb CTAaTUCTUKY;
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-f nyTb A0 GalnnoB BAOKEHMUA, pa3genntenb mexay danamm “;” — Touka
C 3anAToM
-p SMTP nopT, AocTynHble 3HaveHua [1..65535];
-r IP-agpec yaaneHHoro cepsepa (SMTP-cepsepa);
-s Tema coobueHus;
-v VLAN SMTP-cepBepa, AMana3oH 3HadyeHui [0..4094];
body TeKcT coobuleHma. Ecnm He yKasaH, To bepeTtca u3 notoka stdio;
from e-mail agpec oTnpasuTens;
pass naposb;
to e-mail agpec nonyyatens;
MNpumepsbl:

LPOS > mail -r 192.168.0.221 from sprinter228@nsc-com.com to
sprinter22l@nsc-com.com -s test subject body test body

LPOS > mail -r 198.168.0.221 from sender@domain.com to
recipient@domain.com pass mypassword body text body --stat -f
system.cfg,;log

mapmac

MNokasaTb Ta6I'IVILI,y KOMMYTauUnn NaKeToB.

CUHTaKcuUc:
mapmac [-c] [-f] [-m part of MAC] [-p ports]

Mapametpbl:
-C 0YnNCTUTbL TabIMLLYy OT aBTOMAaTMYECKU A06aBEeHHbIX a4pecoB mac-aapecos;
-f oTobparkaeT Bce mac-agpeca, B TOM Yncie gobaBneHHble aBTOMATUYECKH;

-m 4acTb Mac-aApPecoBs, KOTOPbIE NOKa3blBaTb; €CIM Mac-afpec He 3a4aH, TO
nokasblBaeTcA TabanLa mac-aApecos;
-p duUNbTP TabanLbl ANA BbIBOAA HA 3KPaH MO YKazaHHOMY CMMCKY NOPTOB;

MNpumep:
MoKasaTb Tabamuy mac-agpecos ana noprta 0
LPOS > mapmac -f -p 0

# MAC address name pri ttl ports
25 54-A5-4B-AA-14-32 0 6 0

26 5A-00-3B-00-19-9F 0 7 0

35 F0-79-59-5C-17-01 0 7 0

37 FF-FF-FF-FF-FF-FF bcast 0 7 0,1,cpu

MocmoTpeTb BClo 6a3y mapLipyTUsaumm

LPOS > mapmac -f

# MAC address name pri ttl ports
0 00-10-20-30-40-50 user 1 7 0,2
1 00-13-D4-4A-9B-30 learned 0 5 3

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com 43



Sprinter TX TY6665-005-62880827-2013

2 00-16-EC-2B-36-D4 learned 0 6 3
3 00-18-F3-06-D1-94 learned 0 7 3
4 00-30-4F-3E-06-61 learned 0 7 3
5 01-80-Cc2-00-00-00 learned 3 6 cpu
6 5A-00-3B-19-DD-A8 learned 0 7 2
7 5A-00-3B-1C-2F-F5 learned 0 7 cpu
8 5A-00-3B-1D-30-F6 learned 0 5
menu
3anycTutb MHTEpbENC meHto.
CuHTaKcuUc:
menu
mirror
3epKanuposaHue TpaduKa B dpan /mnt/mem/mirror.pcap. He Bkntouaet B ceb6a TDMoP
Tpadpdpuk. ®daitn MOXKHO NPOCMOTPETb C nomowbto nporpammbl  Wireshark 1 npoumnx
aHA/IN3aTOpPOB CeTeBOro TpaduKa.
CuHTakcuc:
mirror [-] [64..1600]] [clear] [enable] [save]
Napamertpbi:
- MaKcMMasbHas anvHa gperima, AonycTMumble 3HaYeHus [64..1600];
clear OYUCTUTb NPeAbIAYLLYIO CECCUIO 3EPKANUPOBAHUA TPAPUKa;
enable BKNOUYUTL 3epKaNpoBaHue Tpaduka;
save 3anucartb pesyabTaT B daiin;
Mpumep:
Oumwaem  npeablaywyto  CeccuMo  3epKaauMpoBaHus  TpadduKa,  BKIKOYaEM
3epKannpoBaHune, XKaem HeobXoaMMbIN MPOMENKYTOK BPEMEHM U COXpPaHsAeM B palin pesynbTar.
LPOS > mirror clear
LPOS > mirror enable
LPOS > mirror save
Saved to /mnt/mem/mirror.pcap
ps

MokasaTb MHGOPMaLMIO O AAECTBYHOLMX NPOLECCAX YCTPOWCTBA.

CuHTaKcuc:
ps
Npumep:
LPOS > ps
name state wait sleep cpu time
idle ready started 90.623%
SCPUMon-1 susp event 89 0 0.663%
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Log susp event 708 1 0.016%
ATUMonitor susp sleep 1 0 2.091%
ethstat susp sleep 76 0 2.463%
ethlink susp event 41045 0 0.000%
ipdeamon susp lock 31 0 0.184%
TCP Deamon susp sSleep 27 0 0.112%
SIPServer susp lock 13 0 0.093%
IGMPSnooping susp Jlock 95 0 0.057%
NTP susp lock 77 1 0.074%
LLDP susp sleep 38 1 0.048%
El daemon susp sleep 47 0 0.841%
statistics susp sleep 12 0 0.080%
rstp susp lock 137 0 0.470%
DyingGasp susp sleep 623 1 0.008%
ftpdeamon susp event 707 1 0.008%
httpdaemon susp event 705 1 0.008%
SNMPTraps susp lock 45 0 0.040%
SNMPAgent susp lock 521 1 0.006%
telnetdeamon susp event 648 1 0.009%
console ready unsuspended 0.000%
monitoring susp sleep 12 0 2.096%
pwd
BbIBOAUT UMSA TEKYLLEN ANPEKTOPUMN.
CuHTaKkcumc:
pwd

reset-config
YCTaHOBUWTb YacTM TeKyLLElN KOHOUIypaL MM 3HaYeHUS MO YMOJTYaHUIO.

CUHTaKCuUC:
reset-config [relative path]

MNapametpbi:
relative path YacTb NyTW HaCTPOEK, TEKYLLME 3HAYEHMA KOTOPbIX HYKHO cOpoCUTb
Ha 3HAYEHMSA MO YMOJIYAHUIO.

Mpumep:
CbpocKTb HACTPOMKM Ha 3HAYEHMA N0 YMOYAHUIO A5 BTOporo uHtepdeiica E1

LPOS > running-config
set E1/2/config/Enable No

set E1/2/config/Unframed Yes

LPOS > reset-config E1/2

Reverted 2 changed. Failed to revert 0
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running-config

save-config

LPOS >

BblBECTM TEKYLLYHO KOHOUIYpaLMIO YCTPOMCTBA B BUAE KOMaHL MHTepdeinca KoMaH4HOM
CTPOKMU. Mo ymonyaHuio, B BbIBOA KOMaHAbl NoMagatoT NapameTpbl, CO 3HAYEHUAMM OT/IMYHBIMMU
OT 3HAYEHWUI MO YMOJIYAHUIO.

CuHTaKcuc:

running-config [-f dest filename] [filter Filter string] [full] [-r relative path]

Mapamerpbl:

f

dalin ana coxpaHeHua pesynbTaTa paboTbl KOMaHAbI;

filter  dwnbTp Ansa N0bOM YaCTU UMEHU BbIBOANMBIX NapaMeTpPOB;

full

-r

MOKa3aTb MNOJIHYIO KOHOUTYpaumio;

noKasaTb napameTpbl MO OTHOCUTE/IbHOMY MYTU, YKa3aHHOMY NOC/e K/to4a

MNpumep:
BbiBecTv KOHUrypaumio ¢ npumeHeHmem ¢uabtpa no crpoke "/3"

LPOS > running-config filter /3

set
set
set
set
set
set
set

set

E1/3/config/SyncSource 3
TDMoP/3/config/FrameSize 11
TDMoP/3/config/JBSize 11
TDMoP/3/config/RemoteIP 192.168.0.225
TDMoP/3/config/RemoteChannel 1
TDMoP/3/config/Slip Enabled
TDMoP/3/config/AdminStatus Connect
VLAN/32/Name VLAN-32

BbiBECTU KOHOUrypaumio MHTepdeicos Ethernet c oTHOCUTENbHBIMUM NYTAMM

LPOS

set
set
set
set
set
set

set

> running-config -r Eth
0/VLAN/DefVLAN 99
0/VLAN/Role access
1/VLAN/Role access
cpu/VLAN/DefVLAN 123
CSFP2/VLAN/DefVLAN 123
CSFP2/VLAN/Tagged 3,5,123
CSFP2/VLAN/Role QinQProvider

CoxpaHuTb Tekyluyto KoHdurypaumto 8 /mnt/flash/system.cfg

CuHTaKcuc:

save-

config

MNpumep:
LPOS > save-config
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Saving configuration to /mnt/flash/system.cfg

Saved

set

YCTaHOBUTb 3HaYeHME NapameTpa.

CuHTaKemc:

set <attribute> <value>

NapameTtpbl:

attribute nyTb o NnapameTpa(os);
- noaaepxuneaet npumeHeHue wildcard (wabs1o0HOB 3ameHbI), TaKUX KaK
«*» 1M cnnckos, Hanpumep: «[0-1,3]»
- NOACKa3Ka Mo BO3MOXHbIM MapameTpam, npu HaxKatumn «TAB»
value 3HaYyeHuWe NapameTpa;

MNpumep:

YcraHoBUTb 3HaveHue “VLAN-32” napametpy “VLAN/32/Name”

LPOS > set VLAN/32/Name VLAN-32

Npumep 2:

MN3meHuTb pasmep Jxutrep-bydepa Ha 0,1,3 kaHanax 4o 5 mc

LPOS > set tdmop/[0-1,3]/con*/jbsize 5

/tdmop/0/config/JBSize changed to 5

/tdmop/1/config/JBSize changed to 5

/tdmop/3/config/JBSize changed to 5

show

BbiBECTN Ha KOHCO/Ib COAEPHKMMOE YKa3aHHOIo d)aﬁna.

CuHTaKcuc:

show <filename>

Napamertpbi:
filename wvma dalina ana BbiBOA3;

Npumep:
BbiBOA coaepmumoro dainna system.cfg.

LPOS > show system.cfqg
#System{
#global{
Set Name=LPOS,;
}

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com 47



Sprinter TX TY6665-005-62880827-2013

stat

MNMokasaTb coctoAHue UHTepdencoB ycTpoictea. KomaHaa 6e3 yKasaHMA napameTpos
BbIBOAUT TOJZIbKO HE Hy/1eBble CHETYHUKN.

CuHTaKeuc:
stat [--cont] [--new] [--rate] [--step [1..96]] [-c columns] [-i [1..1000]] [-m modules] [-p
ports] [-t type]
MNapamertpbi:
--cont 0BHOBANATbL CTAaTUCTUKY Kaxkayto cekyHay. "Ctrl+C" ana sbixoga
--new HayaTb HOBbIN MHTEPBA/ CHATUA CTAaTUCTUKM
--rate oTObparkeHWe 3Ha4yeHul B popmate eaUHUL, B CEKYHAY
--step WMHTEepPBanN rpynnupoBaHMA CTaTUCTUKNU, KONIMYECTBO MHTEPBA/IOB B rpynne
-c cnucok dunbTpoB cToNbLOB Ana otobpaxeHus (rx,0k — oTobpasut Bce
CTONGLbI B UMEHM KOTOPbIX NPUCYTCTBYET Uan rx nnu Ok)
-i rnybuHa UCTOPUM CTaTUCTUKMN B MHTEPBAaXx, AnanasoH 3HadeHui [1..1000]
-m Cnucok duUAbTPOB MMEH MoAynel CTaTUCTUKKN ANA BbiBOAA, Hanpumep: E1,
Eth, TDMoP (moHO 3amaBaTb NtOOY0 YacTb HaUMEHOBaHUA MoOAyNs,
Hanpumep, npu ¢unbtpe th, oTobpasuTca cTaTUCTMKA, OTHOCAWAACA K
moaynto Eth)
-p CNUCoK GUNBTPOB Ha MNOPTbI A4/1A BbIBOAA CTaTUCTUKK, Hanpumep: 0, 1, sfp...
-t Cnucok ¢punbTPoB HaMMeEHOBaHWI Tabauw, ANA BbIBOAA CTAaTUCTUKM: Errors,
Info, Warning, Extend, Hist (in — oTobpa3uTt Bce TabaumLbl B UMEHW KOTOPbIX
NPUCYTCTBYET in, B AaHHOM c/ay4ae 310 Tabauupl: Info, Warning)
Npumep:

LPOS > stat -m EI -p 1,3 -t Info
El-Info dd.mm hh:mm Total rxOk txOk rxFDev txFDev
1 Now 17:54 554 554 554 0 0
3 Now 17:54 554 554 554 0 0

stored-config

BbIBECTM COXPaHEHHYID KOHOWUrypauuio yCTpoicTBa B BMAE KOMaHa MWHTepdeiica
KOMaHZAHOM CTPOKMW. o yMONYaHWUIo, B BbIBOA KOMaHAb! MONaatoT NapameTpbl, CO 3HAUYEHUAMM
OT/IMYHBIMM OT 3HAYEHUIA NO YMONYAHMIO.

CuHTaKcmc:
stored-config [-f dest filename] [filter Filter string]

Napamertpbi:
-f dain gns coxpaHeHuMA pesynbTaTa paboTbl KOMaHAbI;

filter  dwnbTp Ana 06O YaCTM MUMEHU BbIBOAMMBIX NapaMeTpOB;

MNpumep:
BblBECTM COXPAaHHEHHYIO KOHOUIYpaL Mo ¢ NpuMeHeHnem dunbTpa no ctpoke "VLAN"

LPOS > stored-config filter VLAN
set Eth/0/VLAN/DefVLAN 32
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set Eth/0/VLAN/Tagged 10
set Eth/0/VLAN/Role trunk
set Eth/1/VLAN/DefVLAN 10
set Eth/1/VLAN/Untagged 10,32
set Eth/1/VLAN/Role access
set Eth/CSFP2/VLAN/Member 32
set Eth/CSFP2.1/VLAN/Member 32
set Eth/CSFP3/VLAN/Member 32
set Eth/CSFP3.1/VLAN/Member 32
set IP/stored-config/DefaultVlianID 10
set IP/stored-config/TrustUnkVlan No
set VLAN/10/Name control
set VLAN/10/Auto Disabled
set VLAN/32/Name VLAN-32

su

Mo3BONAET 3aHOBO BOWTU B CUCTEMY C APYIMM MMEHeM MoJ/ib30BaTeNs, He pa3pbisas
TEKYLLEero coeuHeHus.

CuHTaKcuc:

su [username]

Napamertpbi:
username VIMA NONb30BaTeNS ;

MNpumep:

Bxoa B cuctemy nog umeHem admin.
LPOS > su admin

Enter password

LPOS >

whoami

MNoKa3blBaeT MMSA TeKyLLero nosbzosartens (admin, operl, oper2).
CuHTaKcuc:
whoami

3.1.4 KomaHpgbl ynpasneHusa paiinamu

copy
Konupyet ¢aiin B gpyroe mecto HasHavyeHus.

CuHTaKcuc:

copy <source filename> <dest filename>

MNapametpbi:
source filename nms danna, UCTOYHMKA 411 KONUMPOBaHUS;

dest filename umsa Ppaitia HasHayYeHus;
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MNpumep:
LPOS > copy /mnt/flash/system.cfg /mnt/flash/backup system.cfg

delete
Yaanset gaiin unv gupexktoputio.
CuHTaKcmc:
delete <filename>
MNapameTpbi:
filename  vima daiina unm gupektTopuu;
Npumep:
YpnaneHnue daina backup_system.cfg
LPOS > delete /mnt/flash/backup system.cfg
format
dopmaTtupyetr ¢annosyto cuctemy Ha flash. Ypanaworca KypHanbl M COXpaHeHHas
KOHUrypauma yctpoictea. O6pas onepaLMOHHOM CUCTEMbI HE NMOBPEKAAETCA.
CuHTakcuc:
format
mkdir
Co3pgaeT HOBYIO ANPEKTOPUIO
CUHTaKCuUC:
mkdir <dirname>
Napamertpbi:
dirname MMA CO343aBaeMON AUPEKTOPUU;
Npumep:
CospaHne gupektopun htdocs.
LPOS > mkdir htdocs
mnt
MpumoHTUpoBaHMe ¢alinoBoi cuctembl K dpnaew-namatn. Heobxoaumo Mcnonb3osaTb
0115 COXPaHeHUsA KoHOUrypaLmm, ecam o sToro ¢new-namaTb 6bl1a OTMOHTMPOBAHA, Hanpumep,
BbINOJIHEHMEM KOMAHA0M umnt MM 3arpy3Kon YCTPOICTBA C 3aBOACKMMM HACTPOMKaMMU.
CUHTaKCuUC:
mnt
umnt

OTMOHTMpPOBaTb $painnoByto cucTeMy OT daeLl-NaMATH.

CuHTaKcuc:
umnt
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3.1.5 KomaHpbl ynpaBneHUA NOTOKOM

spregdebug
KomaHga ans oThafku napameTpoB peryiatopa CKopocTu

CuHTaKcuUc:
spregdebug [-r IP]

Napamerpbl:
-r IP-agpec cepBepa € NporpammHbiM obecnedyeHMem MOHUTOPUHIA NapamMeTpoB
perynatopa CKopocTy;

Mpumep:
LPOS > spregdebug -r 192.168.0.130

3.1.6 CeTteBble KOMaHAbI

ping
Mocbinaet ICMP-nakeT no yKazaHHOMY CeTeBOMY agpecy M BbIBOAUT B OKHO TEpMMHANA
BPeMs ero nepegayn tyaa n obpaTtHo nam cooblueHmne o6 oTcyTCTBME OTBETA.

CHHTaKCuUC:

ping <IP adpec> [-w timeout ms] [-t repeat] [-v VLAN ID]

Mapametpbl:

IP adpec |P agpec, NMHryemoro ycTpoiicTaa

-t KosnnyecTBo 3anpocos (No ymon4aHUIO O4MH) , AMana3oH 3HaYeHui
[1..100]. Ons ocTaHOBKKU HaxaTb Nt06YI0 KNaBuLly

-v Homep VLAN’a, B KOTOPOM OCYLLECTBAAETCA NUHT, AMana30oH 3HaYeHUN
[1..4094];

-w Bpemsa oxknaaHus oteeTa (no ymonuyaHuto 1000 mc) , AManasoH 3HaAYEHW
[1..30000];

Npumep:

«[MnHr» IP-agpeca 192.168.0.225 c oBymAa 3anpocamum.

LPOS > ping 192.168.0.225 -t 2

Echo reply 0.248ms

Echo reply 0.240ms

Ping statistics:

Packets: Sent 2, Received 2, Lost 0 (0% loss)
Approximate round trip times:
Minimum 0.240ms, Maximum 0.248ms, Average 0.244ms
telnet

CuHTaKcuc:
telnet <host> [port] [-v vianid]
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Napametpbl
host IP-agpec yganeHHOro KOMnbOTEpPa;
port HOMep nopTa, AoNyCTUMble 3HaYeHun [1..65534];
-v naeHTnpumkatop VLAN ID;

Mpumep:

LPOS > telnet 192.168.0.225 -v 32

connecting...

Welcome to LPOS 225
login:

3.1.7 KomaHabl obHOBNEeHMA nporpammHoro obecnedyeHuMsa M nepesanycka
yCcTpoicTBa

reset

Bbi3biBaeT cbpoc M nepesanyck YNPaBAAIOLLIEro MMKPOMpOLEeccopa, W HayaabHyto
3arpysky BCEX Y3/10B MY/IbTUMNNEKCOPa-KOMMYyTaTopa. Ty KOMaHAYy MOXKET BbINOJIHATL TObKO
afAMUHKUCTPATOP.

CuHTaKcuc:
reset

systemupdate

O6HOoBNEHME NPOrpaMmMHOro obecrneveHms MynbTUMNIEKCOPa-KOMMYyTaTopa

CuHTaKcuc:
systemupdate

3.1.8 KomaHpgbl onepauoHHON cucTembl

passwd

Mo3BoONAET U3MEHUTL NapPOb AAHHOMO NO/b30BaTENA MAM APYrOro nNosb3osaTtens (npwu
yKa3aHUn ero umeHu). NMaposb MOMKET COCTOATb U3 NATUHCKUX BYKB 1 LMDP M MOXKET UMETb AJNHY
80 18 cMMBO/IOB BKAOUUTENBHO. Bo M3bexkaHne ownbOK Npu BBOAE Maposib BBOAWUTCA ABa pasa.
Monb3oBaTtesb admin MOXKeT M3MEHUTb Napob 60ro Nosb3osatens.

CuHTaKcuc:

passwd [umsa noneszosamens]

Mpumep:
MN3meHeHMe naposia nosib3oBaTtena operl nonbsosatesnem admin.

LPOS > passwd operl
Enter old password
Enter new password

Enter new password again
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scpuup

O6HOBNEHME MpPOrpaMMHOro obecrneyeHus MPOLLECCOPA, OTBEYAIOLLErOo 33 KOHTPO/b
COCTOSIHMSA OKpYKatoLwew cpeabl (TemnepaTypa, HaNpsAMKeHKe ...)

CuHTaKcuc:

scpuup <filename>

MNapameTpbi:
filename  nyTb po daina obHoBNEHUS;

Npumep:
LPOS > scpuup /mnt/flash/fileupd.bin

3.1.9 CneumanbHble KOMaHAbI

debug

KOHTpOo/1b 1 0TODBparkeHme KypHana oTAag04HbIX COODLLEHNI

CuHTaKcuc:
debug [-d] [-e] [-m module] [clear] [show]

Mapametpbl:
-d BbIKNOYUTb OTNALKY;

-e BKNIOYUTb OTNAAKY;
-m yKasatb umsa moayna (CP,SIP,IP,ICMP,EMAC,FFS);
clear OUYUCTUTb TEKYLLMIA NOT;

show  noKasaTb KypHan OTAaaKK;

Mpumep:
OuncTMM nNpeablaywmn CeaHc OTNALKM, BKAOYMM oTnagKy moayns ICMP, cpenaem
TecToBbIl Ping, oTKAOUMM OTNaAKy. locmMoTpuMm pesybTaT.

LPOS > debug clear
LPOS > debug -e -m ICMP
LPOS > ping 192.168.0.225
Echo reply 0.759ms
Ping statistics:
Packets: Sent 1, Received 1, Lost 0 (0% loss)
Approximate round trip times:

Minimum 0.759ms, Maximum 0.759ms, Average 0.759ms

LPOS > debug -d
LPOS > debug show

[4] 04169861.641 Echo request
[8] 04169862.044 IP
[4] 04169862.239 ICMP income
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[4] 04169862.420 Rcv reply
[4] 04169862.680 Echo ok

3.1.10 KomaHab! obuieit AMarHocTukun

OTW KOMaHAbl NOKA3bIBAOT TEKYLLME 3HAYEHMA NUTAIOLLErNO HANPAXKEHMNA U TemnepaTypbl BHYTPH
MY/IbTUNNEKCOPA-KOMMYTAaTOpa M o0becneymBaloT AOCTYN K KypHajay, B KOTOPbIA 3anucbiBalOTCA Bce
CUCTEMHbIE COODLLEHUA MybTUNIEKCOPa-KoMMyTaTopa. ypHan cogepnt 2730 nocneaHux coobuieHui
M HaxoguTcs B CUCTEMHOM MaMATM  MY/IbTUMNAEKCOPa-KOMMYTaToOpa, M  MNO/b30BaTeNM, Kak
NPUBUIEIMPOBAHHbBIN, TaK U HENPUBWUAErMPOBAHHbIE, HE MOTyT CTepeTb coobuieHusa. Bce aHomanum B
paboTe MynbTMNAEKCOpPa-KOMMYyTaTopa, NponajgaHue UM NoABMEHME CUTHAMA Ha BHELWHUX UHTepdeicax,
NOAKNIOYEHME UM  OTKAOYEHME YMPaBAAIOWErOo KOMMbIOTEPA AAA KOHOUrypauum MmMyabTUNAEKCcopa-
KOMMYTATOPA, 3aMM1CbIBAlOTCA B }KYPHAA C YKa3aHMEM BpeMeHN BO3SHUKHOBEHMA.

envir
MoKa3bIBaeT cUCTEMHYO MHOPMaUULo 06 ycTpolicTae.
CuHTaKcuUc:
envir
MNpumep:
LPOS > envir
Name: 62x, 63x scpu
Ver: 2.4.8.9 [boot 2.1]
SN: 7C 19 17 00
getkey
MoKa3bIBaeT IMLLEH3UOHHbIN K/TtOM.
CuHTaKcuUc:
getkey
Npumep:
LPOS > getkey
8C3SIQ2F-OE5VF4QL-R9C12KD4-B3F6T1J5
getsign
OTobparkaeT gaHHble, Tpebyemble g5 reHepUPOBAHUS JINLEH3MOHHOTO K/to4a
CuHTaKcuUc:
getsign
Npumep:
LPOS > getsign
6BD17JDF-U4L9BH6N-KPSJ6N1 7-SSEME2J0
lasterr

MokasaTtb I'IOCI'IE,EI,HI/IVI Aamn nocne CUCTemMHoro cbos.
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CuHTaKCuUC:
lasterr [clear]
Napamerpbl:
clear OYMCTUTb NOCAEAHWNI Aamn;
sendpkt
OTnpaBuTb onpeaesieHHbIN Nosb3oBaTenem ppenm B ceTb
CuHTaKCUC:
sendpkt [-] length] [-n count] [-p port] [-r] [-v vlanid]
Napamerpbl:
- AnvHa dpelima, gonyctumeble 3HadeHma [50..1500];
-n KONMYecTBO ppenmos;
-p HOMep NopTa Ha3HAYeHMA MYNbTUNIEKCOPA-KOMMYTATOPA;
-r reHepMpoBaTb c/y4arHbii MAC-agpec NCTOYHMKA;
-v naeHTnpumkatop VLAN;
MNpumep:
LPOS > sendpkt -1 64 -n 10 -p 1 -v 10
FF FF FF FF FF FF 54 A5 4B 7C 19 17 81 00 00 0A
00 2E 00 01 00 02 00 03 00 04 00 05 00 06 00 07
00 08 00 09 00 OA 00 OB (00 OC 00 0D 00 OE 00 OF
00 10 00 11 00 12 00 13 00 14 00 15 00 16 00 17
setkey
YCTaHOBUTb IMLLEEH3NOHHbIN KO,
CUHTaKCuUC:
setkey <key>
Napamertpbi:
key JNINUEH3MNOHHbIN KtOY;
Npumep:
LPOS > setkey 8C3SIQ2F-OE5VF4QL-R9C12KD4-B3F6T1J5
8C3SIQ2F-OE5VF4Q0L-R9C12KD4-B3F6T1J5
sysdump

Co3paert apxuB C OT/1IaA04HON MHPOPMaLMEN ANA CAYHKBbl TEXHUHYECKON NOAAEPMKKM

CuHTaKcuUc:
sysdump

Npumep:
LPOS > sysdump
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Dump saved to /mnt/mem/dump.zip

3.2 MeHI0 KOHPUrypupoBaHua

[na nonHoro v 6onee AeTanbHOrO KOHGUIYPUPOBAHMA MMeeTCA UHTepPENC B BUAE TEKCTOBOIO
nepapxmyeckoro meHto. 1A ero 3anycka Heobxoanmo HabpaTb KOMaHZy menu M HaxaTb «Enter». [na
nepexoga B Tpebyemoe noameHio HeobxoaMMOo BblBpaTb ero Knasuwamm co cTpenkamm “N (sBepx) nam
“4” (BHM3) U HaxkaTb «Enter». [na Bo3BpaTa B MeHIO BEPXHEro ypoBHA cjedyeT BblbpaTb MyHKT “..”.
MprMep OCHOBHOrO MEHIO NPUBEAEH Ha PUCYHKeE.

Advanced ESC+h - Help
|>..
| E1
| TDMoP
| Eth
| System
| 1P
| VLAN
| ATU
| flash
| Envir
| EthGlobal

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BepxHAA CTpOYKa yKasblBaeT Ha3BaHue 0T06pa)-KaEMOFO MEHIO U ero nosioXeHwme B CTPYKType
MEHIO.

[na 3anycka meHo Bam Heob6Xo4MMO MOAKNIOUUTLCA K YCTPOMCTBY Yepes nocienoBaTesIbHbIN
nopt (miniUSB), nnbo uepes nHtepdelic Ethernet.

Mpu Mcnonb3oBaHUKM NocC/ieaoBaTeNIbHOrO MHTEpdelica HeobX0ANMMA YCTAHOBKA CMeLManbHbIX
ApaiiBepoB, KOTOpble MOXHO CKayaTb C caiiToB B ceTu Internet, U nporpamma TepmuHan (Hanpumep,
HyperTerminal).

Mpn ucnonb3oBaHUM gas ynpasneHus mHtepdeiica Ethernet Ha ynpasnaiowem KomnbtoTepe
OO/MKHEH BbITb ycTaHOBAEH KauneHT telnet. Mo ymonyaHuio ycTpolictBo umeeT IP agpec 192.168.0.24 v
Macky 255.255.255.0. Yb6eputecb, 4YTO YNPaBAAOWMIA KOMNbIOTEP HAxXOAMTCA B OAHOW MoACETUM C
MYNbTUNNEKCOPOM-KOMMYTAaTOPOM. YCTPOMUCTBO AOJIKHO OTBEYATb HA KOMAHAY ping.

Mocne noaxOYEHNA K YCTPOIMCTBY HEOBXOAMMO BBECTU JIOTUH U Napoib. 10 yMmoaYaHUIO NOTUH
— admin, naponb — admin. 3atem Bbl yBugMTe noackasky LPOS>. Beeante KomaHAy menu v HaxmuTe
«Enter», 4Tobbl MOAYYNTb OOCTYN K MEHIO YCTPOWCTBA (3TO HEOHXOAMMO CAenaTb B TEKYLLEW peanvsauum
MO). B ganbHeiwem nocne BBo4a 0TMHA U Napons byaeT cpasy OTKPbIBATbCA MEHIO.

[na nepexoda B HyXHblA pa3gen HeobxoAMMO BbibpaTb ero Knasuwamu co ctpenkamm “4
(eBepx) nam “4” (BHM3) U HaxaTb «Enter». [InA U3MeHeHUs 3HaYyeHUs napameTpa HeobxoAMMO BbibpaTb
ero ctpenkamu “P” (BBepx) uam “Jd” (BHU3) U HaxaTb «Enter». 3aTem HyXHO NGO BBECTM 3HaYeHUe C
KNnaBmaTypbl U HaxKaTb «Enter», nnbo BbIbpaTb HOBOE 3HAYEHMe NapameTpa M3 NPeaSIOXKEHHbIX CTpeslKaMu
M HaxaTb 2 pasa «Enter».

[na cbpoca CTaTUCTUK MCNOMb3yiTe coyeTaHue Kaasuw «ESC+R». ECNM B KOPHEBOM MyHKTE
MeHI0 HaxKaTb «ESC+R», To byayT cOpoLueHbl BCe CTaTUCTUKK. s cbpoca KaKoW-TO KOHKPETHOW CTaTUCTUKM
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HeobxoAMMO NepenTM K Hell B MeHI U HaxkaTb «ESC+R» pnsa cbpoca. T.e. npoucxoamt cbpoc Bcex
B/IOYKEHHBIX CTAaTUCTUK OTHOCUTE/IbHO TEKYLLLETO MYHKTA B MEHIO.

Ons BKAOYEHUS pacUMPEHHOro peXuma MeH (bonee pgeTanbHasa HACTPOMKa) HaxkmuTe
coyeTaHue Knasuwl «ESC+A».

[na npocmoTpa Tekywen KoHoUrypaumm ycTpoicTea (3Ta Ta KOHUrypaums, ¢ KOTOPON OHO
paboTaeT B AaHHbIN MOMEHT) HeobxoauMo HaxkaTb «ESC+M». OT OCHOBHOM KOHGUrypauum, ¢ KOTopow
YCTPOWCTBO 3arpy»KaeTca rnocse nepesarpysku, OHa MOXKET OTAMYaATbCA, eciv Bbl M3MeHseTe, napameTpsbl
HACTPOMKM U He COXpaHaeTe UX B NamaATb («ESC+S»).

TakKe gna 6bICTPOro BbIbOpa MOXKHO MCMONb30BATb GUALTP BCEX MYHKTOB. N5 3TOro BBEAMUTE
OYKBbI, COAEPIKALLMECH B HYKHOM MYHKTE, U MPOM30MaeT pUAbTpaLLMa NYHKTOB MO Ha3BaHMIO.

Mpumep:

BeBoaum b6yksy t, oTobOparkatloTca Bce NyHKTbl MeHto, cogepalime byksy t, a umeHHo, TDMoP,
Eth, System, ATU, EthGlobal.

B camoi HM3y OKHa oTobparkaeTcs nocnegHee cobbiTue, 3anMcaHHoe B Jor.

[na Toro 4tobbl COXPaHUTb BHECEHHbIE M3MEHEHUs B KOHPUrypaumio ana Toro, 4tobbl OHO B
cneayrowmin pas 3arpysmaocb MMEHHO C STUMM HAacTPOMKaMM MUCMOJIb3yNTe coveTaHMe KnaBuil «ESC+S».

[nA BbIXxo4a M3 pexnuma MeHI0 U Nepexoaa B KOMaHAHbIN PeXXUM HaXKMUTE COYeTaHUEe Knasul
«ESC+Q» unn «CTRL+C».

[Ons Bo3BpaTa B MEHIO BEPXHEr0 YPOBHA HEOBXOAMMO BblOpPaTb MYHKT «..» U HaXaTb KaaBuwy
«Enter».

3.2.1 Nyukr /E1

MyHKT meHto /E1 cay»KWUT oA NpocMoTpa TeKywmx cTaTtycos E1 nopTtos 1 Bbibopa E1 nopTa ans
€ro ganbHelwen KOHOUrypaumnm n NPOCMoTPa CTAaTUCTUKN OLLUMBOK.

JE1 Advanced ESC+h - Help
|>.. Name Status
| O Send: AlS Recv: NOS,CodeErr,RarePulseErr

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.1.1 NyHkT /E1/nopt/config

[JaHHbIV NYHKT MEHI0 N03BOAAET KOHOUTYPUPOBaTb BblOpaHHbIN UHTepdelic E1.

‘ /E1/0/config Advanced ESC+h - Help
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--Status-—
StrStatus
LinkStatus
SignalLevel
RTT

RX

TX
--Config--
LonglLine
Description
Enable
Loop
Unframed
SendFormat
SyncSource
PRBSCheck
RxSpeed
Encoding

|>.
|
|
|
|
|
|
I
I
I
I
I
I
I
I
I
I
|
|
F

CRC4
FASOffload Disabled
Send: Ok Recv: Ok

Down

NOS,CodeErr,RarePulseErr
AlS

Disabled

Yes

No

No
TDMoP
-1

No

0

HDB3

ilter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

StrStatus

OTobparkaeT cocTonHNE NpMemMHUKa/nepegaTynka nopra E1.

OK - otcyTtcTBMe ownbOK B paboTe npuemHuUKa/nepegaTtyumnka nopra E1;

AIS - npucyTctBue curHana AlS B npuHumaemom/nepenasaemom notoke E1;

RAI - npucytcteue curHana RAl B npuHMmaemom/nepegasaemom notoke E1;
LOS - npucytcTBue curHana LOS B npuHumaemom/nepeaasaemom notoke E1;
AZS - npucyTcTBMe curHana AZS B npuHumaemom/nepeaasaemom notoke E1;
NOS - oTcyTCTBME CMTHaNa Ha NpueMHMKe/nepeaatumke nopta E1;

CodeErr - Hannune owmnbok KoamposaHusa (AMI/HDB3) Ha npuémHuKe/nepeaatynke
nopta E1;

PRBSErr - Hannuve owmnboK nceBAoC/y4aHON ABOUYHOM nocnegoBaTenbHocTn PRBS
(PRBS - pseudo-random binary sequence) Ha npuémHuke/nepenatumke nopra E1
(B03MOXKEH, ecnn Ha NnopTy ycTaHoBAeH dopmaT nepegayun PRBS);

TestErr - Hannume olwnbBoK paboTbl TecTepa E1 Ha npuémHunke/nepeaatumnke nopra E1
(BO3MOXKEH, €cn Ha NopTy ycTaHoB/EeH popmaT nepegaym Test);

MYfASErr — Hannume oWwMBOK MyNbTUKAAPOBOM CUHXPOHM3ALNY;
CRC4Err — Hannume ownbok B CRC-4;

RCRC4Err — Hannune ycTaHOB/MEHHbIX BUTOB MHAMKAUMKM ownboK CRC-4 B ABYX NOCnefHUX
HeYeTHbIX Kagpax MyabTudpernma;

RarePulseErr - Hannune olINBOK, rOBOPALLMX O TOM, YTO MMMNY/IbCbl MPUXOAAT PEXKE, YEM
Nno/IoXKeHo npu KoguposaHun AMI/HDB3;
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LinkStatus

Signallevel

Longline

RTT

RX

TXlock -Ha nopTy KOpoTKoe 3amblKaHue (TX+ un TX-);
Unframed - nopt pabotaeT B HeppeliMMPOBaHHOM PEKUME;
Loop - Ha NopTYy BK/IOYEH JIOKaNbHbIN Wnend;

Remote loop - Ha NoOpTy BKAOYEH YAaNEHHbIN Wneind.

RTT - BpemA OT MOMEHTAa NOCbIJIKKX 3anpoca 40 MOMEHTa NoJliy4eHUA OTBETA.

OTobpakaeT cocToAHWe nopTa.
Up - ecTb coeanHeHue;

Down - HeT coeguHeHuA.

YpoBeHb curHana, abm.

TonbKo Npu BKAOYEHHOM LongLine anroputme NoACTPOMKM YPOBHA CUTHANA HA AJIMHHbIX
nvHuax E1 (6onee 100 m).

Bk/toueHne/oTKI0uYeHWE aropuTMa NOACTPOMKM YPOBHA CUTHANA HA AMHHbIX AMHUAX E1
(6onee 100 m).

He pekomeHayeTcA BKIOYATb HA KOPOTKUX ANCTAHLUAX.

Disabled - oTkntoueHo (N0 yMmonYaHuio);

Enabled - BkntoyeHo.

OtobpaxkaeT Round Trip Time Bpems OT MOMEHTa MOCLIJIKM 3aNpoca A0 MOMEHTA
nosyyYyeHun oTeeTa.

OTobparkaeTca ecnu BKAOYEHa Nepesaya TeCToBOro GpperimmpoBaHHOro noTtoka E1
(SendFormat - Test).

N3mepsaetca B Ul -unit interval. 1Ul = 0.48MmKc.

OTobparkaeT cTaTyc NpMemMHuKa nopta E1.

OK - otcyTtcTBMe owMBOK B paboTe NpMemHUKa/nepegatumnka nopra E1;

AIS - npucyTcTBue curHana AlS B npuHumaemom/nepeaasaemom notoke E1;

RAI - npucytcteue curHana RAl B npuHMmaemom/nepegasaemom notoke E1;
LOS - npucytcTeue curHana LOS B npuHnmaemom/nepegasaemom notoke E1;
AZS - npucyTtcTBue curHana AZS B npMHMMaemom/nepeaasaemom notoke E1;
NOS - oTcyTCTBME CUTHaNa Ha NpueMHuKe/nepeaatymke nopra E1;

CodeErr - Hannuue ownBOK KoamposaHua AMI/HDB3 Ha npMémHUKe/nepeaaTymKe nopTa
E1;

PRBSErr - Hannune owMbOoK nceBAoC/y4aiHON ABOUYHOM nocinegoBaTenbHocTn PRBS
(PRBS - pseudo-random binary sequence) Ha npuémHuke/nepenartumke nopra E1
(B03MOXKeEH, ecn Ha NopTy ycTaHoBAeH dopmaT nepeaayun PRBS);

TestErr - Hannume olwnboK paboTbl Tectepa E1 Ha NnpuémHuke/nepeaartumnke nopra E1
(BOo3MOKEH, €c/iM Ha nopTy ycTaHOBAEH popmaT nepeaayn Test);

RarePulseErr - Hann4yne OUJM6OK, roBOpPALLNX O TOM, YTO MMNY/IbCbl NPUXOAAT peXKe, Yem
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MOJIOXKEHO Npu KoamposaHun AMI/HDB3;
MIfASErr — Hannuue oWmnbOoK MyNbTUKAAPOBOM CUHXPOHU3ALNMY;
CRC4Err — Hannume owmnbok B CRC-4;
RCRC4Err — Hannune ycTaHOBMEHHbIX BUTOB MHAMKAUMKM ownboKk CRC-4 B ABYX NOCNeAHUX
HEYeTHbIX Kaapax MyabTudpenma;
OTobparkaeT cTaTyc nepeaaTymKka nopta E1.
T MorKeT NpMHMMaATb 3HAYEeHUNA aHanorudHble RX: NOS, AIS, AZS, LOS, RAI, PRBSErr, TestErr,
Loop, TXLock,MfASErr, CRC4Err, RCRC4Err, Ok.
TXlock -Ha nopTy KOpoTKoe 3ambiKaHue (TX+ un TX-);
Description  TekcToBOe onucaHue nHTepdeinca.
BkntoueHne/otkntoueHune E1 nopra.
Enable Yes - BKkAoYeH (N0 yMo4aHuUIo);
No - BbIKNOYEH.
YcTaHOBKa yaanéHHoro wneida Ha nopty E1.
Yes — wnelid yctaHOBAEH — AaHHble NOCTyMNatoLWwue Ha BbIXog, nepeaaTtynka nopta E1
Loop 33aBOPAYMBAIOTCA M MEpPeaaoTca 06paTHO Ha YAaNEHHbIN W03, IKBMBAIEHTHO YCTaHOBKE
dusnyeckom 3araywku B nopt E1.
No — wneid cHAT — nopT E1 paboTaeT B HOPpMasibHOM peMMeE (MO YMOIYAHUIO).
Bk/toueHne/oTKAoUYEeHNE KOHTPOAS GpPeimMOoBOI CTPYKTYPbl BXOAHOMO NOTOKa E1.
Yes — ycTaHOB/IEH peXxum nepegayun 6e3 KoHTPoaa GpPenmoBOI CTPYKTYPbI;
e y p pen, pona ¢p PYKTYpbI;
No — yCTaHOB/IEH pPeXUM Nepesayn ¢ KOHTpoaem GpenmMoBon CTPYKTypbI (Mo
YMOJIYaHUIO).
JaHHble nepefaBaemMble B IMHUIO.
AZS — TecToBbIN peXKMM — Ha BbIxog, nopTa E1 nogaétca curHan AZS;
AIS — TecToBbIV peXMm — Ha Bbixog, nopTta E1 noaaérca curHan AlS;
PRBS — TecToBbIi perkMm — Ha BbixoZ nopTa E1 nogaétca nceBgocayyanHan gBONYHanA
SendFormat  16cpen0BaTenbHOCT PRBS, TO €CTb HedpeiMMPOBaHHbBIN TECTOBbIN NOTOK AaHHbIX CO
CKopocTbio 2048 K6UT/c;
Test — TecTOBbIV peXKMM — Ha Bbixog, nopTa E1 noaaérca ¢peimmmpoBaHHbIA TECTOBBIN
noTok E1;
TDMOoP — HOpMa/bHbIN pexkum paboTtbl nopta E1 (no ymonyaHumio).
3aaHMe NCTOYHMKA CMHXPOHM3aLMK BbIXoAHOro NoToKa E1. 3geck yKasbiBaeTcA Ha3BaHue
nopta E1, cnyxawero MCTOYHMKOM CMHXPOHM3aLMK BbIXOAHOTO NoToKa E1 aaHHOro nopta

Mo ymo/14aHMIO YCTPOMCTBO paboTaeT B PperKMMe BOCCTAaHOB/IEHMA YAaCTOTbl U BbICTaB/IEHO
3Ha4yeHwue: -1.
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PRBSCheck

RxSpeed

Encoding

CRC4

FASOffload

Bk/toueHne/oTKoueHNe pexkuma perncrpaumm PRBS ownbok.
MNpoBepsaeT NoToK, Kak PRBS-31 nocneaoBaTenbHOCTD.
Yes - BKNOYEHO;

No - BbIKNOYEHO.
OTK/IOHEHWE YaCcTOTbl BXOAALLErO NOTOKa OT BHYTPEHHel, B ppb

Cnocob KoanpoBaHMA curHana.

HDB3 - 6unonapHoe KoAMPOBaHWNE C BbICOKOM NAOTHOCTbLIO (MO YMONYaHUIO);
AMI - nooyepenHaa NHBepcUA eauHULL.

Ncnonb3oBaHWE LNMKANYECKON NPOBEPKM M3ObITOYHOCTM B MynbTUdpenmax. Mo
ymonyaHuio sce onummn CRC-4 BbIKAOYEHDI.

Check - nepecuntbiBaTte CRC-4 1 NpoBepATb €ro ¢ NnepeaaHHbIM;

Send - cuutaTb M oTnpaBaaTb CRC-4 (npu BrkAtoueHHoM onumm FASOffload - reHepauwus O-
oro Taiim-cnora);

REICheck - npoBepsTb 6UTblI MHAMKALMK owmnboK CRC-4;

REISend - yctaHaBanBaTb 6UTbI MHAMKaLMK owmnboK CRC-4.

leHepauus 0-oro Talim-cnoTa.
Enabled - reHepupoBaTb -0-011 TaMM-CNOT;

Disabled - He reHepupoBaTb 0-011 TAMM-CNOT, NepeAaBaTb €ro NPO3payHo C NOTOKOM
TDMoP (no ymonyaHuio).

3.2.1.2 NyHkT /E1/nopt/statistics

[aHHbIN NYHKT MEHI0 NO3BO/ISET MPOCMOTPETL CTaTUCTMKY BblbpaHHOro MHTepdeica E1.

e B MeHIO OTOGpaKEHWA CTAaTUCTUKM CYETUMKM, HAUMHAIOWMECA HA X, XapaKTepusylT paboty
npuémHuka nopta E1;

® HayuHawuwmeca Ha tx OTO6pa)KalOT 3HaYeHMA CYETYMKOB XapaKTepunsyrowmnx pa60Ty nepengatymka

noprta E1;
JE1/1/statistics Advanced ESC+h - Help
[>.. | rXMfASErr 0
|>Total 99642 | txOk 99641
| Start 26.08.15 11:21:01 | txNOS 0
| Finish 27.08.15 15:01:42 | txAIS 0
| rxOk 99642 | txAZS 0
| rxNOS 0 | txLOS 0
| rxAIS 0 | txRAI 0
| rxAZS 0 | txPRBSErr 0
| rxLOS 0 | txLocks 0
| rxRAI 0 | txFDev -79
| rxPRBSErr 0 | txCRC4Sec 0
| rxTestErr 0 | txCRC4Rem 0
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| rxCodeErr | txMfASErr 0
| rxRareErr
| rxFastErr
| rxFDev -87
| rxCRC4

| rxCRC4Sec

| rxCRC4Rem

o O o

o O o

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 15:01:28.147 : [console] Control session started by admin from de

Total ObLiee Bpemsa cbopa CTaTUCTUKKN Nepenaym 1 npuéma AaHHbIx Yepes nopt E1.

Start [aTta n Bpemsa Hayasna cbopa CTaTUCTUKM Nepeaayun u npuéma AaHHbIX Yepes nopt E1.
Finish [ata 1 Bpems oKoH4YaHuMA cbopa CTaTUCTUKKM Nepesaym 1M Npuéma gaHHbIx Yepes nopt E1.
rxOk Ko/imyecTBo cekyHA, B TEYEHUE KOTOPbIX B MPUHUMAEMOM NOTOKe E1 OTCyTCTBYIOT OLIMOKN.

KonnyectBo ceKyHA, B TeYeHMe KOTOPbIX Ha BXoge npuMéMHMKA nopta E1 otcytcrByet

rxNOS o
BXO4HOW CUTHaA.

rxAlS Konn4yectBo ceKyHA, B Te4EeHME KOTOPbIX MPUHMMAETCA curHan AlS.

rxAZs Konn4yecTtBo ceKyHA, B Te4EHME KOTOPbIX MPUHUMAETCA CUrHan AZS.

xLOS KonnyecTBo CeKyH/A, B Te4eHUe KOTopbiX NpuHMmMaeTca curdan LOS (MHaMKaTop oTcyTCTBUA
CUHXpOHM3auumn G.704).

xRAI KonnyecTtBo cekyHA, B Te4eHUe KOTopbix NpuHUMaeTcs curdan RAI (MHAMKaTop yaaneHHom

olWM6KM B E1 NOTOKe yCTaHABAMBAEMbIW CTaHUMEN).

Konuuyecteo owmnbok nceesgocnyyaliHon ABOWYHOW nocnepoBaTenbHoctu PRBS (PRBS -
rxPRBSErr pseudo-random binary sequence), AaHHbIA CYETYMK WMCMONb3yeTcA Koraa Ha nopty E1
ycTaHoBAeH popmat nepegaym PRBS.

KosmuectBo olwmnbokK paboTtbl Tectepa E1, AaHHbIN CYETYMK UCNOJIb3YETCA KOTAa Ha MopTy

rxTestErr
E1 yctaHoBneH popmaT nepeaaun Test.

rxCodeErr Konnuectso owmnbok koanposaHma AMI/HDB3 Ha npuémHuke nopra E1.

Konnyectso OUJM6OK, rOBOPALNX O TOM, YTO MMNYNbCbl NPUXOAAT pPeEXKE, HEM MOTOKEHO

rxRareErr
npu KogmposaHum AMI/HDB3.
Konnyectso ownboK, roBopALLMX O TOM, YTO MMMYIbCbl MPUXOAAT YaLle, YEM NONOXKEHO
rxFastErr
npv KoguposaHun AMI/HDB3.
rxFDev OTKIOHEHME YacTOTbl BXOAALLEro NOTOKa OT BHYTPEHHeN, B ppb
rxCRC4 Konunyectso owmnbok CRC-4 Ha npuemMHuKe
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rxCRC4Sec

rxCRC4Rem

rxMfASErr

txOk

txNOS

txAIS

txAZS

txLOS

txRAI

txPRBSErr

txLocks

txFDev

txCRC4Sec

txCRC4Rem

txMfASErr

KonnyecTtBo cekyHa, B TEYEHUM KOTOPbIX 6bln 06HapyKeHbl ownbKku CRCA Ha npuEMHUKE

KonnyectBo ceKkyHA, B TeYEHMM KOTOpbiXx B 6MTax WHAMKaumm ownbok CRC-4 Ha
npuemHuke 6binnM 06HapyKeHbl OLWMOKK

Ko/imyecTBo ceKkyHz, B TeYEHWUM KOTOPbIX BblIM 06HapYKEHbI OWMBOKM MynbTUdPENMOBOM
CUHXPOHU3aUMKN HA NPUEMHUKeE

KonuyectBo cekyHA, B TeYeHMe KOTopbiXx B nepedaBaemMom notoke E1 oTcytcTBytoT
OLLUUBKMN.

KonnyectBo ceKkyHZ, B Te4eHMe KOTOpbIX HA BbixoAe nepegatynka nopta E1 otcyrcrByer
CUrHan.

KonnyecTtBo cekyHA, B Te4eHMe KOTOpbIX Nnepegaetca curHan AlS.
KonnyecTtBo ceKyHA, B Te4EeHME KOTOPbIX NnepegaeTca curHan AZS.

KonnuyecTtBo cekyHA, B TeYeHWe KOTOopbIX nepeaaetcsa curdan LOS (MHAMKaTop oTcyTCTBMA
CUHXpOHM3auumn G.704).

KonnuectBo cekyHA, B TeYeHMe KOTopbix nepegaerca curHan RAI (MHAMKATOP yAaneHHOM
owmnbku B E1 NoToKe yCcTaHaB/AMBaEMbI CTaHLMEN).

Konuuecteo owmnbok ncesaocnyyaliHon ABOWYHOW nocneaosaTenbHoct PRBS (PRBS -
pseudo-random binary sequence), AaHHbIA CYETYMK WMCMONb3yeTcAs Koraa Ha nopty E1
ycTaHoBneH popmat nepegaym PRBS.

OWwKnbKN, perucTpmpyemble NpM KOPOTKOM 3aMblKaHUM Ha nepegade (TX+ Ha TX-).

OTKNOHEHME YaCcTOoTbl UCXOAALLLEro NOTOKa OT BHyTPEHHEﬁ, B ppb

Ko/iMuecTBO CeKyHA, B TEYEHMM KOTOPbIX Oblan 0bHapykeHbl owubku CRC4A Ha
nepeaarymke

KoNMuecTBO CeKyHA, B TEYEHUM KOTOpbIX B 6WUTax WMHAMKAuMM owwnbok CRC-4 Ha
nepeaaTynKke 66111 06HapyKeHbI OLNOKU

Ko/imuecTBo ceKyHA, B TeYEHUM KOTOPbIX BblM 06HapYKeHbI OWMBOKM MynbTUDPENMOBOM
CUHXPOHU3ALMK Ha NepeaaTymKe

3.2.2 TMyHKT /TDMoP

MyHKT meHto /TDMOP cayuT ana npocmoTtpa TeKywmx ctatycos TDMoP noptos u Bbibopa
TDMoP nopTa ana ero ganbHenwen KOHPUrypaumm n NPoCcMoTpa CTaTUCTUKM.

/TDMoP
|>..
| O

Advanced ESC+h - Help
Name Status
Power Down
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.2.1 NyHKT /TDMoP/nopt/config
JaHHbIN NYHKT MeHI0 N03BOAAET KOHOUTYPUPOBaATb BbiIbpaHHbIN MHTepdeiic TDMoP.

[aHHbIV NYHKT MEHI0 BbIFAAUT caeayoumm obpa3om, npu cbpoLleHHbIX HacTponKax (no
YMONYaHUIO):

/TDMoP/0/config Advanced ESC+h - Help
|>.. | JBSize 4

| --Status-- | LocalTS 0-31

| StrStatus Power Down | RemoteTS 0-31

| SIPStatus Down | Loop No

| LinkStatus Down | SpeedReg PID

| CurrentJB 0 | Compression Disabled
| Speed 0 | KeyFramelnterval 16

| --NetConfig-- | DoubleSend -1

| AdminStatus Listen | LostRequest Enabled
| RemotelP 0.0.0.0 | ConstSpeed No

| RemoteChannel 0 | ConstSpeedValue 0

| FrameSize 2 | Slip Disabled
| VLANID 32 | SlipLeft 75

| VLANPri 6 | SlipRight 125

| ToS 0 | --NATConfig--

| MaxTimeout 4000 | WANIP 0.0.0.0
| UselP Yes | SIPPort 5060

| GatewayBypass Disabled | TDMPort 41000

| --Config--

| Description

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

StrStatus OTtobpakaeT ctatyc nepesaym TDMoP.

OTobpakaeT cTaTyc coeanHeHus no npotokoay SIP.
Down - coegMHeHWe He YCTaHOBJIEHO;

SIPStatus Waitinglnvite - oxxnpaHve npuraalweHuns yctaHoBku SIP-coegnHeHus;
WaitingResponce - oxuaaHne O0TBeTa Ha NpuUrialleHne ycTaHoBKM SIP-coeanHeHus;

WaitingAck- oxxnaaHve NoATBEPKAEHMWSA, YTO OTBET NOJYYEH;
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LinkStatus

CurrentJB

Speed

AdminStatus

RemotelP

RemoteChannel

FrameSize

VLANID

VLANPri

ResolvingHost - onpeaeneHne MAC'a yaaneHHOW CTOPOHbI;

Too much frames in JB — npeBbllIEH MaKCMMa/IbHO BO3MOKHbIV pasmep OKUTTEp-
bydepa (makcumanbHoe Konundyectso Ethernet dpeimos B jitter-6ydepe,
orpaHMYeHo Yucaom 512, 1.e. AONXKHO BbINONAHATLCA ycnoBue JBSize/FrameSize <
256);

Connected - coeagnHeHue yCtaHOBJ/IEHO,

CocToAaHMEe AaHHOro coegnHeHus.
Up - coegmMHeHne ycTaHOBAEHO, MAET Npuém n nepegadva TDMoP ¢peiimos;

Down - He ocyluecTBaseTca Nnpuém nnun nepegadya TDMoP ¢ppeinmos;
OTobpakaeT TEKYLLMIA pasmep oRUTTep-bydepa B MKC.

3Ha4yeHMe BbIXO4HOW YacTOTbl MOTOKA Ha MHTepdeice E1. 3HayeHne AaHHOIo
napameTpa yCTaHaB/IMBAETCS HA OCHOBE BHYTPEHHEro aIfopUTMa BOCCTAHOBAEHMS
4acTOTbl CUHXPOHM3aLMK. 3Ha4YeHMA MOryT ObITb Pa3HbIMK Ha ABYX LWAKO3aX AN
OAHOrO0 M TOro e notoka E1, Ho Npu 3TOM camo 3HayYeHMe Ha O4HOM LUo3e
NPAKTUYECKU HE JONKHO USMEHATCA C TEYEHMEM BPEMEHM.

YcTaHaBANBAET peXMM paboTbl AA AaHHOro nopta. Pexxum paboTbl BbibMpaeTca
OTAENbHO A8 KaXaoro nopra.

Listen - B faHHOM peXXMME LUI03 OXKMAAET 3aMPOC HA YCTaHOB/IEHNE COeANHEHUA
OT YAANEHHOIO LWA03a (N0 YMONYAHUIO);

Connect - B faHHOM pexXunme W3 OTNpPaBAAET 3aMpocCbl Ha YCTaHOB/IEHUE
coegunHeHuA,

Blocked - nopT 3a610KMpPOBaH, YCTaHOBAEHME COEAMHEHMA A8 3TOro NOPTa
HEBO3MOMHO.

AlwaysSend - npuHyauTenbHa nepegaya NoToka, 6e3 co3gaHMa coeanHeHUsA No
npotokony SIP.
IP-agpec yganéHHoro wnwo3a.

Homep nopTta E1 Ha yaanéHHOM LWNtO3e, C KOTOPbIM YCTaHAaBANBAETCA COeANHEHME.

YcTaHaBMBaeT pasmep pperima B % mc. MoxKeT NpuHUMaTb 3HauyeHua: oT 1 go 63
(31.5mc). Mo ymonyaHuio pasHo 2.

YctaHoBKka meTku VLAN ID 802.1p ona nakeToB AaHHOrO NOpTa, 3a43ETCA Kak
pecAatTuyHoe yuncao ot 0 go 4095. 0 — o3HayaeT OTCYTCTBME METKM.

3HayeHue No ymonyaHuio: 32.

But npnoputeta B meTke VLAN ID 802.1p. 3apaéTca Kak aecatnyHoe yncno ot 0 go
7.

3HayeHMe No YyMoNYaHuio: 6.

Heobxoammo, utobbl Tpaduk E1 umen camblit BbICOKUIA NPUOPUTET B MECTHOW CETU
Ethernet.
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YcTaHoBKa MeTKKU npuoputeTa (6aiTa) IP ToS ansa naketos, nepeaatolmMxcsa B pamKax
[AHHOro coegMHeHUs. 3HaYeHMe 3a4aETcA B AeCATUYHOM popmaTe, AManasoH

ToS 3HayeHur oT 0 go 255 c warom 1.

3Ha4yeHue no ymondanuto: 0.

YCTaHaBAMBaET MaKCMMAJIbHOE BPEMA IKCTPANOAALUN B MUNINCEKYHAAX.
MaKcumanbHOe Bpems, B TEYEHNE KOTOPOTO B C/1y4ae OTCYTCTBMA NAKETOB C
AaHHbIMKM NoToKa E1, wnto3 byaer BocCcTaHaBAMBATb COAEPKUMOE STUX NAKETOB Ha
OCHOBE NpeablayLuX NPUHATLIX MAaKETOB M TEM CaMbiM NOAAEPKUBATb BbIXOAHOM
notoK E1. MoxkeT npMHMmMmaTh 3HaveHma: ot 0 go 7000.

MaxTimeout

3HayeHue no ymonyanuto: 4000 mc.

BkatoueHne/oTKAIOYEHNE PeXKMMa nepeaaym NakeTos ¢ AaHHbIMM NoToKa E1 6e3
IP/UDP 3aro/ioBKOB.

JaHHbIN pexXum paboTbl MO3BOAAET CHU3UTL NPOMYCKHY CNOCOBHOCTD
Heobxoaumyto Ana nepegaym notoka E1, npu 3HayeHnn napametpa «No». Pabota B
[AHHOM peXume BO3MOXKHA TOJIbKO B Cy4Yae, eC/n LWA3bl HAX0AATCA B ogHOM IP
noaceTu. YCTaHOBKa COeAMHEHMUA MEXKAY LJIF03aMM MPOUCXOANT C UCNOb30BAHMEM
IP 3aronioBKOB, 6€3 |IP 3aronoBKOB NepeaatoTcs TO/bKO MNaKeTbl C AaHHbIMW MOTOKA
El.

UselP

Yes - BKNoUYeHO (Mo ymonyaHuio);

No - OoTK/It04EeHO.

OTBeyvaer 3a npoxoxageHme nNoToka E1l mexay pasimv4HbiMn noacetaMmun, MNHyYA
wnto3. MNMpumeHAaeTcA B TOM cayyae, KOorga nogcetun, No cyTw, o6pa3y|0T eanHYHo

NIOKaNIbHYIO CeTb, 0OMEHNBAACH NPU 3TOM OObIYHBIMU AAHHbBIMU Yepes LWto3.
GatewayBypass

Disabled - BbiIknto4eHO (N0 ymon4yaHuio);

Enabled - BkntoueHo.
Description OnucaHue nopTa.

YCcTaHOBKa pa3mepa BbIXOLHOW oYepesm, B MUAANCEKYHAAX.

OH ponkeH 6b1Tb 6oblue, Yem GpAyKTyaLMA TPAH3UTHOIO BPEMEHMW B CETU.

Hanpumep, ecnun gns cta nakeTos Bpemsa TpaH3uTa Konebaetca ot 2.5 go 6.5 mc, To

bydep gonkeH 6biTb, X0Ts 6bl 4 MC, 4TODObI HWU O4MH NAKeT He 6bla noTepAH. Jlyywe,

ecnu bydep ewe 6oblue, TOrga CMoXKeT paboTaTb MeXaHU3M Nepesanpoca

NOTEPSAHHbIX MAKETOB. Bo BCcex cnyyasx, Korga AvMcnepcus BpemMeHu 3a4epKKu

NnpeBbIWaeT eANHULLbI MUIZICEKYHA, BEIMYMHA Bydepa — KOMMPOMUCC MeXKay
JBSize 3a/ePXKKOM M KONNYECTBOM NOTEPAHHBIX NAKETOB.

MoKeT npMHUMaTb 3HayeHus: oT 1 mc 4o 2000 mc Ha nopT, Ho He 6osee 4000 mc Ha
BCe YCTpolcTBO (HaumHas ¢ 9.4SR26).

CneayeT yunTbIBaTb, YTO MaKcUMasibHOe KoaudecTso Ethernet ppeitmos B jitter-
6ydepe, orpaHMYEHO YMCAOM 512, T.e. AONKHO BbIMOAHATLCA YCAOBUE
IBSize/FrameSize < 256 (HaunHas c 9.4SR28)

Mo ymonyanuio 4 mc.

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com 66



Sprinter TX TY6665-005-62880827-2013

Cnu1coK Talim-cI0TOB, BXOAHOMo NoToKa E1 noKanbHOro Wo3a, AaHHbIe KOTOPbIX
6yayT nepenaBaTbCs Ha yAaNEHHbIN Wto3 Yepes IP/Ethernet ceTb. CNMCOK Tam-
CNOTOB 3agaetca nepeuncaeHmem (20,11,18,19), auanasoHom (18-20) nam mx
KombuHaumamm (11, 18-20). Mops Aok nepeymcieHmns TaliM-C/I0TOB B CNIUCKE He
MMEET 3HaAYEHMUS.

LocalTS

3Ha4yeHue no ymonyanHuio: 0-31.

Cnu1CcoK TalimM-CI0TOB, BbIXOAHOTO NOTOKA E1 yaanéHHOro wni3a, B KOTOPbIX byayT
pa3mellaTbca AaHHble npuHATbie u3 IP/Ethernet cetn yaanéHHbim wnto3om. CNncok

RemoteTs TaliM C/I0TOB 3a438TcA aHanornyHo LocalTs.

3HayeHue no ymonyanuto: 0-31.

YcTaHOBKa /IoKanbHOro wielida Ha nopty E1.

Yes - wneid yctaHOBAEH - AaHHble NocTynatowme us amHumn E1 nepegatorca

Loo,
P 0bpaTHO B IMHUIO;

No - wneind cHAT - nopT E1 paboTaeT B pexxume nepeaayun AaHHbIX (MO YMONYAHMUIO);

YcTaHaBAMBaAET peXMM BOCCTAHOBAEHUA YacTOTbl. MOXKeT NPMHMMATb 3HAYEHMUA:

SpeedReg PID. FT

BktouyeHne/oTkAoueHWe cxkaTua E1 noToKa. CxkaTue ocyluecteaseTca 6e3 notepb.
Ecnn cxkaTue BKAOYEHO, TO HEUCMONb3yeMble B KaHasle TakM-CNOTbl HEe NepeaatoTcs;
Compression ,
P Disabled - oTkntoueHo (Mo ymonyaHuio);
Enabled - BkntoyeHo.
B cny4yae BKAOUYEHHOTO CXKaTWA MOXKHO PErYIMPOBaTb MHTEPBAN MEXAY

nepejadYamu NakeTos co Bcemu Talim-cnotamu (KeyFramelnterval). Moxer
KeyFramelnterval NPVWHVWMAaTb 3Ha4eHua oT 0 10 65535 dpeiimos.

Mo yMON4YaHUIO UMEET 3HauyeHune 16 hppeiimos, T.e. NaKeT CO BCEMU TalM-CIOTamMMm
6yaeT oTNPaBAATLCA Yepes Kaxaple 16 ppeimos.
3azeprKKa nepes oTnpaBKon Ayb6aMpoBaHHbIX GPenMOB;
[unana3oH 3Ha4YeHu oT -1 oo 63 dppenmos;
-1 (no ymonuyaHuto) oyb6anpoBaHMe OTKOUYEHO;
DoubleSend
0 - nybnmpoBaHHbIM ¢ppeiim ByaeT oTnpaB/ieH cleayowmnm;
1 - ny6npoBaHHbI ppenm byaeT oTnpasieH Yepes 1 dpeinm;

2 - pybnnpoBaHHbIM dpeim ByaeT oTnpasaeH Yepes 2 ppeiima;

BkAtoyeHne/oTKAOYEHWE Nepe3anpoca NoTepaHHbIX Gpelimos.
LostRequest Enabled - BkntoyeHo (N0 yMOYaHUIO).

Disabled - oTknto4ueHo.

BkAtoyeHne/oTKNI0YEHNE peXnMma NOCTOSHHOW CKOPOCTH.
ConstSpeed P P

Yes - BkntoveHo. Ecauv yctaHoBeHo Yes, TO HEO6XOAMMO BbICTaBUTb CKOPOCTb B
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napametpe ConstSpeedValue. (ncnonb3oBaTb He peKOMeHAyeTcA)
No - oTKNYEeHO.
BbicTaBnseT 3HaYeHWe NOCTOAHHOM CKOpPOCTU. Micnonb3lyeTcs, ecin 3HaYeHne
ConstSpeedValue
napameTtpa ConstSpeed npnHMmaeT 3HaueHue Yes.
BK/lOYEHNE/OTK/IOUEHNE pPEeXKMMaA OTCAEXKMBAHMA MPOCKaNb3bliBaHMA (T.e. /Mbo
nepenosiHeHMa, AuMbo  onycToweHus  OxuTTep-bydepa) npu  BHellHel
slip CUHXPOHU3aLMW.
Disabled - BbIkNt04YeHO (MO yMONYaHUIO);
Enabled - BkntoyeHo.
JleBas rpaHuMLLa B NPOLEHTAxX OT AxKnUTTep-bydepa.
SlipLeft MoeT NpMHUMATbL 3HayYeHus B aManasoHe 10-90%.
Mo ymonyanHuto 75%.
MpaBas rpaHMLUaA B MPOLEHTax OT AXKUTTEP-bydepa.
SlipRight MokeT NpMHUMATb 3Ha4YeHunA B aManasoHe 110-200%.
Mo ymonyanHuto 125%.
IP - agpec WAN nopta NAT poytepa.
WANIP
Mo ymonyaHuto 0.0.0.0 - He yCTaHOB/EH.
SIP nopT ycTponcTBa Ha yAaNeHHOM KOHLLE.
SIPPort Mo ymon4yaHuto 5060.
Ucnonb3yetca npotokon UDP;
UDP nopT Ha yaaneHHOM ycTpouncTee A4 nepeaayun no npotokony UDP/TDMOP.
TDMPort
Mo ymonyaHuto 41000.
PeXXumM MHTepnoanpoBaHuUsA (B Cayvae OTCYTCTBUA MAKETOB C AaHHbIMKW NOTOKa E1, B
TeyeHun BpemeHn MaxTimeout).
PrevData — nepepaya npeaplayLwmx NPUHATbIX NAaKETOB (MO YMOIYaHUIO);
AlS — nepepaya curHana AlS.
InterpMode

MpumeyaHue: B KOHCOMLHOM MEHIO, 3Ma HACMpPOUKa He 8X00UM HA SKPAH,
rnosmomy ee aAy4uwe ycmaHasaueame KomaHooul Set, Hanpumep:

Set TDMoP/0/config/InterpMode AlS

unu yepes Web-uHmepdgelic Myasmunaekcopa-Kommymamopa

3.2.2.2 NyHKT /TDMoOP/nopt/state

[aHHbIV NYHKT MeHI0 0TobparkaeT Tekyliee coctosiHue BbibpaHHoro TDMoP nHtepdeiica.

/TDMoP/0/state
|>..

Advanced ESC+h - Help
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| StrStatus Power Down

| SIPStatus Down

| Uptime 0 days, 0 hours, 0 min, 0 sec
| LinkStatus Down

| Timeout 0

| RedirectedMAC 00:00:00:00:00:00

| RedirectedIP 0.0.0.0

| RedirectedChannel 0

| CurrentJB 0

| Speed 0

| UsedTimeslots 0

| FPS 1000

| EthFrameSize 316

| Bandwidth 2468

| MinJB 0

| MaxJB 0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

StrStatus

SIPStatus

Uptime
LinkStatus
Timeout
RedirectedMAC
RedirectedIP

RedirectedChannel

OTtobparkaet cTatyc nepegaym TDMoP.

OTobparkaeT cTaTyc coeaAnHeHns no npotokony SIP.
Down - coegnHeHne He yCTaHOB/IEHO;
Waitinglnvite - oxkxnpaHue npurnaweHns yctTaHoBku SIP-coeguHeHUs;

WaitingResponce - oxkvgaHve OTBETa Ha NpUraalleHne ycTaHoBKM SIP-
COoeaMHeHUs;

WaitingAck- oxknaaHve noaTBepPKAEHUSA, YTO OTBET MOJYYEH;
ResolvingHost - onpeaenenve MAC'a yaaneHHOM CTOPOHbI;

Too much frames in JB — npeBbILEeH MaKCMMa/IbHO BOSMOMHbIM pasmep AKUTTep-
bydepa (MakcumanbHoe Konundectso Ethernet ¢ppeinmos B jitter-6ydepe,
OrpaHnYeHo yncaom 512, T.e. 4O/IKHO BbINONHATLCA ycnosue JBSize/FrameSize <
256);

Connected - coegHEHWE YCTaHOB/IEHO.

Bpemsa nepeaayuun NnoToka;

OTobpakaeT COCTOAHNE NMHKa NOPTa;

CKo/IbKO BpeMeHu He 6bl1o dpeimoBs, Mc
MAC-agpec Kyga 6b11m nepeHanpasieHbl dpelrimbl
IP-appec Kyaa 6blnn nepeHanpasaeHbl Gperimbl

Homep KaHana kyga 6b11v nepeHanpasaeHbl Gpperimbl
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CurrentlB
Speed
UsedTimeslots
FPS
EthFrameSize
Bandwidth
MinJB

MaxJB

TeKyLiee 3HaueHne AKUTTeP-bydepa, MKc

TeKyLiee OTKNOHEHWE OT ONOPHOWM YacToTbl (2048[u), ppb
KosimyecTBo TaliM-CNOTOB, KOTOPbIE B TEKYLLMI MOMEHT M3MEHAITCA
KonmuectBo ¢pelimoB B CEKYHAY

O6wmin pasmep dpenma

TeKyLas WrpuHa Noiockl NPonycKkaHua, Kout/c

MWHUMaNbHbBIN (MFHOBEHHbIN) pasmep AxXutrep-bydepa, MKC

MaKcuMManbHbIv (MTHOBEHHbIN) pasmep AXuTTep-bydepa, MKc

3.2.2.3 MyHKT /TDMoP/noprt/statistics

JaHHbIM NYHKT MeHI0 0TobparKaeT cCYETYMKM OLWNBOK BbibpaHHOro TDMoP nHTepdeiica.

/TDMoP/0/state
|>..

| Start

| Finish

| Valid

| Resend
| Ovf

| Undf

| Ignored
| Interp

| Resync

| SlipAdd

| SlipRem

| Lost

| LostReq

| Restored
| Fatal

| txDiscards
I
I

| Recommened)B

Advanced ESC+h - Help

09.01.00 01:45:27
11.01.00 21:56:04

eNeNelNeolNolNoNolNolNeolNolNolNolNolNolNolNolNolNol

5

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 17:16:20 : [console] Change of the user is made to admin

Start

Finish

Havano c6opa CTAaTUCTUKMN.

KoHeu, cbopa CTaTUCTUKM.
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Valid Konunuyecteo 6e30wmnb04Ho npuHaThIX TDMOP dpeinmos.

Resend Konnyectso ppeimoBs, nepeaaHHbIX MOBTOPHO MO 3anpocy yA3IeHHOro
MYAbTUNAEKCOPA-KOMMYTaTOpPa.

Oovf Konnyectso ppeitmoB, OTOPOLLIEHHbIX U3-3a NEPENOIHEHWUA BXOAHOTO bydepa.

Undf KonunuyectBo cboeB, Bbi3BaHHbIX HEXBATKOM AaHHbIX B bydepe nepeaaun.

Ignored Konunyecteo otbpolieHHbix TDMoP ¢bpeimos.

e KonnyectBo ppenmoB, 3aMeHEHHbIX MpU Nepegaye Ha NpeablayLwmin nakeT us-3a
3a1ePXKKU UM NOTEPU AaHHbIX B ceTu Ethernet.

Resync KonnyectBo MHULMaLMi npoLecca nepesayn, BOSHUKAET NPU PECUHXPOHM3ALMMN.

slipAdd KonnyectBo npocKanb3blBaHMA, BO3HUKLLMX M3-32 MasION 3aN0JIHEHHOCTU AXKUTTEP-
6ydepa. Perncrpmpyetca B ciydae, KOraa Ucrnoib3yeTcs BHELWHAA CUHXPOHM3aLMA.

slipRem KonnyectBo npockanb3blBaHW, BO3HUKLLMX U3-32 MepenoIHEHUS AKUTTeP-Oydepa.
Pernctpupyetca B cnyyae, Korga MCNOAb3YEeTCA BHELIHAA CUHXPOHU3aLLMA.

Lost Konunuyectso notepsHHbIX dppeinmos TDMoP.

LostReq Konnyectso nepesanpocos ¢perimos TDMoP.

Restored KosimuyecTtBo BoccTaHOBEHHbIX ppeirtmos TDMOoP ¢ nomoLlbio npoueaypbl MOBTOPHOM
nepegauu.

Fatal KonnuectBo annapaTHbIX OWKOOK.

, KonnyecTBo nakeToB, KOTopble 6blin 0TOpOLLEHbI U He 0bpaboTaHbl U3-3a

txDiscards o
nepenosIHeHUs BbIXOAHOW ovepeau.

AvgSpeed CpenHsaa CKOpOCTb.

AvgJB CpeaHuin pasmep axuttep-bydepa, MKc.

MinJB MWHUMaNbHBIN pasmep AXUTTep-bydepa, mc.

MaxJB MaKcrMmanbHbI pasmep AxuTTep-bydepa, mc.

RecommenedJB PeKkomeHAyeMbIN pa3smep AxuUTTep-bydepa, mc.

3.2.3 NyHkT /Eth

[aHHbIN NYHKT MEHIO CAYKMT ANA MPOCMOTPa TeKywwmx ctaTycoB Ethernet moptos u Bbibopa
Ethernet nopTa 4nA ero AanbHelwen KOHPUIypaLMM 1 NPOCMOTPA CTaTUCTUKMK.

/Eth
[>..
| emac

Name

Advanced ESC+h - Help

Link Speed Duplex STP ChangeTime Queue
Up Auto Full Forward 01.01.00 00:00:00 0
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| SFPO Up 1G Full Forward 01.01.00 00:36:49 0
| Down N/A  N/A Forward ~ 01.01.0000:00:00 0
| cpu Up 1G Full Forward 01.01.00 00:00:00 0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

HenogkntoueHHble NOPTbl BbIAENATCA KpPacHbIM LBeTOM. 1A KOH$UrypauuMm M NpocmoTpa
CTaTUCTUKN HEOBXOAMMO BblOPATb HY*KHbIM NOPT.

3.2.3.1 MNyHKT /Eth/emac

MopT emac - 3To NOPT M3 CPU B CTOPOHY CBMTYA.

/Eth/emac Advanced ESC+h - Help
[>..

| config
| state
| statistics

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.3.2 NyHKT /Eth/emac/config

B AAaHHOM NYHKTE MOXHO 33JaTb TEKCTOBOE OMucaHuWe Ana NnopTta emac U NOCMOTPeTb mac-
afpec MynbTUNAEKCOPa-KOMMYyTaTopa.

/Eth/emac/config Advanced ESC+h - Help
|>..

| Description
| PhysAddress 54:A5:4B:9A:36:29

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Description TeKcToBOE onucaHue Ansa NopTa;

PhysAddress dusnuecknin agpec mynbTunaekcopa-kommyTtaTopa (MAC-agpec);

3.2.3.3 NyHkKT /Eth/emac/state

B faHHOM NyHKTe 0TOBParXKaoTCA CTaTyC, CKOPOCTb Nepesaum v pexmMm gynaekca nopta emac.

/Eth/emac/state Advanced ESC+h - Help
|>..

| Status Up

| Speed 100M

| Duplex Full

| LastChange 27.08.15 17:03:53

| MTU 1522
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| RXUil 1
| TXUtil 1

Filter: <Press any letter key to start filtering items>

LOG:27.08.15

17:16:23.913 : [console] Change of the user is made to admin

CraTyc uHTepdeinca.

Status Up - BKAIOYEH.
Down - BbIKNOYEH.
CkopocTb Nepegaym nHtepdeinca.
10M - 10M6uT/c.
Speed 100M - 100M6wuT/C.
1G - 1réwur/c.
Auto - aBTOMaTU4YecKoe onpeaeneHue.
Perknum obmeHa BbIBpaHHOro MHTEepdeica.
Auto - aBToMaTM4ecKoe onpeaeneHune (no ymoadaHuio).
Duplex Full - nonHOAYNNEKCHBIN PEXKMUM: OAHOBPEMEHHAA Nepeaaya v npuem.
Half - nonyaynneKcHbI pexkMm: B O4MH MOMEHT BpeMEHU OCyLLEeCTBAAETCA MO0
nepeaada, 1Mbo npuem.
LastChange [aTa v Bpems nNoc/iegHero MU3aMeHeHus.
MTU MaKcrMmanbHbI pasmep dpenma
RXULil 3aHATaA NponycKkHas cnocobHoOCTb MHTepdeiica Ha NpMeme, B NPOLEHTaXx.
TXUtil 3aHATaA NponycKHasa cnocobHOCTb MHTepdeiica Ha Nnepeaaye, B MPOLEHTaX.
3.2.3.4 NyHkT /Eth/emac/statistics
B flaHHOM NyHKTE MEHI0 0TO6pPaXKakoTCA CYETYMKM OWMBOK A1 NopTa emac.
e B cyeTuMKax, HauMHaloLMeca Ha rx, 0TobpPaKakTCA 3HAYEHNA NPUHNMAEMbIX NaKeToB;
e B cyeTuMKax, HauMHalolmMeca Ha tx, oToBpPaXkaloTcA 3HaYeHUA NepeaaBaeMbIX NaKeTos;
/Eth/emac/statistics Advanced ESC+h - Help
[>..
| rxUnicast 22754655
| rxNUnicast 399114
| rxBroadcast 338779
| rxMulticast 60335
| rxPause 0
| rxUndersize 0
| rxOversize 0
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|  rxErr 0
| rxFCSErr 0
| rxDiscard 0
| rxFiltered 90
| rxGoodOctets 34936676
| txUnicast 22751295
| txNUnicast 3936
| txBroadcast 84
| txMulticast 3852
| txGoodOctets 1023317
| free 326
Filter: <Press any letter key to start filtering items>
LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

rxUnicast

rxNUnicast

rxBroadcast

rxMulticast

rxPause

rxUndersize

rxOversize

rxErr

rxFCSErr

rxDiscard

rxFiltered

rxGoodOctets

txUnicast

txNUnicast

txBroadcast

txMulticast

Ko/smuecTBo NpuHATbIX unicast nakeTos.

Ko/simuecTBo npuHATLIX HE unicast NakeTos, TO ecTb Koanyectso broadcast + multicast
naKkeTos.

KonnyectBo npuHATbIX broadcast nakeTos.

KonnyecTtBo npuHATbIX multicast nakeTos.

KonnyectBo NpuMHATLIX pause NaKeToB.

Konnuyectso nakeToB ¢ A/IMHOW MeHblle 64 6ainT 1 BepHbim FCS.

KonnuyectBo nakeToB ¢ AnMHOM 6osiblue makcumanbHon (1522 6aiita) n sepHbim FCS.
KonnyecTso owmMBOK Ha npueme.

KonnuyectBo NpuHATLIX NAKETOB C AONYCTUMOM ANnHOM (64-1522 6anTa) n HeBepHbim FCS.

KonnyecTBo nakeTos, KoTopble 6biin oTbpolLeHbl U He 06paboTaHbl U3-3a NepenoaHeHnA
BXOZHOW ouepeau.

KonnuyectBo NpuHATLIX NaKeToB, KOTopble bbian oTbpoLlleHbl U3-3a HeBepHoro VLAN ID
nan orpaHnvyeHna MAC-agpecoB Ha nopTy.

KonnuyectBo npuHATbIX 6anT 6e3 oWnbOoK.
KosimuecTBo nepeAaHHbIx unicast nakeTos.

KonnuecTBo nepefiaHHbIX He unicast NakeToBs, TO ecTb KoanyecTso broadcast + multicast
NakeTos.

KonunyecteBo nepegaHHbIx broadcast nakeTtos.

KonnuectBo nepeaaHHbix multicast nakeTos.
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txGoodOctets KonunuyecTBo nepenaHHbIX 6anT 6e3 oWnbOoK.

KonnuectBo cBo60AHbIX BydepoB y onepaLmoHHON CUCTEMbI A8 NPUEMa U Nepesayn

ree .
A dpenmos

3.2.3.5 MyHKT /Eth/SFP nopt

B OaHHOM MYHKTE MEHI0 MOXKHO MNeperTM K KoHOUrypaumm nopra, NMPOCMOTPETb CTaTUCTUKM
COCTOAHWIA, CYETYMKOB OWNBOK, MHPopMaumto o sfp moayne.

JEth/CSFP2 Advanced ESC+h - Help

| config
DDM
IDProm
LLDP
PHY
QoS
RSTP
state
statistics

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.397 : [console] Change of the user is made to admin

3.2.3.6 MNyHkT /Eth/SFP nopt/DDM

B A4aHHOM NyHKTe MeHI0 MOXHO npocmoTpeTb DDM (Digital Diagnostics Monitoring) - ¢yHKums
uMPPOBOro KOHTPOJIA NapameTpoB npousBoguTenbHoct SFP mopaynAa. [o3sondetr oTciexuBaTb B
peasbHOM BpeMeHW TaKuMe napameTpbl KaK: HanpaxeHue, TemnepaTypy MoAyAnAa, TOK CMeweHuAa W
MOLLHOCTb Nna3epa, ypoBeHb MNPUHUMAEMOro CUrHana, CUrHanbl TPeBOrn W npeaynpexgeHua. Huxke
noKasaH npumep oTobparkeHua uHopmauuu, Korga B SFP nopT noakntoueH Sprinter TX (SFP), 6e3
HacTpoeHHol nepegaun TDMoP. Temnepatypa pasBHa 0, T.K. Sprinter TX (SFP), He noagep:kusBaet
nsmepeHue temnepatypbl. CurHan LoRXPower nHbopmumpyeT o HM3KOM curHane nepepade - TDMoP He
nepegaerca. CurHan LoTXPower MHPopmMMpyeT O HU3KOM CUrHane Ha Bxoge MHTepdenca E1 - Ha Bxop
HUYero He NOAaHoO.

/Eth/SFPO/DDM Advanced ESC+h - Help
[>..

| Temperature 0

| vCC

| TXBias

| TXPower

| RXPower

| RXLevel

| Alarms LoTXPower,LoRXPower
| Warnings LoTXPower,LoRXPower

Filter: <Press any letter key to start filtering items>
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LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Temperature Temnepartypa, C;

vCcC HanparkeHwue, B;

TXBias TOK HaKayKku nasepa, A;

TXPower MowHocTb nasepa, mBT;

RXPower MolHOoCTb Ha npneme, MBT;

RXLevel YpoBeHb NPUHMMAEMOTO CUrHaNA, Abm;

CurHanbl TpeBOTK:
HiTemp - BbiCOKaA TemnepaTypa;
LoTemp - H/3Kaa Temnepartypa;
HiVCC - BbICOKOE HanpAaKeHue;
LoVCC - HNU3KOEe HanpsaXKeHue;
Alarms HiBias - BbICOKWNI TOK CMELL,EHUA;
LoBias - HU3KNi TOK CMELLEeHUs;
HiTXPower - BbICOKasa MOLHOCTb CUrHaNa Ha nepegaye;
LoTXPower - H/13KaAa MOLLHOCTb CUTHa/a Ha Nnepegade;
HiRXPower - BbICOKaA MOLHOCTb CUTHa/1a Ha NpMeme;

LoRXPower - H/3KadA MOLLHOCTb CUTHAa Ha Npueme;

CurHanbl npegynpexXaeHua:
HiTemp - BbiCOKaA TemnepaTypa;
LoTemp - H/3Kaa Temnepartypa;
HiVCC - BbICOKOE HanpAaXeHUe;
LoVCC - H1n3Koe HanpAaXeHue;
Warnings HiBias - BbICOKMI TOK CMELLEeHUs;
LoBias - HU3KUMN TOK CMeLLLEHUSR;
HiTXPower - BbICOKaA MOLLHOCTb CUTHA/a Ha Nepeaade;
LoTXPower - H/13KaAa MOLLHOCTb CUTHaNa Ha Nepepade;
HiRXPower - BbICOKaA MOLWLHOCTb CUFHA/1a Ha NpUeme;

LoRXPower - H/N3KaA MOLLHOCTb CUTHaNA Ha Npueme;

3.2.3.7 NyHkKT /Eth/SFP nopt/IDProm

B AaHHOM MyHKTe MeHI0 MOXKHO npocmoTpeTb IDProm SFP-moayna. Mo3sonsaeTt oTcnexmsaTb B
peasibHOM BpPEMEHW TaKMe MapaMeTpbl KakK: TUN YCTPOWCTBA, pPa3beM MOAK/IOYEHMA, CKOPOCTb
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nepegauu, AnvHa BOAIHbI. HuxKe nokasaH npumep oTobpakeHua uHdopmaumu, kKorga B SFP nopt
nogkntoyeH SFP-moaynb nponssoactsa APAC Opto.

/Eth/SFPO/IDProm
|>..

Advanced ESC+h - Help

| Type SFP

| Connector SC

| Encoding _8B10B

| Speed 1300

| Wavelength 1550

| CPLinkLength

| FBLinkLength 10

| Vendor APAC Opto
| PartNumber LS48-C3S-TC-N-K5
| Revision 0000

| SerialNumber 8819059090
| Manufactured 11.09.2008

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Type Tun ycTponcTBa;
Connector Tun BHeLWHero pa3bema;
Encoding Kog, I'IO(.:J'.IE,D,OBaTeanOI'O anropuTmMa KogupoBaHua; MOoKeT NPUHNUMATb 3HaYeHUA:
Unspecified, 8B10B, 4B5B, NRZ, Manchester, Reserver.
Speed CKopocTb nepegaun, Mbps;
Wavelength  [avHa BOAHbI Ha nepegayy, HMW;
CPLinkLength  OanbHoCTb Nepenaun megHoro SFP-moayna, m;
FBLinkLength  [JanbHOCTb Nepegayu onTuyeckoro SFP-moayns, Km;
Vendor Mpounssogutens SFP-moayns;
PartNumber Homep nnatbl SFP-moayns;
Revision Homep pesunsnn nnatol SFP-moayna;
SerialNumber CepuiiHbli Homep SFP-moayns;
Manufactured [ata npoussoacTtsa SFP-moayns;
3.2.3.8 NyHkT /Eth/nopt/PHY
[aHHbIV NYHKT MeHto no3sonseT KoHPUrypnpoBaTb BbibpaHHbIN Ethernet nopt Ha dusmnueckom
ypoBHe.
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/Eth/0/PHY Advanced ESC+h - Help
|>..
| Loopback No
| Speed 100M
| Aneg Enabled
| PWDown No
| RestartAneg No
| Duplex Full
| AnegDone Yes
| Modes 10Half,10Full,100Half,100Full
| PartnerModes 10Half,10Full,100Half,100Full,Pause,AsymPause

LOG:11.01.00 03

Filter: <Press any letter key to start filtering items>

:11:20 : [console] Change of the user is made to admin

Loopback

Speed

Aneg

PWDown

RestartAneg

Duplex

Bk/loueHne/oTKIl0ueHWe 3aBOpOTa NPUEMa Ha nepeaady.
Yes - BKNOYEH;

No - oTK/O0YEH (Mo YMOYaHMIO).

CkopocTb Nnepegayvm nHTepdemnca.
10M - 10M6wuT/c.

100M - 100M6wuT/c.

1G - 1Iéut/c.

Auto - aBTOMaTnyecKkoe onpeaeneHue.

BktoyeHne/oTKA0YEHNE aBTO-ONPEAENEHUSA CKOPOCTH.
Enabled - BKntoueH (No ymonyaHuio);

Disabled - oTkntoueH.

CocTtoAHMe uHTepodelica.
No - nHTepdeic BKAOYEH (MO YyMOAYAHMIO);

Yes - nHTepodeiic BbIKNOYEH.

MNepe3anyck aBTo-onpeaeneHusa CKopocTu.
Yes - BKNOYEH;

No - OTK/II04YEH (OTKAIOYEH).

Perknum obmeHa BbIBpaHHOro MHTepdeica.
Auto - aBTOMaTn4yeckoe onpegeneHve (Mo ymonyaHuio).
Full - nonHoaynMeKCHbIN peXKMM: 0gHOBPEMEHHas nepesaya U npuem.

Half - nonygynneKkcHbli pexkxum: B OAMH MOMEHT BPEMEHU OCYLL,eCTBASETCA M60
nepegaava, 1Mbo npuem.
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NHbopmupyeT o Tom, 6bI10 1M aBTO-ONPEAENEHME CKOPOCTM MHTepdelica Uam oHa bbina
onpezaenieHa No YMOYaHMIO.

AnegDone
Yes — aBTO-OnpeaesieHne CKOpoCTU YCreLLHo;
No — ckopocTb 6bl/1a onpegeneHa no yMo4aHuIo.

Modes Bo3MOXKHbIE perKMMbI TEKyLLEro MHTEpdelica.

PartnerModes Bo3MoOKHble peKMMbl UHTEPdENCA HA BCTPEYHOM YCTPOICTBE.

3.2.3.9 MNyHKT /Eth/nopTt/QoS

/Eth/1/QoS
[>..

| InLimitMGMT
| InLimitMode
| InRate

| InRateDouble
| OutRate

| VlanPriMap
| DefPri

| Priority

| PriOverride

Advanced ESC+h - Help

Disabled
All
0

0
01234567
BKO

tag

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

InLimitMGMT

InLimitMode

InRate

InRateDouble

BKAtoueHMe/OTK/IIoHEHWE OrpaHnYeHmns TpaduKa 418 BXOAALLErO MeHeAKMEHT TpaduKa
(mgmt - BPDU, IGMPSnooping...).

Disabled - BbiIkNto4eHO (N0 yMONYaHMIO).

Enabled - BkntoueHo.

Bxoaawmi TpaduK, KOTOpbI HEOBXOAMMO OrpaHMYMBaTH.
All - Becb (No ymonyaHuio).

BMuU -broadcast + multicast + unknown unicast.

BMcast - broadcast + multicast.

Bcast - broadcast.
OrpaHu1yeHne NPonycKHOM cnocobHocTH Ha Bxoae, Kbut/c.

OrpaHuyeHne NPoMnycKHOM cnocobHOCTM ana Bcex 4x ouepesnen.

Mo yMoNYaHUIO: HUKaKoe 3HayeHue He 3afaHo (No ¢aKkTy 31o - Q0) -orpaHMYeHme
OeNcTByeT ana Bcex 4x ouepenen.

Q1=2xQ0 - nonoca NponyckaHus gnsa AaHHOW o4yepean OrpaHNYMBAETCA ABOMHbLIM
3HayeHnem agna odepean QO.
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Q2=2xQ1 - nonoca NponyckaHus gnsa AaHHOM ovyepeam orpaHNYMBaETCA ABOMHbLIM
3HayeHnem gna odepean Q1.

Q3=2xQ2 - nonoca NponyckaHus ansa AaHHOM o4yepeam orpaHNYMBaETCA ABOMHbLIM
3HayeHnem gna odepean Q2.

lpumep:
Hanpumep, orpaHmnunm nopt 1M6éwut/c (InRate).

Ecnun InRateDouble He 3a4aBaTb HMKAKOro 3HaYeHus (No ymondaHuio odepeab QO), To
Bce 4 oyepeam 6yayt orpaHuyeHsl IM6uT/C.

Ecnun 3agaTb InRateDouble paBHbim:

Q1=2xQ0, To o4yepeamn byayT c pa3HbIM NPUOPUTETOM MO MNPOMYCKHOM CNOCOBHOCTU.
Q1,Q2, Q3 6yayT obpabaTbiBaThCA B ABa pa3a bbicTpee, Yem QO, 06LWan NpPonyckHas
cnocobHOCTb BCex oyepeaer Tak u octaHetca 1 Méut/c.

Ecnn 3apgath InRateDouble paBHbim:

Q1=2xQ0,

Q2=2xQ1, To ouepegm Q2, Q3 6yayT B 4 pasa bbicTpee obpabaTbiBaTbesa, em Q0,2 Ql B
2 pa3a bbicTpee, yem QO.

Ecnu 3agaTh InRateDouble paBHbim:

Q1=2xQ0,

Q2=2xQ1,

Q3=2xQ2, To oyepenb Q3 byaeT B 8 pa3 6bicTpee obpabaTbiBaThes, em Q0, Q2 B 4 pasa
6bicTpee, uem QO, a Q1 B 2 pa3a bbicTpee, yem QO.

OutRate OrpaHuYeHne NponyckHoM cnocobHocTK Ha Bbixoae, Kbut/c.

MNepeonpeaenaet NpMopUTET ANA TETMPOBAHHbIX ppennmos VLAN ID.

Mo ymonyaHuto 01234567.
Mpumep:
YcTaHoBUM 3HaveHue: 00112233
M3meHuBLIMIACA
Mpuopurter
npuopurer B
BXOAALLMNX
COOTBETCTBUMU C
TermpoBaHHbIX e
OpEUNCE VlanPriMap
VlianPriMap 0 0
1 0
2 1
3 1
4 2
5 2
6 3
7 3
Ewe npumep:

YcTaHOoBMM 3HaveHue: 76543210.
Mpuweawnii dbpem c npuopuTeTom 3, Ha Bbixoge byaeT UMeTb NpuopuTeT 4.
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MpuoputeT npwu TermpoBaHuu dpenmoB meTtkoh VLAN (802.1q) B COOTBETCTBUM CO
cTaHaapTom 802.1p.

Moa npuopuTeT Bblgensetca 3-x 6utosoe none PCP (Priority code point) B 3aronoske IEEE
802.1q.

BKO - Background (camblit HU3KUIA NPUOPUTET).
BE1 - Best Effort.
DefPri EE2 - Excellent Effort.
CA3 -Critical Applications.
VI4 - Video, <100ms lantecy and jitter.
VO5 - Voice, <10ms lantecy and jitter.
IC6 - Internetwork Control.
NC7 - Network Control (camblii BbICOKUIA NPUOPUTET).
Mo ymonyaHuto: BKO (cameliii HU3Kuii npuopumem).
Crnocob ycTaHOBAEHMA NPUOPUTETOB - MOXKET BbITb 0OAHMM U3: tag, ip, tagip, iptag, no;
onpegenseT NopsaoK onpeaeneHus npuopuTteTa 418 Bxoaawmx Gpenmos.
no - npuopuTeT onpeaensetcs, ucxoas us DefPri.

tag — Ans HeTerMpoBaHHbIX ppeinMoB, NpMopuUTeT onpeaensaetca, ucxoaa us DefPri; ana
TerMpoBaHHbIX ppenmoB, NPUOPUTET ONpPesensaeTcsa, UCXOAA U3 NpaBuA onpeaeneHns
npuopuTeTa ANA TErMPOBaHHbIX ppelimoB (N0 ymondyaHuio).

ip - ecnv npuwen ¢peim c 3aronoskom IP, To NnpuopuTeT onpegenaeTca, UCxoan ns
npuopuTeTa dpeiima, yctaHoBneHHoro B nose ToS; ecau npuwen dpeiim 6e3 IP
3aron0BKa, TO 3aZaeTcA NPUOPUTET NO yMmoadaHuto: DefPri.

tagip - ecnv npuen HeTernpoBaHHbIN Gpeiim, TO NPMOPUTET ONpeaenaeTca, MCXoAA U3

npuopwuTeTa ppeiima, ycTaHOBNEHHOTO, Hanpumep, ToS; ecim NpuLIen TerMpoBaHHbIN

dpeim, npuopuTeT onpeaenaeTca, UCXoAA U3 NpaBuUA onpeaeneHna npuopuTeTa ana
Priority TernpoBaHHbIX GpernMoB.

iptag - ecnv npuwen HeTerMpoBaHHbIM Gpenm, TO NPUOPUTET ONpeaenaeTca, UCXoas U3
npuoputeTa ppeima, ycTaHOBIEHHOro, Hanpumep, ToS; ecnm npuwen TerMpoBaHHbIM
dpeiim, npropuTeT onpegenserca, us npuoputeta Gppelima, yCTaHOBAEHHOrO,
Hanpumep, B nose ToS ana penima c 3aronoskom IP unmn gns dpeinma 6e3 3aronoska IP
13 NpaBua onpeaeneHuns npuopuTeTa Ansa TerMpoBaHHbIX GpeinmoB.

Paccmompum nodpobHee tagip:

Ecnv yctaHoBneHo tagip vi npuwen IP dpelim, To ANnsA odepeam NpUopuUTET onpesensercs,
ncxoana us npuoputeTta ppeima, yctaHoBAEHHOro, Hanpumep, ToS;

Ecnu yctaHoBNeHO tagip v npuwen TerMpoBaHHbIM Gpeinm, To ANA ovepean NpuopuTeT
onpepenseTca, ucxoas U3 nonsa Priority, 3apaHHomy B 3aronoeke 802.1Q.

Ecnuv yctaHoBneHo tagip v npuwen TerMpoBaHHbIN IP dpelim, To 4na ovepeamn npuopuTeTt
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onpepgenseTca, ucxoasa us nonsa Priority, 3apaHHomy B 3aronoske 802.1Q.

CBoaHas TabaMua No UCTOYHMKAM NPUOPUTETA A8 Pa3HbIX BXOAALMUX NAKETOB:

Tun . .
e untagged | untaggedip | tagged | taggedip
Priority
no DefPri DefPri DefPri DefPri
tag DefPri DefPri 802.1Q | 802.1Q
ip DefPri ToS DefPri ToS
tagip DefPri ToS 802.1Q | 802.1Q
iptag DefPri ToS 802.1Q ToS
rae,

DefPri - 3HaueHue napameTpa DefPri B nyHKTe meHto "3.2.3.9 /Eth/nopt/QoS"

ToS - 3HayeHune nonsa ToS, onpeaenarowero TMn ob6cayK1MBaHUA U3 3arosioBKa IP-nakera,
obpaboTtaHHoe npasuaamu IPPri 3 nyHkta meHto “3.2.10 /EthGlobal”

802.1Q - 3 buTa Ana 3agaHuA npuopuTeTta B 3arosioske 802.1Q

VLAN - npvoputeT onpeaensietca, obpautasch K VLAN ID Priority.

Ecnn PriOverride 3apaH, Kak VLAN n B nyHKTe “3.2.6.1 /VLAN/VLANID” napameTtpy
PriOverride 3apaHo 3Ha4yeHue Enabled, To npuoputeT onpegensaetca, ucxoas us Priority,
3agaHHOMy gaHHomy VLAN ID.

SAMac - npyoputeT onpeaensiercs, obpautasch K Source MAC-address Priority.

Ecaun PriOverride 3apaH, Kak SAMac v B Tabaunue ATU ecTb cTaTUYecKan 3anuch C AaHHbIM

PriOverride
MAC-agpecom, TO NPUOPUTET ONpeaenaeTca, Ucxoaa u3 Priority, ycTaHOBEHHOMY
naHHomy MAC-agpecy.
DAMac - npuopuTeT onpeaennetcs, obpawance K Destination MAC-address Priority.
Ecnaun PriOverride 3apaH, Kak DAMac v B Tabaunue ATU ecTb cTaTUYecKan 3anmch C
baHHbIM MAC-agpecom, TO MPUOPUTET onpeaenseTca, ucxoas us Priority,
ycTaHoBnAeHHoMy aaHHomy MAC-aapecy.

3.2.3.10 MyHKT /Eth/nopT/LLDP

[aHHbIA NYHKT NO3BOJIAET HACTPOUTb MNapamepbl npoTokona LLDP gna otaenbHoro nopra.
MoapobHoe onucaHne NapameTpos, MOXHO NOCMOTPETb B NyHKTe “3.2.4.3 /System/LLDP/Interfaces/nopt”.

/Eth/0/LLDP

[>..
| Admin
| TLVs

Advanced ESC+h - Help

txAndRx
All

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 14:11:20 : [console] Change of the user is made to admin

3.23.11

MyHkT /Eth/nopTt/RSTP

[aHHbIA NYHKT NO3BOASET HACTPOUTb Mapamepbl NpoTokona LLDP ana otaenbHoro nopta.
MoAapobHOe onncaHWe NapameTpoB, MOXKHO NOCMOTPETb B NyHKTe “3.2.4.5 /System/RSTP/Interfaces/nopt”.
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/Eth/O/RSTP Advanced ESC+h - Help
|>..
| Priority 128
| Edge Yes
| AdminCost 0
| P2P Auto
| RootGuard No
| --Status--
| PathCost 200000
| Role Designated
| State Forwarding
| Partner Rapid
| rxBPDU 1142
| rxConfig 0
| rxTCN 0
| Uptime 0 days, 2 hours, 50 min, 15 sec
| PortID 8001
| BridgelD 8000-54a54b681130
| RootID 8000-54a54b681130
| DesignatedCost 0
| DesignatedPort 8001

Filter: <Press any letter key to start filtering items>

LOG:27.08.15 14:11:20 : [console] Change of the user is made to admin

3.2.3.12 MyuHkT /Eth/nopt/config

[aHHbIN NYHKT MEHIO NO3BONAET KOHOUTYPUPOBaTh BbibpaHHbIN MHTepdelic Ethernet.

/Eth/1/config

|>..

| Description

| Speed Auto

| Duplex Auto

| Link Auto

| FlowControl Auto

| Reservation No

| Learning Enabled

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

Description CiMmBO/IbHOE OMnMcaHue.

CkopocTb Nepegaym nHTepdeica.
Speed 10M - 10M6wuT/c.
100M - 100M6wuT/c.
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1G - 1réuT/c.

Auto - aBTomaTMyecKoe onpeaeneHune (No ymondaHuio).

Perknum obmeHa BbIbpaHHOro MHTepdeinca.
Auto - aBToOMaTU4yecKoe onpegeneHne (Mo ymonyaHuio).
Duplex Full - nonHOAYNNEKCHBIN PEXMM: OAHOBPEMEHHAA Nepeaaya U npuem.
Half - nonyaynneKkcHbIM pexum: B OAMH MOMEHT BPEMEHW OCYLLECTBAAETCA Mb0
nepegaya, M60o npmem.
CoctosaHuMe nopTa.
Up — BKAOUMTb NOPT.
Link
Down — BbIKNOYUTb NOPT.
Auto - aBToMaTU4YecKoe onpeaeneHme (No ymonyaHuio).
dyHKUMA KOHTPOAIA NOTOKA. Ecm ycTpoiicTBO He ycneBaeT NPUHUMATL nepeaaHHble

emy ¢peinmbl BCTPEYHbIM YCTPOMCTBOM, TO OHO MnocblnaeT Pause-¢ppenm, 4TobbI
NPUOCTaHOBUTL Nepeaayy.

FlowControl Enabled - BknioueH;

Disabled - Bbiknto4YeH (Mo yMon4aHuIo);

Auto - BK/IlOYaETCsA, C/IM yAaNeHHaA CTOPOHA NoAAePKMUBaET Pause-pperimbl.

Tun pesepBrnpoBaHuA.
Reservation No — HeT pe3epBMpPOBaHMA (MO YMONYAHUIO);
RSTP — pe3epBupoBaHue no npotokoay RSTP.
OnHamunuyeckoe pgobasneHne MAC-agpecoB B Tabauuy ATU, ¢ KoTopbix npuxoadrt
MakKeTbl B AaHHbIN NOPT.
Learning Enabled - BKnouyeHo (No ymonyaHuio);

Disabled - oTknto4eHo.

3.2.3.13 MyukT /Eth/noprt/state

B AaHHOM NyHKTE MEHIO MOXHO NPOCMOTPETb CTaTyC, CKOPOCTb Mepeaaqn, Pexmnm aynnexkca u
BPEMA MOC/eAHEr0 U3MEHEHUS.

/Eth/1/state Advanced ESC+h - Help
[>..

| Status Up

| Speed 1G

| Duplex Full

| FlowControl Disabled

| LastChange 03.01.00 22:47:11
| MTU 1522

| QlLen 0

| RXUtil 1

| TXUil 1
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Status

Speed

Duplex

FlowControl

LastChange
MTU

Qlen
RXULil

TXUtil

CraTyc uHTepdenca.
Up - BKAKOYEH.
Down - BbIKNIOYEH.

Auto - aBTomaTMyeckoe onpeaeneHune (no ymondaHuio).

CKopocTb nepegayn nHtepdemnca.
10M - 10M6wurT/c.

100M - 100M6wuT/c.

1G - 1r6wur/c.

Auto - aBToMaTM4YecKoe onpegeseHre (Mo yMoa4YaHuio).

Pexxum obmeHa BbibpaHHOro nHTepdeinca.

Auto - aBToMaTnyeckoe onpegenieHne (Mo ymoayaHmio).

Full - nonHoaynAEeKCHbIM peXknm: o4HOBpEMEHHas Nnepeaaya n npuem.

Half - nonyaynneKkcHbIN pexxMm: B O4NH MOMEHT BPEMEHU OocyLLecTBAAeTca nbo

nepegava, 1Mbo npuem.

®YHKUMA KOHTPOAS NOTOKa. ECM YyCTPOMCTBO He ycrneBaeT NPMHMMaTb NepeaaHHble emy
¢dpelimbl BCTPEYHbIM YCTPOMCTBOM, TO OHO MNocbinaeTt Pause-ppeiim, 4Tobbl NPUOCTaHOBUTb
nepegauy.

Enabled - BknioueH;
Disabled - BbikntouyeH (No ymo4aHuo);

Auto - BK/ItOYAETCA, eCNn yaaneHHan CTOpoHa noaaepKunsaeT Pause-dppelimbl.
[aTa 1 Bpema nocnefHero U3sMeHeHus.

MaKcumanbHbIM pasmep ppenma

[nvHa odepeam Ha oTNpaBKy, B 610Kax AaHHbIX

3aHATanA NPonycKkHas cnocobHocTb MHTepdeiica Ha NpMemMe, B MPOLLEHTaX.

3aHATas NponyckHas cnocobHocTb MHTepdelica Ha Nnepeaaye, B MPOLLEHTAX.

3.2.3.14 NMyHkT /Eth/nopTt/statistics

[aHHbIM MYHKT MEHI0 NO3BOJISET MPOCMOTPETb CTATUCTUKY MPUHATBIX U NepefaHHbIX yepes
nHTepdelic nakeTos. Ons cbpoca CTaTUCTUKU UCMONb3YyITe coyeTaHue Knasuw “ESC+R”.

B cueTumKax, HauMHatOWMECA Ha X, OTO6pa)+(aIOTCH 3Ha4YeHNA NPUHUMaAEMbIX NAKETOB;
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e B cyeTuymMKax, HauMHaloLWwMmeca Ha tx, OTO6pa)'Ka|OTCFI 3Ha4YeHuA nepegaBaemMbiX MaKeTOB;

/Eth/1/statistics Advanced ESC+h - Help
[>.. | txFCSErr 0

| rxUnicast 247987 | txFiltered 0

| rxBroadcast 0 | txGoodOctets 117748156
| rxMulticast 1 | txCollisions 0

| rxPause 0 | txDeferred 0

| rxUndersize 0 | txSingle 0

| rxOversize 0 | txMultiple 0

|  rxErr 0 | txExcessive 0

| rxFCSErr 0 | txLate 0

| rxDiscard 0 | h640ct 0

| rxFiltered 0 | he5_127 1445

| rxGoodOctets 117334071 | h128_255 115

| rxBadOctets 0 | h256_511 419054

| rxFragments 0 | h512_ 1023 25

| rxJabber 0 | h1024 max 76350

| txUnicast 247980

| txBroadcast 1005

| txMulticast 405

| txPause 0

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 10:17:10.882 : [console] Change of the user is made to admin

rxUnicast KonnyectBo npuHATLIX unicast nakeTos.

rxBroadcast  KonuuyecTBo NpuHATbIX broadcast nakeTos.

rxMulticast KonnyecTtBo npuHATbIX multicast nakeTos.

rxPause KoanyecTBo NpMHATLIX pause NaKeTos.

rxUndersize Konnuectso nakeToB ¢ ANIMHOW MeHbLle 64 6ainT 1 BepHbim FCS.

xOversize KonnuyectBo nakeToB ¢ AnMHOW bosblue makcumanbHon (MTU 6aiT) u BepHbiM FCS.
3HayeHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”

rxErr KonnyecTtBo oWwmMBOK Ha npueme.

xFCSErr KonnuyectBo NpuMHATLIX NAaKETOB C AOMNYCTUMOM AnnHon (64 - MTU 6ainT) n HeeepHbiM FCS.
3HayeHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”

rxDiscard KonnyecTBo nakeTos, KOTopble 6bliM 0TOpOLLEHbI U He 06paboTaHbl U3-3a NepenoaHeHUA
BXOZHOM ouyepeau.

xFiltered KonnyectBo NpmHATLIX NaKeToB, KOTopbie bbin oTbpoLleHbl U3-3a HeBepHoro VLAN ID
nan orpaHnveHna MAC-agpecoB Ha nopTy.

rxGoodOctets KonnyectBo NPUHATbIX 6aNT 6e3 OLNBOK.
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rxBadOctets

rxFragments

rxJabber

txUnicast
txBroadcast
txMulticast

txPause

txFCSErr

txFiltered
txGoodOctets

txCollisions

txDeferred

txSingle

txMultiple

txExcessive
txLate
h640ct
h65_127
h128 255
h256_511
h512_1023

h1024_max

KonnyectBo NpuHATLIX 6AWT C OLIMOKamM.

KonnyectBo NpuMHATLIX NAKETOB C A/IMHON MeHbLue 64 6alT n HeBepHbIM FCS.

KonnyectBo NpUHATLIX NAaKETOB C AJIMHON 60/blue MakcMmaabHon (MTU 6anT) n
HeBepHbIM FCS.
3HayeHne MTU 3agaetca B meHto “3.2.10 /EthGlobal/MTU”

KonnuyectBo nepegaHHbIX unicast nakeTos.
KonmnuectBo nepenaHHbix broadcast nakeTos.
Konunyectso nepegaHHbix multicast nakeTos.

KonnmuecTBo nepeaaHHbIX pause NakeTos.

KonnyecTBo nepesaHHbIX NaKeToB ¢ AONYCTUMOMN annHon (64 - MTU 6aliT) n HeBepHbIM
FCS.
3HaueHne MTU 3agaerca B meHto “3.2.10 /EthGlobal/MTU”

KonnuectBo nakeToB, 0TOPOLLEHHbIX Ha Nepeaye 1U3-3a BbIXOAHbIX NPaBUA
Konunuectso 6aiT 6e3 ownbOK.
Konunuyectso Konnnsnin Ha nepeaave.

Konnyecteo nepegaHHbIX NakeToB, KOTOpble BblNK 3a4epKaHbl U3-3a 3aHATOCTU
nepegaroLleli cpegbl BO BpemMs NepBoi NONbITKY.

Konnyectso yCnewHo nepeaaHHbIX NaKeToB, BO BpemMA nepeaayvym KoOtopbixX BO3HUKIA
TOJIbKO 04HA KON/IN3unA.

KonnyecTso ycnelwHo nepeaaHHbiX MaKeToB, BO BPeMsA nepeaayn KOTopbIX BO3HUK/IO
60/bllie 0AHOW KONINU3UM.

KonnyecTBo He nepeAaHHbIX NAaKeTOB M3-3a TOFO, YTO BO3HWMKIO 16 KOAAU3UIA NOSPAA.
KonnyecTBo pas, Korga Konnmsua bbiia obHapyKeHa nocne nepegayumn 512 u 6onee 6mT.
KonnuectBo nepeaaHHbIX U NPUHATbIX GpenmoB ¢ ANMHOM B 64 HaliTa.

Konnuectso nepegaHHbIX U NPUHATLIX GPENMOB € ANMHOM OT 65 Ao 127 6aiiT.
KonnyectBo nepegaHHbIX M NPUHATbIX GpeimoB ¢ ganHom ot 128 po 255 6air.
Konunyectso nepegaHHbIX M NPUHATbIX ppelimoBs ¢ gamHom oT 256 ao 511 6air.
KonnyectBo nepegaHHbIX U NPUHATLIX GpelimoB ¢ ganHol ot 512 go 1023 6aur.

Konnuyectso nepegaHHbIX U NPUHATLIX GpelimoB ¢ ganHoi ot 1024 6aiT.

3.2.3.15 MyHkT /Eth/nopTt/VLAN
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JEth/1/VLAN Advanced ESC+h - Help
|>..
| DefVLAN 32
| DefVLANPri BKO
| Tagged 10
| Untagged
| Member
| Auto 1,32
| Role trunk
| QinQTag 8100
| ForceVLANId No
| RemoveVLANs

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 10:17:10.882 : [console] Change of the user is made to admin

DefVLAN

DefVLANPri

Tagged

Untagged

Member

Auto

VLAN Ha3Ha4yaembl ppelrimam no yMmoa4aHuto

MpuopuTeT HazHaYaemMbl Gperimam No YMoI4aHMIO B COOTBETCTBUU CO
cTaHgapTom 802.1p. Moa npuopuTeT BbiaenseTca 3-x butosoe none PCP (Priority
code point) B 3aronoske IEEE 802.1q. CoBnaaaeT c Eth/nopt/QoS/DefPri

BKO - Background (camblit HU3KWIA NPUOPUTET).

BE1 - Best Effort.

EE2 - Excellent Effort.

CA3 -Critical Applications.

VI4 - Video, <100ms lantecy and jitter.

VOS5 - Voice, <10ms lantecy and jitter.

IC6 - Internetwork Control.

NC7 - Network Control (camblit BbICOKUIA NPUOPUTET).

Mo ymonyaHuio: BKO (camelii HU3Kuli npuopumem).

Cnuncok BnaHoB, KoTopble ByAyT BbIXOAUTb U3 NOPTA TEITUPOBAHHBIMU.
Ecnun nopt B perxknme trunk, To BxoadAwme ppenmbl 4ONKHbI UMETb METKY U3 3TOFO
Cnu1cKa

CnucoK BNaHOB, KOTopble ByAyT BbIXOAWUTb M3 NopTa 6e3 Tera

CnucoK BNaHOB, KOTOpble ByAyT BbIXOAWUTL U3 NOpPTa 6e3 M3MeHeHUa MeTKM (B ToM
COCTOAIHWM, B KOTOPOM OHM BOLL/IM B APYrOM NopT)

Cnncok aBToMaTnyeckun gobasneHHbIx VLAN'OB onepaLmMoHHOM CUCTeMOM, OHM
b6yayT paboTaTb B pexnme COOTBETCTBYHOLLEM NapameTpy "Role":

multi — Member;
QinQCustomer — Member;
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QinQProvider — Member;
trunk — Tagged;
access - Untagged

Hanpumep, ngentnduratop VLAN, ykasaHHbI B napameTpe DefVlan, byget
NPUCYTCTBOBATb B 3TOM CMMCKe.

Pexxum pabotbl nopTa.

multi - wnHTepdenc nponyckaeT BCe Kagpbl; PeXum no ymMonYaHuio,
MCMOJIb3yeMblIil, eC/IN ABHO HEe YKasaH Apyron pexum. MNoanTnka ucnosib3oBaHus
nHTepdelicos onpeaensetca BHELUHUM obopynoBaHueMm, Hanpumep,
MaplipyTMsatopaMmn  3-ro0 YPOBHSA,  CBA3bIBAOWMMU  MYAbTUNAEKCOpPbI-
KOMMYTaTOpPbl;

access - uHTepdeic NPMHUMAET TONbKO He TerMpoBaHHbIE Kafpbl U TErnpyet ux
meTkon DefVLAN/DefVLANPri.
ITOT peXkMM UCNONb3YeTCA A1a nepeaadn NoAb30BaTeNbCKUX AAHHbIX.

Role
trunk - nHTepdeiic NPonycKaeT TONbKO TErMpoBaHHbIE Kaapbl M3 cnucKa Tagged.
3TOT peXXnM UCNoNb3yeTca ANA CBA3M C APYTUM MYIbTUMNAEKCOPOM-KOMMYTAaTOPOM
HEMNoCpeacTBEHHO;
QinQCustomer - KNMEHTCKNI NOPT, Gpeimbl Ha BXOAE BCEraa TErMPYOTCA BTOPbIM
Terom (ecnu 6e3 Tera, To nepsbiM); 802.1Q OTKAIOYEH.
QinQProvider - nopT, Ha BXo4e KOTOPOro MNPUHMMAOTCA TONbKO ¢Gpermbl C
ProviderTag, KoTopble KOMMYTUPYIOTCA B COOTBETCTBUM € Tabamuein vlan'os.
Mo ymonyaHuio — multi.
3aronosok 802.1Q ana ¢peiimos B pexkume QinQ.
QinQTag
Mo ymonyaHuto 8100.
Pexkum npuHyamTenbHol 3ameHbl MeTkn VLAN(802.1q) Ha BxoaAwmMx dpeiimax, Ha
DefVLAN.
ForceVLANId
No - BbiK/IOYEH (N0 YMONYaHUIO).
Yes - BkntoyeH.
Cnncok VLAN'oB KoTopble Hago UCKAUNTb M3 cnnckoB Tagged/Untagged/Member
RemoveVLANs P & gged/ gged/

(kpome Auto).

3.2.3.16 MyukT /Eth/nopt/PIRL

oToT NYHKT NPUCYTCTBYET HE HA BCEX alNMapaTHbIX BEPCUAX MYNIbTUNZTIEKCOPOB-KOMMYTATOPOB.

PIRL - Port Ingress Rate Limiting - orpaHMyeHne NponycKkHOM cNOCOBHOCTU NopTa ANA BXOAALLErO
TpaduKa. JaHHbIA NYHKT MEHIO CAYXKMUT 1A NPOCMOTPA TEKYLLMX NPABUA OrPaHUYEHMA BXOAALLEro TpaduKa
AnA BblbpaHHoro Ethernet nHTepdeiica n Bbibopa Npasmaa Ans ero KOHGUrypUpoBaHUs.
| /Eth/1/PIRL Advanced ESC+h - Help |
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[>.. Enabled Rate Class Type
| O No 0 Low0,Mid1,Norm2,High3
| 1 No 0 Low0,Mid1,Norm2,High3
| 2 No 0 Low0,Mid1,Norm2,High3
| 3 No 0 Low0,Mid1,Norm2,High3
| 4 No 0 Low0,Mid1,Norm2,High3

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.3.17 MNyukT /Eth/nopt/PIRL/HOMep npasuna

JaHHbIA MYHKT MEHIO CAYXUT A8 KOHOUIYpPUPOBAHWA MpaBuia OrpaHUYEHUs BXOAALLErO

TpaduKa.
/Eth/1/PIRL/O Advanced ESC+h - Help
|>..
| Rule 0
| Enabled No
| Rate 0
| Type
| Class Low0,Mid1,Norm2,High3
| Counting L2
| FactRate 0
Filter: <Press any letter key to start filtering items>
LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Rule Homep TeKkyliero npasuna. Bcero aoctynHo 5 npasun (0-4).

Bk/loyeHne/oTKAOUYEHNE TEKYLLErOo NPaBuAa.
Enabled No - BbIKNOYEHO (N0 YMONYaHUIO);

Yes - BkntoveHo.
Rate OrpaHMyYeHne CKOPOCTH A0 YKa3aHHOro 3Ha4yeHus, B K6UT/c.

Tun TpaduKa, NnonagaroLwero NoL orpaHUYeHue.
UnkUcast - Hen3BecTHbIl unicast Tpadpuk
UnkMcast - Hen3BecTHbIN multicast Tpadpuk
Bcast - broadcast Tpadpuk

Type
Mcast - multicast Tpaduk
Ucast - unicast Tpaduk
Mgmt - Managment (RSTP,LLDP, etc)

ARP - arp-Tpaduk
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TCPD - TCP Data

TCPCtl - TCP Control (TCP-SYN,TCP-FIN)
UDP - udp-Tpadumk

NonTCPUdp - He TCP- 1 He UDP-Tpaduk

Mpuoputet TpaduKa, KOTOPbI HEOHXOAMMO OrpaHUINBaATb.
LowO - npnopwurtert 0;
Mid1 - npyoputeT 1;
Class Norm2 - npuopuTert 2;
High3 - npuopwurter 3;
OrWithType - yuutnBaTth eLie 1 TMn TpadmKa.

Mo ymonyaHutio: Low0,Mid1,Norm2,High3.

Cnocob pacyeTta orpaHUYEHUA CKOPOCTW.
frames - nepecyet B ppelimbl,

L1 - Bcero 6aiT Ha ypoBHe 1 moaenn OSI [Mpeambyna(86aunT)..dpeiim..CRC32+IFG

Counting (126a0t7)]

L2 - Bcero 6aiiT Ha ypoBHe 2 moaenu OSI (Frame DA..CRC32) (no ymonyaHuio)

L3 - Bcero 6aiT Ha ypoBHe 3 moaenu OSI (Frame DA..CRC32)-18-4(ecnu TerMpoBaHHbIN).
FactRate OrpaHuM4YeHHan ckopocTb nocse nepecyeta (Counting).

O6uian cyTb TakoBa:

Ectb N npaBumA, KaxKaoe 13 KOTOPbIX - OrPaHUYEHME CKOPOCTH.
Bce ¢pelimbl, KoTopble YAOBAETBOPAKOT 3TOMy nNpaBuay (Mo TNy WAW NpuopuTeTy), MNonagaloT B
orpaHuunTenb, n Aanbo nponyckatoTca, AMbo oTbpacbiBatoTCA (€CAN OrpaHUYEHME UCHEPNAHO).

Mpumep:

MycTb y Hac ecTb 2 NpaBwm/Ia Ha NopTy:
1. TCPData unu 311 npuoputeT. 10MBit/s
2. UDP unu 21t npnoputet. 40MBit/s

Becb Tpaduk, KOTOPLIM NonagaeT noa npasuao npuoputeT 3 namn TCP aaHHble byaeT orpaHuyeH 10M6uT/c.
Becb TpaduK, KOTOPbI Nonagaet noa npasuio npuoputeT 2 uan UDP aaHHble 6yaet orpaHmyeH 40M6éut/c.
3.2.4 TyHKT /System

[aHHbIA NYHKT MEeHI0 No3BO/AET BblbpaTb A4NA MPOCMOTPaA U KOHPUIYPUPOBAHMA CUCTEMHbIE
napameTpbl U NPOTOKObI.

/System Advanced ESC+h - Help
|>..

| EthMirror

| global
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| HTTP
| LLDP
| RSTP
| SNMP
| syslog
| telnet
| time

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:25:42.248 : [console] Change of the user is made to admin

3.2.4.1 MNyHKT /System/LLDP/Entries

B paHHOM nyHKTe MeHo oTobparkaeTca Tabnuua C MapameTpamu COCeAHUX YCTPOWCTB,
nosayyeHHbiMM Yepes LLDP. U3 Tabaunubl MOXKHO yBUAETb Kakoe ycTpolicTeo (ero IP u MAC agpeca) U Kakum
MMEHHO NMOPTOM MOAKNOYEHO K TEKYLLLEMY YCTPOICTBY.

/System/LLDP/Entries/ Advanced ESC+h - Help
|>.. Chassis Rport ManAddr

| 11 54-a5-4b-8d-45-37 0 192.168.0.238

| 2 SFPO 5a-00-3b-00-19-0f 3 192.168.0.255

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.248 : [console] Change of the user is made to admin

3.2.4.2 NyHKT /System/LLDP/Entries/nopt

[aHHbIN NYHKT NO3BOAAET NPOCMOTpeTb NapameTpsl LLDP 3anucu.

/System/LLDP/config Advanced ESC+h - Help
|>..

| Port SFPO

| Active true

| ChassisID 5a-00-3b-00-19-9f

| RemotePortID 0

| SysName Sprinter TX(LPOS)

| SysDesc LPOS 1.0.9.4SR26 (24.07.2015) [1402MS,10451D][621.100 rev 0]: Eth.2 E1.1
| ManAddr 192.168.0.225

| RecvTime 15.04.14 06:53:00

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.249 : [console] Change of the user is made to admin

Port TeKywmi nopT.

Active AKTUBHOCTb.

ChassisID MAC-aapec NoaK/AO4EeHHOro K 4aHHOMY MOpPTY YCTPOMCTBA.
RemotePortiD MopT ycTponcTBa, KOTOPbIM OHO NOAK/IHOYEHO K JaHHOMY MOPTY.
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SysName CucTtemMHOEe MMA BCTPEYHOTO YCTPOMCTBA.
SysDesc OnuncaHne BCTPEYHOTO YCTPOMCTBA.
ManAddr IP agpec BCTpeyHoro ycTpoicTaa.
RecvTime Bpemsa npuema LLDP coobuieHuii.

3.2.4.3 NyHKT /System/LLDP/Interfaces/nopt

[aHHbIV NYHKT No3BonseT HacTpouTb LLDP napameTpbl A4nA oTAe1bHOro nopra.

/System/LLDP/Interfaces/0 Advanced ESC+h - Help
[>..

| Admin txAndRx

| TLVs All

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 11:11:20.020 : [console] Change of the user is made to admin

Pexknum paboTbl NpoToKoa.
tx - nepepasatb LLDP nHpopmauuto.

Admin rx - npyuHumatb LLDP nHdopmaumto.
txAndRx - nepepgaBaTb U NpUHUMaTbL LLDP nHpopmaumio (Mo ymoyaHuio).
Disabled - BbikntoyeH.
TLV (ot type-length-value) — 6uHapHas KOHCTPYKLMA U3 TPEX Noaew (Tun, 4AnHa,
3HayeHwue), rae nepsble ABa MMEIOT GUKCMPOBAHHbIV pPa3mep U 3a4at0T pasmep

ANA TPeTbero, YTo NO3BOJIAET /IETKO KO,D,MpOBaTb/,D,eKO,CI,MpOBaTb I'IlO6er
nocneaoBaTe/ZIbHOCTb AadHHbIX NMOoJsie-3Ha4YeHue.

All - Bca LLDP nHdopmauus (no ymonyaHuto).

TLVs
portDesrc - onvicaHwne nopra.
sysName - nms ycTponcTsa.
sysDesc - onncaHue ycTpoicTBa.
sysCap - BO3MOKHOCTM YCTPOMCTBa.
3.2.4.4 NyHKT /System/LLDP/config
[aHHbIV NYHKT NO3BOASET HAaCTpamMBaTb NapameTpbl npoTokona LLDP.
/System/LLDP/config Advanced ESC+h - Help
|>..
| Enabled Yes
| TXInterval 30
| TXHoldMultiplier 4

Filter: <Press any letter key to start filtering items>
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LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BkatoyeHne npotokona LLDP npoussoauTcAa Ans BCero yCTPOWCTBA, a He ANS Kax4oro noprta
OTAE/NbHO, MO YMOYAHWIO OH BK/TIOYEH.

Enabled

TXInterval

TXHoldMultiplier

BkntoueHne/oTKAOYeHWe NpoTokona LLDP.
Yes - BKNoYEH (N0 ymon4yaHuio);

NO - OTK/IHOYEH.

YactoTa otnpasku LLDP-coobueHunii coceaam.
MoKeT NnpuHMMaTb 3HaYeHna ot 5 go 500 cek.

Mo ymonyaHwuto: 30 cek.

MHoXuUTenb, Ha KOTopbI yMmHOXKaeTca TXInterval pnsa nonyvyenuna TTL.

TTL - Bpema B TeYEHUE KOTOPOro coces byaeT XpaHUTb MHOpMaLMio 06
yCcTponcTBe.

[unana3oH 3HayeHuin ot 2 go 10.

Mo ymonyaHuto 3HauyeHue 4, COOTBETCTBEHHO, COCEAHMNE YCTPOICTBa byayT
XPaHUTb MHOPMaLMIO B TedyeHme 120 cek.

3.2.4.5 MNyHKT /System/RSTP/Interfaces/nopt

B OaHHOM BKNagKe MEHIO MOMKHO HacTpamBaTb napameTtpbl RSTP ans sbibpaHHoro Ethernet

nopra.
/System/RSTP/Interfaces/0 Advanced ESC+h - Help
|>..

| Priority 128

| Edge Yes

| AdminCost 0

| P2P Auto

| RootGuard No

| --Status--

| PathCost 200000

| Role Designated

| State Forwarding

| Partner Rapid

| rxBPDU 1142

| rxConfig 0

| rxTCN 0

| Uptime 0 days, 2 hours, 50 min, 15 sec
| PortiD 8001

| BridgelD 8000-54a54b681130

| RootID 8000-54a54b681130

| DesignatedCost 0

| DesignatedPort 8001

Filter: <Press any letter key to start filtering items>
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LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Priority

Edge

AdminCost

P2pP

RootGuard

PathCost

oTot napamMeTp NO3BOJIAET 3a4aTb NMPUOPUTET NOPTA. N3meHAA 3HaYeHMe, Bbl
N3MEHAETE WAHC 3TOro NopTa CTaTb Root Port - KOPHEBbLIM MOPTOM. MeHblee
3Ha4yeHune yBe/IM4YMBaAET LaHC.

Mo ymonyaHuto - 128. iInanasoH 3HaveHui: ot 0 go 240.
BKkntoyeHune/BbikNOUYEHME pexXkuMa edge port — KpaliHUIA NOPT; eC/v BK/OYEH, TO

NnepeBoAMUTCA B PEXKMM Mepeaaqn Npu NoAKAoYeHUM BHELLHeN ceTu, 6e3
3a0epKKH.

Yes - BK/IOYEH (MO YMOAYAHUIO).

No - BbIKNOYEH.

3a4aeT CTOMMOCTb COeAUHEHUS, Y4eM MEHbLLIE CTOMMOCTb COeAMHEHNA — TEM BbiLLE
NPUOPUTET NOPTa, 3HAYEHME MO YMOIYAHMNIO 3aBUCUT OT CKOPOCTU COEAMHEHUS:
10M6wuT/c: Cost=2 000 000

100M6wuT/c: Cost=200 000

1réut/c: Cost=20 000

MosToMmy AaHHbIA NapamMeTp No ymondaHuio - 0.

BkatoueHne/BbIK/ItoYEeHNE COeAMHEHNA TUMNA TOYKa-TOUKA.
Yes - BbIK/OYEH.
NoO - BbIK/IHOYEH.

Auto - aBToMaTU4yecKoe onpegeneHne (No ymoayaHuio).

BktouyeHune/BbiknoYeHMe GyHKUMKM Root Guard.

CDYHKU,MH 3alNTbl KOPHA obecneuynBaeT BO3MOXKHOCTb 3a4aTb pacnosioxeHune

KOPHEBOro MmocCTta B CeTH. 310 obecneumBaet YBEPEHHOCTb B TOM, YTO NOPT, Ha
KOTOPOM aKTUBU3NPOBAHA d)yHKLI,MFI 3alNTbl KOPHA, ABNAETCA Ha3HAYEHHbIM.

CDyHKU,MPO 3alWNTbl KOPHA HeO6XOAMMO BK/TIOYUTb Ha BCEX MOPTAX, KOTOPbIE HE
AO/1IXXHbI CTaTb KOPHEBbLIMU.

Yes - BbikntoyeH.

No - BbiK/IOYEH (N0 YMONYaHUIO).

CTOMMOCTb COeAMHEHUSA, YEM MEHbLLE CTOMMOCTb COEAMHEHUS — TEM BblLLE
NPUOPUTET MNOPTa, 3HAYEHME MO YMONYAHMIO 3aBUCUT OT CKOPOCTU COEAMUHEHUS:
10M6wuTt/c: Cost=2 000 000

100M6wuT/c: Cost=200 000

1réwut/c: Cost=20 000

HacTpanBaTb CTOMMOCTb COEANHEHUA MOXKHO, MeHAA NnapameTp AdminCost.
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Role

State

Partner

rxBPDU

rxConfig

rxTCN

Uptime

PortID

BridgelD

RootID

DesignatedCost

DesignatedPort

Ponb nopra.

NonSTP - pe3epBMPOBAHME BbIKAKOYEHO Ha NOPTY;
Root - KOpHEBOI, y4aCTBYET B NEPECHINKE AAHHbIX;
Designated - HasHayeHHbIN, TOXKe paboTaerT;

Alternative - LONONHUTENbHbIN, HE YYaCTBYET B NepechiKe AaHHbIX, pe3epBHbIi
KOpHEBOW;

Backup - pe3epBHbIi, TOXKE He y4acTBYET, pe3epPBHbIN Ha3HaUYEHHbI.

Cratyc paboTbl nopTa.

Discarding - otbpacbiBaHWe, MOPT CAyLIAeT U HaYMHAET cam oTnpaBasaTb BPDU,
Kagpbl C AaHHbIMU He OTNpaBAadAeT.

Learning - oby4yeHue: nopt caywaeT n otnpasaset BPDU, a Takke BHOCUT
n3meHeHus B Tabanuy MAC-aapecos, HO AaHHble He NepeHanpaBaseT.

Forwarding - nocbinaet/npuHumaet BPDU, u ¢ gaHHbIMK ONEPUPYET, 1 YYacTBYET B
noaAeprkaHmMm TabaunLbl mac-agpecoB. To ecTb 3To 06blYHOE COCTOAHNE paboyero
nopTa.

Ncnonb3ayemblit TN npoTtokona STP Ha Apyroi CTOpoHe.
Konnyectso npuHAaTbIXx BPDU naketos.

Konunuyectso npuHaTbix C-BPDU (Configuration BPDU). Bo Bpemsi paboTbl
YCTPOMCTBA aHOHCUPYHOT ceba M NapameTpbl CBOMX NopTos Yepe3 C-BPDU.

Konunuecteo npuHateix TCN (Topology Change Notification) BPDU nakeTtoB. 3tu
nakKeTbl OTNPABAAOTCA NPU 06HaPYKEHWUM YCTPOUCTBOM M3MEHEHWA B TONOJIOTUN
ceTu.

Bpemsa paboThbl.

Tekywwmii naeHTMduKaTop nopta. CoctouT U3 npuoputeta (Priority) u MAC-agpeca
yCTpoKcTBa. Yem MeHblue 3HaYeHMeE, TEM BbiLLe NPUOPUTET.

Mo»HO HacTpamBaTb, MeHAA NapameTp Priority.

Yem meHbLue PortID, Tem 6o/ibLue LaHC Yy 3TOro NopTa CTaTb KOPHEBbIM.

Terywuin naeHTMPUKaTOp ycTpoictea. Coctout ns npuopwuteTta (BridgePriority),
KOTOPbI HacTpaunBaeT BO BKAaaKe MeHto “3.2.4.6 /System/RSTP/global” n MAC-

appeca ycrtpoictea. Yem meHbLue BridgelD, Tem 60/bLUe WaHC yCTPOoIACTBa
BbIUIPATb BbIGOPbLI KOPHEBOTO YCTPOMCTBA U CTaTb KOPHEM.

NpeHTndMKaTop KOPHEBOTO YCTPOWMCTBA.
CTOMMOCTb COeAMHEHUS HAa3HAYEHHOTO MNopPTa.

NpeHTndrKaTop HasHa4YeHHOTo NopTa - MOPTA, KOTOPbIV 06CNYKMBAET AAHHbIN
CErMEHT ceTH.
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3.2.4.6 NyHkKT /System/RSTP/global

B naHHOM BKagKe MeHI0 HacTpamsatoTca napameTtpbl RSTP ana Bcero ycrpoincrsa.

/System/RSTP/global
|>..

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BridgePriority
ForwardDelay
HelloTime
MaxAge
RootID
BridgelD
RootPort
RootCost

Advanced ESC+h - Help

32768

15

2

8

this device
8000-54a54b7c1917
this device

0

BridgePriority

ForwardDelay

HelloTime

MaxAge

RootID

BridgelD

RootPort

3TOT MapameTp No3BoAET YCTaHOBMTb MPUOPUTET KOMMYyTaTopa. MeHsasa 31o
3HauYeHue, Bbl MEHAETE LLIAHC KOMMYyTaTopa BbiUrpaTh Bbibopbl Root Bridge -
KOPHEBOTO YCTPOICTBA. YMEHbLUEHNE BeNUYMHbI YBEANYMBAET LaHC.

Mo ymonyaHuio - 32768. inana3oH 3Ha4veHui: ot 0 ao 61440 c warom 4096.

Bpems (B ceKyHAax), KOTOpoe NOPTbl KOMMYTATOPa NPOBOAAT B pexkumax Listening
n Learning.

Mo ymonyaHuio - 15 cekyHa. [lnanasoH 3HavyeHui: oT 4 o 30.

2*(Forward Delay - 1) >= Max Age

NHTepBan (B cekyHaax) mexay nepeaadamm BPDU KommyTaTopom.

Mo ymonyaHuio - 2 cekyHAabl. [lnanasoH 3HayeHui: ot 1 go 10.

Max Age >= 2*(Hello Time + 1)

Bpems (B ceKyHO,ax), KOTOPOe KOMMYTATOP XKAET Nepes HayanoM peKoHPUrypaLmm

cetn. Ecam oH He nony4vaeT BPDU B Te4eHWe 3TOro BpemeHu, OH NbITaeTca HavyaTb
pekoHdUrypaLmio.

Mo ymonyaHuto - 8 cekyHA. [lnanasoH 3Ha4YeHui: ot 6 go 40.
Max Age >= 2*(Hello Time + 1)
2*(Forward Delay - 1) >= Max Age

NoeHTUdMKaTOpP TEKYLLETO KOPHS.

this device - naHHOe ycTpPOICTBO - KOPHEBOE.
NaoeHTudMKaTop AaHHOrO YCTPOMCTBA

MopT BeAYLWMI K KOPHEBOMY YCTPOWCTBY
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RootCost

CTOMMOCTb NyTN [0 KOPHEBOTO YCTPOMCTBA

3.2.4.7 NyHkT /System/global

JdaHHbI

NYHKT

NO3BONIAET NPOCMOTPETb CUCTEMHbIE NAPaMETPbl  MYNbTUNJIEKCOPA-

KOMMYTATOpPa, 334aTb WU U3MEHUTb eMY UMSA U MECTOMOJIONKEHWNE A/1A YNPOLLEHUS ero MaeHTUdUKaumuu,
BbIMNOJIHUTL Nepe3arpyskKy.

/System/global
|>..

Uptime

Contact

Name

Location
Description
Hardware version
Modification
System ID
OldSystem ID
Software version
LicenseValid
Slave

Update

Vendor

Advanced ESC+h - Help
2 days 21 hours 16 mins
LPOS

Sprinter TX

634.110rev 0

4E1.2GE.2CSFP.DC48AC220

BOOWG3G6

634WG3G7

LPOS 1.0.9.4SR26 (05.08.2015) [1408 ,10471D]
Yes

NotReady
"NSC Communication Siberia Ltd.", Novosibirsk, Ordzhonikidze 38-701

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Uptime

Contact

Name

Location

Description

Hardware version

Modification

System ID

OldSystem ID

Software version

LicenseValid

Bpems, npoleaLwee nocne NociaeLHero BKAYEHMA YCTPOCTBA.
YcTaHaBAMBAET KOHTAKTHbIE AaHHbIE.

YcTaHaBAMBAET MMA YCTPOMCTBA.

YcTaHaB/IMBaEeT MEeCTOMOJ/IOKEHWE YCTPOMCTBA.

OnucaHue ycTpoicTaa.

AnnapaTtHas BEpCUs YCTPOMICTBA.

TeKkywana moandmKaLma ycTPoiCcTBa.

CuctemHbI naeHTUdUKaTop.

CTapblit cucTeMHbIV MaeHTUdUKaTop.

Bepcua nporpammHoOro obecneyeHms.

[eAcTBUTeNbHOCTb INLEH3UMN.

Yes — nuueH3na aencTeutenbHa.
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No — nuueH3na HeaencTBUTeNbHA.
BHUMAHMUE!!!

Ona nonHoii paboTOCNOCO6HOCTM YCTPOMCTBA ITOT MNapameTp [A0JIKeH
NPUHMMaATb 3HaYeHue - Yes. Ecnm yctaHoBUAOCb 3HaYeHne No, 3TO 03HAYaeT, YTo
JIMLEH3UA Ha UCNO/JIb30BaHUE YCTPOMCTBA 3aKOHUMIACb U ee Heobxoaumo
npuobpectu. Mo OKOHYAHUIO NLEH3UU YCTPOUCTBO paboTaeT HEKOPPEKTHO, a
MMEHHO, NpeKpaLlaeT nepeaasartb NoTtoku E1.

3anyctuTb npouecc obHoBneHMs, ecau B Kartanore /mnt/flash kKommyTaTopa
nmeeTca Gpana c NPOLUNBKOM.
NotReady - banna ana obHosneHua 8 /mnt/flash Her.

Ready - ectb dpainn ana obHosneHua 8 /mnt/flash.

Update ,
Updating nn - wnpet npouecc O6OHOBAEHUS C WHOMKATOPOM Mporpecca B
npoLeHTax.
Complete - obHoBneHWe 3aBepllieHO, HeobxoAMMO neperpy3nTb YCTPOWCTBO
KomaHgoM reset. Nocne nepesarpy3ku yCTPOMCTBA, OHO BYAET 3arpy*KEHO C HOBbIM
NporpaMmmHbIM obecrneyeHnem.
Contact MponssoauTenb yCTPOMCTBA.
3.2.4.8 NyHKT /System/SNMP/auth
B A@aHHOM NyHKTe MeHt0 Bbl MOXKeTe YCTaHOBUTb MMEHa sSnmp community.
/System/snmp/auth Advanced ESC+h - Help
|>..

| ReadCommunity
| WriteCommunity

Public
Public

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

ReadCommunity Wcnonb3yetca ans ayTeHTUOUKALUM NPU YTEHMM (MO ymondaHuio “public”);

WriteCommunity Vcnonb3yetca A ayTeHTUGUKaLMmM npu 3anucy (no ymoadanuto “public”);

3.2.4.9 NyHKT /System/SNMP/traps

B 4aHHOM NYHKTE MEHI0, MOXHO U3MEHATb HAaCTPOMKM OTNpaBKK yBegomaeHuit (SNMP-trap'os)
C ycTpoiicTBa(areHTa) — MeHeOKepy.

/System/SNMP/traps
|>..

| ServerlP

| Community

| Version

Advanced ESC+h - Help

0.0.0.0
public
v2c
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Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.748 : [console] Change of the user is made to admin

ServerlP Agpec cepBepa, Ha KOTOpPbI OTNPABAATb COOBLLEHMA.
Community 0O6wwas cTpoKa (Napo/ib) B COObLLEHUN.

Bepcua coobuienus (v1/v2c/3).
Version
Mo ymonyaHuto: v2c

3.2.4.10 MyHkT /System/SNMP/users/nonb3osarenb

B A@aHHOM NMYyHKTE MEHIO Bbl MOXKETe HacTPOUTb MapaMeTpbl NMo/1b30BaTeNa snmp.

/System/snmp/v1 Advanced ESC+h - Help
|>..

| UserName

| Enabled No

| WRights

| AuthKey ok ok ok ok oK ok ok

| PrivKey ok ok ok ok oK ok ok

| MinSecLevel noAuthNoPriv

| Secret

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

UserName Mma nonb3oBaTens.

BK/loYeHNA/oTKNOYEHME NONb30BaATENS.
Enabled No - BbIKNtOYEH (MO YMONYaHUIO).

Yes - BKNtOYEH.

MNpaBa Ha 3anucob.
E1 - napameTpsbl E1;

Net - napameTpsbl Ethernet;

WRights

Mux - napameTpbl MyJIbTUMIEKCOPA-KOMMYTATOPa;

OS - NnapameTpbl OnepaLoHHON CUCTEMBI;

Mo yMmoNYaHMIO HW OAHO U3 3HAYEHUI He YCTaHOB/IEHO.
AuthKey Maponb ana ayteHTUdMKaLmm noab3osatens. MMHMMYM 8 3HAKOB.
PrivKey Kntou wndposaHusa. MMHMMYM 8 3HAKOB.
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YpoBepb 6e30nacHOCTH.

noAuthNoPriv - naponv nepeaatoTca B OTKPbITOM BUAE, KOHPUAEHUNANIbHOCTb AaHHbIX
MinSecLevel ©OTCYTCTBYET (N0 yMONYaHMI0);

authNoPriv - ayteHTUGUKaumA 6e3 KoHOMAEHUNANBHOCTY;

authPriv - ayTeHTUPUKaLMA U LWNPPOBAHNE, MAKCUMA/IbHbI YPOBEHb 3aLLMLLEHHOCTY.
Secret 3awndpoBaHHan Nocie0BaTeIbHOCTb KAOYEN.

3.24.11 MyHkT /System/SNMP/v1

B AaHHOM NyHKTE MeH0 Bbl MOXeTe BKAOUNTL/OTKAOYMTb NPOTOKOA snmp vi.

/System/snmp/v1 Advanced ESC+h - Help
[>..
| Enabled Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BktoueHune/Bbikao4eHme snmp vi.
Enabled Yes - BK/oYeH (N0 yMOAYaHUIO).

NO - BbIK/TIOYEH.

3.2.4.12 MyHKT /System/SNMP/v2c

B faHHOM NyHKTe meHto Bbl moxeTe BK/'II-OLIMTb/OTK}'IlOLIMTb NPOTOKO/ snMmp v2c.

/System/snmp/v2c Advanced ESC+h - Help
|>..
| Enabled Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BKatoyeHne/BbikAOYEHWE sSnmp V2C.
Enabled Yes - BkntoueH,

No — BbIK/lOYEH (N0 YMOYaHMIO).

3.24.13 MyHKT /System/SNMP/v3

B AaHHOM NYHKTE MEHIO Bbl morkeTe BKﬂI-O‘-IMTb/OTKI'IIOLIVITb NPOTOKO/N snMp v3.

/System/snmp/v3 Advanced ESC+h - Help
|>..

| Enabled Yes

| EnginedID 0000A7AEO000000000000000
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Bk/toyeHue/BbIKkAOYEHME snmp V3.

Enabled Yes - BKNOYEH,

No — BbIK/tOYEH (N0 YMOIYaHMIO).

EnginedID YHuKanbHbIA MAEHTUDUKATOP YCTPOMCTBA.

3.2.4.14

MyHKT /System/SNMP/stat

MMYyHKT MEHI0 A5 OTPAXKEHUA CTAaTUCTUKKM paboTbl NnpoTokosia SNMP (cueTtumkm us RFC 3414, 3418).

/System/SNMP/stat
|>..

| InPkts

| InBadVersions
| InBadCommNames
| InBadCommUses
| InASNParseErrs
| SilentDrops
| ProxyDrops
| OutPkts

| InTooBigs

| InNoSuchNames
| InBadValues

| InReadOnlys

| InGenErrs

| InTotalReqVars
| InTotalSetVars

| InGetRequests

| InGetNexts

| InSetRequests

F

| InGetResponses
1672 | InTraps
0 | OutGetResponses
0 | OutTraps
0 | UnsuppSecLevels
0 | NotInTimeWindows
0 | UnknownUserNames
0 | UnknownEnginelDs
1672 | WrongDigests
0 | DecryptionErrors
0
0
0
0
1812
0
1523
151
0

ilter: <Press any letter key to start filtering items>

LOG:20.10.15 16:23:22.506 : [E1_daemon] E1 0 changed state to RX: Ok, TX: Ok

Advanced ESC+h - Help
0

0

1670

OO O0OoOoOoo

InPkts

InBadVersions

InBadCommNames

InBadCommUses

InASNParseErrs

Konnuyectso n PUHATbLIX NaKeToB

KonnyecTBo NpuHATLIX NAKETOB C HEMNOAAEPKMBAEMOM Bepcuei

KonnuecTBo NpMHATLIX NaKeToB C HeBepHOM obLiel cTpokoit (ans vl, v2c)

KoanyectBo NpUHATLIX MAKETOB € 3aNPOCOM Ha AaHHble, He pa3peLleHHbIX Aaa

YKa3aHHOM 06LLeN CTPOKM

Konunuyecteo ASN.1 nnum BER owmnboK npu AekoanmpoBaHUm NOyYEeHHbIX

coobueHui

000 «HCK KommyHuKaumm Cnbupmu», 2016 r.  www.nsc-com.com

102



Sprinter TX

TY6665-005-62880827-2013

SilentDrops

ProxyDrops

OutPkts

InTooBigs

InNoSuchNames

InBadValues

InReadOnlys

InGenErrs

InTotalReqVars

InTotalSetVars

InGetRequests

InGetNexts

InSetRequests

InGetResponses

InTraps

OutGetResponses

OutTraps

UnsuppSeclevels

NotinTimeWindows

Konunyecrso 0T6p0LLIeHHbIX NaKeToB C OTBETAMU HA 3anpocCbl No NpuvnHe
npesbilWeEHNA MaKCMMAJ/IbHOTO pa3mMepa NnoslydymBLleEroca oreeTa C nNyCcrbiMmn
CBA3aHHbIMU NePEMEHHbIMUN

KosimuecTBo OoT6POLLEHHbIX MAKETOB C OTBETAMM MO NPUYMHE TaliM-ayTa npu
nepezave coobLeHNIA NPOKCU-areHTy

Konunyecrso nepeagaHHbIX NakeTos

KonnyecTBo NpMHATLIX NaKeTOB CO 3Ha4YeHMem "tooBig" (canwkom 6onblioit) B
none error-status

KonnyecTBo NpMHATLIX MaKeToB co 3Ha4YeHuem "noSuchName" (HeT Takoro
MMeHM) B nose error-status

KonnuecTBo NpMHATLIX NaKeToB co 3HaYeHMem "badValue" (nnoxoe 3HayeHue) B
none error-status

KonnyectBo NpuMHATLIX NaKeToB co 3HavyeHneM "readOnly" (TobKo Ans YTeHUs) B
nose error-status

KonnyecTBo NpuMHATLIX NAKeTOB €O 3HavyeHmem "genErr" B none error-status

KosimuyectBo ycnelHo 3anpoLleHHbix MIB-06beKTOB B pe3y/ibTaTe 3anpocos Get-
Request n Get-Next

Ko/iMyecTBo ycnewHo M3MeHeHHbIX 3HaueHnn MIB-06beKToB B pesynbTaTte
3anpocos Set-Request

KosimyecTBo NpUHATBLIX M 06paboTaHHbIX 3anpocoB Get-Request (3anpocos ans
NoyYeHUsa 3HaYeHUA NEPEMEHHOMN UK CTIMCKA NEPEMEHHbIX)

KonmuecTBo NpUHATLIX 1 06paboTaHHbIX 3anpocoB Get-Next (3anpocos ana
06HapyKeHNA AOCTYNHbIX NEPEMEHHbIX U UX 3HAYEHWI)

KosimuecTBo NpuHATLIX M 06paboTaHHbIX 3anpocoB Set-Request (3anpockl Ha
N3MeHEeHWe NepeMeHHON WK CIUCKa NepeMEHHbIX)

KonnuecTtBo oTnpasneHHbIx oTBeToB Get-Response (oTBeTbl ansa GetRequest,
SetRequest, GetNextRequest, GetBulkRequest n InformRequest)

KonnuectBo NpuHATLIX M 06paboTaHHbIX yBeAOMAEHMUM Trap (aCMHXPOHHOE
yBEZOMJIEHME OT areHTa - MeHeaKepy)

KosimyecTBo OTNpaB/eHHbIX OTBETOB
KosimyectBo oTnpaB/eHHbIX Trap-yBeaoMIeHNi

KonnyectBo oTHpOLEHHbIX 3aMPOCOB MO NPUYMHE HENOAAEPKMBAEMOTO YPOBHSA
bes3onacHocTH

Konunyectso 0T6p0LU€HHbIX 3anNpocoB Mo NpuUYnHe BbiXoada 3a npeaesibl
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BPEMEHHOIo OKHa

Konunyectso OT6pOLLIeHHbIX 3anpocoB Nno NnpnuynHe Hen3BeCTHOro MMeHu
noNb30BaTENA

UnknownUserNames

UnknownEnginelDs KonnyectBo oT6pOLLIEHHbIX 3aNPOCOB NO NpUYMHE HensBecTHoro EnginelD

Konunyectso OT6pOLLIeHHbIX 3anpocoB MO NpuUYnNHe OTCYTCTBUA OXKNAAEMbIX

WrongDigests o
YMCNOBbIX 3HAYEHUI

Konnyectso oTBPOLLEHHbIX 3aMPOCOB MO NPUYNHE HEBO3MOMKHOCTM

DecryptionErrors
yp pacwndpoBKM

3.2.4.15 MyHKT /System/syslog

B AaHHOM NMyHKTe MeHI0 Bbl MOXKeTe HaCcTPoUTbL NapameTpbl NPoToKoAa syslog.

/System/syslog Advanced ESC+h - Help
|>..

| Enabled No

| ServerlP 0.0.0.0

| Facility Kernel

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

BkntouyeHue/BbIkAOYEHME NPOTOKoAa syslog.
Enabled Yes - BKAtoueH,

No — BbIK/lOYEH (N0 YMOYaHMIO).

IP-agpec syslog-cepsepa.
ServerlP
0.0.0.0 - He 3aaaH (Mo ymonyaHuto).

Tun 3anpoca. MoxeT NpuHMMaTb 3HadYeHus: kernel (no ymonyanuio), user, mail,

Facility local0, locall, local2, local3, local4, local5, local6, local7.

3.2.4.16 MyHKT /System/telnet

B faHHOM NyHKTe MeHto Bbl MoXKeTe HacTpouTb NapameTpbl NpoTokona telnet.

/System/telnet Advanced ESC+h - Help
[>..

| Enabled Yes

| Timeout 15

| MaxSessions 3

| ActiveSessions 1

| DefaultShell Menu

Filter: <Press any letter key to start filtering items>
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LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Enabled

Timeout

MaxSessions

ActiveSessions

DefaultShell

3.24.17

BkntoueHune/BbikNOYEHME NpoToKoNa telnet.

Yes - BKAoYeH (No ymonyaHuio),

No - BbIKNOYEH.

Bpemsa oXKnpaHus B MMHYTax. TO BPeMS, Yepes KoTopoe byaeT nponsseaeH
pa3pbIiB cOegMHEHMA N0 NpoToKony telnet npu 6e3nencTBUM Nob30BaTENA.

Mo ymon4yaHuto - 15 muHym.

MakcmmanbHoe Konnyectso telnet-cecui.
MokeT npuHMmaTb 3HaveHua ot 1 go 10.

Mo ymonyanuio - 3.
lMoKa3biBaeT KOAMYECTBO YCTAaHOBNEHHbIX telnet-ceccuii.

060/104Ka ynpas/iEHNA YCTPOMCTBOM MO YMOHYAHUIO.
Menu - meH0 (N0 YyMONYaHMIO),

Consol - KoMaHAHbIN PEXUM.

MyHKT /System/time

B paHHOM nyHKTE MeHK Bbl MoOXKeTe HacTpouTb AaTy, BpemMA WAM Ke napameTpbl
cnHXxpoHu3aumm ¢ NTP cepsepom.

/System/time
[>..

| Time

| Date

| TimeZone

| ServerlP

| SyncPeriod
| AutoSync

| ForceSync
| NextSync

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

00:54:43

19.12.13

0

194.190.16.51

7

Enabled

sync time with NTP Server
now

Time

Date

YcTaHaBnnBaeT BpemMA Ha My/IbTUNNIEKCOPE-KOMMYTATOPE.

®opmat BBoga HH:MM:SS, rge HH —yacbl, MM — muHyTbI, SS — cekyHApl, Bce
ymcna AByx3HayHble. Yacbl yKasbiBatloTcA B AManasoHe ot 0 fo 24. YKasaHue
CeKyHZA He 06s3aTesibHO.

YcTaHaB/MBAET AaTy Ha MY/IbTUM/IEKCOPE-KOMMYTaTopeE.
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®opmat BBoga DD.MM.YY B KauecTBe napameTpa, rae DD — geHb, MM — mecay, YY
—rog, BCe YMcaa ABYyX3HaYHbIe.

TimeZone YcTaHaB/NMBAET YaCoOBOW NOSC Ha MyAbTUMNIEKCOPE-KOMMYTaTOpE.

ServerlP IP apgpec cepBepa, C KOTOpbIM BYAET NPONCXOAUTL aBTOMATUYECKas
CUHXPOHU3aLMA.
Mepnog CUHXPOHU3ALUMM B AHAX.

SyncPeriod
Mo ymonyaHuio - 7 OHell.
Bk/toueHne/BblKAOYEHME aBTOMATUYECKAA CUHXPOHU3aLMA.

AutoSync Enabled - BbikntoYeH (Mo ymonyaHuio),
Disabled - Bbiknto4eH.

ForceSvnc CUHXPOHU3aLUMA BpeMeHU ceityac. 18 CUHXPOHM3AUUKM HeO6X04MMO HaXKaTb

y «Enter» pns oTKPbITUA NapameTpa, 3aTeEM elLLe Pas - 419 CUHXPOHU3aLUM.
NextSync Bpema cnegytoleit CUHXPOHU3aLUK
3.2.4.18 NyHkT /System/EthMirror

/System/EthMirror
|>..

| Srcingress

| SrcEgress

| Dstingress

| DstEgress

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.124 : [console] Change of the user is made to admin

Advanced ESC+h - Help

No
No

MopTbl, C KOTOPbIX BYAYT KONMPOBATLCA BCE BXOAALWME GppeirMbl, U OTNPABAATLCA B

Srclngress Dstlngress nopr.

SrcEgress MopTbl, C KOTOPbIX 6YAYT KONMPOBATLCA BCE UCXoAALME GperMbl, U OTNPABAATLCA
B DstEgress nopr.

Dstingress MopT, B KOTOPLIN BYAYT KONMPOBATLCA BXoAALWME ppenMbl U3 Srcingress nopTos.

DstEgress MopT, B KOTOPLIN BYAYT KONMPOBATbCA BXogAwWwMe ppenmbl U3 SrcEgress nopTos.

3.2.4.19 MyHKT /System/HTTP

/System/HTTP Advanced ESC+h - Help

|>..

| Status Working
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| Enabled Yes
| Port 80

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 12:11:20.124 : [console] Change of the user is made to admin

Status Tekyuwiee coctoaHmne HTTP cepsepa.

BKAtoYeHne 1 oTKAoYEeHWe cepBepa
Enabled Yes — BKk/IloUeH (No yMmo4aHuio).

No - BblKk/toYeH

Port TCP nopt ana HTTP cepsepa.

3.2.4.20 MyHKT /System/AUX

B [OaHHOM nMyHKTE MEHI0, HacTpauBatoTca napameTpbl nopta AUX, ana ynpasneHuA
NOAK/IIOYEHHbIMM K HEeMy YCTPOMCTBaMM. ITOT MYHKT MPUCYTCTBYET HE Ha BCEX anmnapaTHbIX Bepcuax
MYJIbTUNNEKCOPOB-KOMMYTAaTOPOB.

HasHayeHue BbiBoAOB pa3bema DB-9 untepdeiica RS-232

AUX PORT TxD 2
RS-232
RxD 3
g N :
/System/AUX Advanced ESC+h - Help
|>..
| TCPPort 4000
| BaudRate 115200
| Parity None
| Log Disabled
Filter: <Press any letter key to start filtering items>
LOG:15.09.15 12:11:20.124 : [console] Change of the user is made to admin

TCPPort Homep TCP-nopTa nogkntoveHUA.
BaudRate ButoBas ckopocTb paboTbl NopTa.

KOHTpoAb YeTHOCTK.
Parity None - HeT KOHTPOIA (MO YMONYaHMIO);

Odd — BkntoyeHue KOHTPO/1A Ha HEYETHOCTb,
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Even - BKAtOYEHME KOHTPO/1A Ha YEeTHOCTb;,

BkAtoyeHne/oTKAOYEHWe 3anncK B dait KypHana npu NOAKAYEHUN.
Log Disabled - oTkntoueHo (Mo ymonyaHuio);

Enabled - BkntoueHo.

3.2.5 MNyHKT/IP

[aHHbIV NYHKT MEHIO NO3BOJIAET HAaCTPOUTb NpoTokon IGMP, HacTpouTb IP-agpec, Macky U1 W3
Mo YMOYaHUIO, CMUCOK SOBEPEHHDBIX Y3108, MPOCMOTPETb CTaTUCTUKY OLUMOOK.

/IP Advanced ESC+h - Help
|>..

| current-config

hosts

IGMP

stat

stored-config

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.5.1 MNyHKT /IP/IGMP/config

B 4aHHOM NyHKTE MEHI0 Bbl MOYKETe HaCTPOUTb paboTy npoTokosia IGMP.

/IP/IGMP/config Advanced ESC+h - Help
|>..

| Mode Disabled
| Ports

| FastLeave

| Priority Vi4

| Debuglevel 0

| --MVR--

| MVRVlan 0

| MVRUpstream

| MVRDownstream

| --Querier--

| StartupQl 30

| StartupQC 2

| Robustness 2

| QTimeout 255

| QRespTime 10

| Qinterval 125

| LastQRI 1

| LastQC 2

| MemberTime 255
Filter: <Press any letter key to start filtering items>
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LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Pexxum paboTbl NpoTOKONa.
Disabled - 3anpewaet IGMP snooping (no ymonyanuto);

Snooping - pa3pelwaet IGMP snooping. B atom pexxkume IGMP-3anpocbl 6yayT
Mode yX04uTb B Nosib3oBaTenbckom VLAN'e

MVR - pexxnm, Npu KOTOPOM MOXKHO ycTaHasameaTb VLAN ID 802.1p 414 NnOTOKOB
multicast. B atom pexume B IGMP-3anpocax VLAN 6yaeT noameHATbCA Ha

MVRVlan.
Ports CnucoK NOpTOB, Ha KOTOPbIX BKAOYEH NpoTokon IGMP.
FastLeave CnucK nopToB, 415 KOTOPbIX HYXKHO UCNob30BaTh fast leave pexkmum.

MpuopuTeT, c KoTopbim MAC agpeca byayT obaBneHbl B TabaULy KOMMyTaLUK.

Moa npuoputeT Bblaenaetca 3-x 6utoBoe none PCP (Priority code point) B
3aronoske IEEE 802.1q.

BKO - Background (cambliii HU3KUKI NpUOPUTET).
BE1 - Best Effort.
EE2 - Excellent Effort.
Priority CA3 -Critical Applications.
VI4 - Video, <100ms lantecy and jitter.
VOS5 - Voice, <10ms lantecy and jitter.
IC6 - Internetwork Control.

NC7 - Network Control (camblit BbICOKUIA NPUOPUTET).

Mo ymonyanuio: Vi4.

YpoBeHb Konnyectsa BbiBoga debug-coobuieHnit B syslog.

Mo:KeT NnpMHMMaTh 3Ha4YeHun ot 0 Ao 5. Yem 6onblue ypoBeHb, Tem bonblue

DebuglLevel
ebugleve debug-coobLueHnii BbIBOAUTCA.

Mo ymonyaHuto 0.

YcraHasnmeaet VLAN ID 802.1q gns notokoB multicast (MVR perkunm), meTKka
3aj4aeTca KaKk aecatmyHoe 4yucao ot 0 go 4095.

MVRVian
0 — oTCyTCTBME METKM.

Mo ymonyaHuto 0.

CnuncoK Nonb3oBaTeIbCKUX NOPTOB, KOTOPbIE A0/1XKHbl OTAAaBaATb MY/IbTUKACT-

MVRUpstream
BellaHWe KOHeYHOMY No/b30BaTeso;

MVRDownstream Cnu1coK NopToB, NPUHUMAIOLLMX MYJIbTUKACT-BeLLLaHWE OT cepBepa (MCTOUYHUKK);
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NHTepBan, Yepes KOTopblit ByaeT oTnpasaeH Nepsblit igmp 3anpoc. Mo ymonyaHuio
3TOT MHTEPBAJ KOPOYE, YEM MHTEPBA MEXKAY OTNPABKOM igmp 3anpocos., YTo
No3BO/IAET YCTAHOBUTb COCTOIHME FPYMMbl KaK MOXHO bbicTpee.
StartupQl y Py P
[durana3oH NnpuHMMaembIx 3Ha4eHu ot 1 go 255 cekyHa,
Mo ymonyaHuto 3HavyeHue 30 cekyHA,.
KonunyectBo igmp 3anpocoB oTnpaB/ieHHbIX Npu 3anycke. OTNPaBAAOTCA OHU
yepes UHTepBan 3anycka (StartupQl).
StartupQC o
JnanasoH npuHumaembix 3Ha4yeHun ot 1 o 10 3anpocos.
Mo ymonyaHuto 2 3anpoca.
KonnyectBo NOBTOPHOM OTNPABKM NAKETOB, B C/Iy4ae UX NOTEPU B CETHU.
Robustness [vanasoH 3HayeHun oT 1 ao 7 pas.
Mo ymonyaHuto 2 pasa.
KonnyectBo cekyHa, KOTOpOe TeKyLlee YCTPOMCTBO AOJIXKHO XAaTb NOCAE TOro, Kak
npeablayLwunii onpalmsatowmii (querier) npekpaTua onpallnBaTh, Npexae Yem
. CTaTb OMPALINBALOLLMM.
QTimeout P H
[unana3oH 3Ha4YeHnn oT 1 go 255 cekyHA.
Mo ymon4yaHuto 255 cekyHa.
Bpems oTKAMKA Ha igmp 3anpoc. 3HaYeHNe JOMKHO ObiTb MEHbLUE, YeM UHTEPBA
MeXay 3anpocamm.
QRespTime o
P AnanasoH 3HayeHnn oT 1 oo 25 cekyHA.
Mo ymon4yaHuto 10 cekyHA.
YacToTa oTnpaBKK igmp 3anpocos. Yem 60bLLe 3HAUYEHME, TEM perke byayT
OTMNPaBAATbLCA 3aNpPOChl.
Qinterval .
AnanasoH 3HayeHun oT 1 ao 255 cekyHA,.
Mo ymonyaHuto 125 cekyHaA.
NHTepBan, Yepes KOTOPbIM OTNPaBAATbL OTBET Ha igmp 3anpoc nocsie Noay4yeHus
XOCTOM COO06LLEHNSA BbIXOAA OT NOC/eAHEro akTMBHOIO XOCTa Ha ceTu. Ecam
HMKaKMX COOBLLEHNI He NOSIYYEHO B TEYEHME MHTEPBANa, TO rpynna yaanserca. Bol
LastQRI MOXKEeTe NCMO0JIb30BaTb AaHHOE 3HAaYeHMe, YTO HACTPOUTb, KaK bbicTpo byaeTt
npeKpaleH1a nepegaya no cetu.
[unana3oH 3HayeHun ot 1 go 25 cekyHa,.
Mo ymonyaHutio 1 cekyHaa.
Konnyectso igmp 3anpocos, oTnpaBaseMbix C MHTEPBAJIOM OTBETA Ha 3anpoc
nocneaHero yneHa (LastQRI), B oTBET Ha COObLLEHUA BbIXOAa OT NOC/AeAHEro
LastQC

MN3BECTHOIO aKTUBHOIO XOCTa B CETU.

[vana3oH 3HayeHu ot 1 oo 5 3anpocos.
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Mo ymonyaHuto 1 3anpoc.
NHTepBan BpeMeHU, KOTOPbIN AOIKEH MPOUTH, NPEXAE YEM iEMpP poyTep pPeLuunT,
YTO HET HX OAHOrO YEeHa B rpynmne Wan UCTOYHMKA He CYLLEeCTBYeT B CETH.
MemberTime

[dunana3oH 3HayeHnn oT 1 go 255 cekyHA.

Mo ymon4yaHuto 255 cekyHa.

3.2.5.2 NyHkT /IP/IGMP/VLAN

HacTtpoikn IGMP-Tpadmka B pasHbix VLAN-ax.
Cnucok VLAN-0B B 3TOM MEHIO 3anoJIHAETCA aBTOMaTU4YecKu, npu obHapy»eHun Querier-a (MCTOYHMKA
multicast-Tpaduka).

/IP/IGMP/VLAN Advanced ESC+h - Help
[>..

| 100

Elected Port

0.0.0.0
Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

HacTpoiKkn mapLipyTmM3aTopa, KOTOPbIit OTBeYaeT 3a oTnpaBKy multicast TpaduKa B cermeHT (Querier-a)

/IP/IGMP/VLAN/100
|>..

| MyVersion V2

| Querier Disabled
| Elected 0.0.0.0
| ElectedPort

| ElectedTTL 0

| QuerierVersion V2

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

MyVersion Bepcua IGMP gna otnpasku 3anpocos
BrtoueHne/oTkaoueHne otnpasku IGMP General Query.
Querier Disabled — BknoyeH (No ymonyaHuio)
Enabled — BbikntoyeH
Elected BbibpaHHbIi IGMP Querier.
ElectedPort MopT, Ha KoTopoMm BbibpaH Querier
ElectedTTL OcCTaToTK BpEMEHM XU3HU 0 nepeBbibopos Querier'a
QuerierVersion Bepcua BbibpaHHOro Querier'a
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3.2.5.3 NyHkKT /IP/current-config

[JaHHbIV NYHKT No3BoAsieT HacTpouTb IP aapec, macky, w3 no ymondaHuto, metky VLAN ID u
ee MNpUOpPUTET, a TaKKe MapameTpbl CMUCKA OO0BEPEeHHbIX Yy3/10B «Ha neTy». Ho mocne nepesarpysku
yCTpoiicTBo ByaeT 3arpyeHo ¢ napameTpamm us nyHkTa “3.2.5.6 /IP/stored-config”.

/IP/current-config Advanced ESC+h - Help
|>..

| NetworkAddr 192.168.0.24

| NetworkMask 255.255.255.0

| DefaultGateway 0.0.0.0

| DefaultVlanID 0

| DefaultVIanPri 0

| PhysicalAddr 54:A5:4B:68:11:30

| TrustAll Yes

| TrustLocal Yes

| TrustUnkVlan Yes

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

NetworkAddr YcraHaBauBaet IP agpec ycTpolictsa.
NetworkMask YcTaHaBAMBaET MacKy NOACETH.
DefaultGateway YctaHaBnusaeT IP agpec wnto3a.

Metka VLAN ID 802.1p ana ynpaBneHua, 3a4a€Tca Kak gecatnyHoe yncno ot 0 go

Bejguiian® 4095. 0 - oTcyTCTBME METKMW. 3Ha4YeHme no ymondanuio: 0.

but npnoputeta VLAN ID 802.1p ana ynpasaeHma, NPUOPUTET 3343ETCA KaK

DefaultVianPri
pecatnyHoe uncno ot 0 oa 7. 3HavyeHue no ymondaHuto: 0.

PhysicalAddr MAC-agpec ycTpoicTsa.
BKtoYeHUe/OTKAOUYEHNE CIMCKA AOBEPEHHDbIX Y3/10B, KOTOPbIA MOXHO 3a4aTh B
nyHKkte ip/hosts.

Yes - nosepAatb Bcem. [py 3TOM 3Ha4eHUM AOCTYN MMEIOT BCe He 3aBUCMMO OT CMMCKa
TrustAll [0BEPEHHbIX Y3/10B (MO yMmON4aHuIo).

No - pa3peluaeTt AOCTyN K YCTPOMCTBY TO/IbKO Y3/1aM HaXO4ALMMCA B CIIUCKE
[OBEPEHHbIX y3/10M. TakKe Npu 3TOM 3HaYeHUM yunTbiBaeTca napametp Trustlocal.

AoctynHo c Bepcum MNO: LPOS 1.0.9.4SR3.

Bk/toYeHMe/OTKNOYEHWE A0BEPEHHbIX Y3/10B U3 1OKA/IbHOM CeTu.
YuuTbiBaetca, Korga napametp TrustAll umeet 3HaueHue No.
TrustLocal
Yes - noBepeHHbIMWN ByAyT IOKa/bHbIE Y3/bl U U3 CNKUCKa hosts (No ymonyaHuio).

No - poBepeHHbIMM 6yayT TONLKO Y3/bl U3 cNKCKa hosts.
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AoctynHo ¢ Bepcum NO: LPOS 1.0.9.4SR3.
BratoyeHune/oTkaoueHne 06paboTkm pperimos B Tex VLAN'ax, KOoTopble He 3a4aHbl B
Tabauue VLAN.
TrustUnkVian Yes - nosepeHHbIMK By ayT y3bl 13 HenssecTHoro VLAN (no ymonyaHuio).
No - poBepeHHbIMM ByayT TONBKO y3/bl U3 M3BecTHbIX VLAN

AoctynHo ¢ Bepcuum MNO: LPOS 1.0.9.4SR21.

3.2.5.4 MNyHKT /IP/hosts

B gaHHOM nyHKTe Bbl morKeTe pefaKTMpoOBaTb CMNMCOK AOBepeHHbIX y310B. C 3TUMX y3/10B
paspelweH A0CTyn K yctpouctsy. [Jna BKAOHYEHUA/OTKAOYEHUA HEeObXOAMMO HacTpamBaTb NapameTpbl
TrustAll n TrustLocal, KoTopble HaxogAaTca B nyHKTax “3.2.5.3 /IP/current-config” n “3.2.5.6 /IP/stored-
config”.

/IP/hosts Advanced ESC+h - Help
|>.. Network Mask | 20 0.0.0.0 255.255.255.255
| 1 192.168.0.133  255.255.255.0 | 21 0.0.0.0 255.255.255.255
| 2 192.168.0.203 255.255.255.0 | 22 0.0.0.0 255.255.255.255
| 3 0.0.0.0 255.255.255.255 | 23 0.0.0.0 255.255.255.255
| 4 0.0.0.0 255.255.255.255 | 24 0.0.0.0 255.255.255.255
| 5 0.0.0.0 255.255.255.255 | 25 0.0.0.0 255.255.255.255
| 6 0.0.0.0 255.255.255.255 | 26 0.0.0.0 255.255.255.255
| 7 0.0.0.0 255.255.255.255 | 27 0.0.0.0 255.255.255.255
| 8 0.0.0.0 255.255.255.255 | 28 0.0.0.0 255.255.255.255
| 9 0.0.0.0 255.255.255.255 | 29 0.0.0.0 255.255.255.255
| 10 0.0.0.0 255.255.255.255 | 30 0.0.0.0 255.255.255.255
| 11  0.0.0.0 255.255.255.255 | 31 0.0.0.0 255.255.255.255
| 12 0.0.0.0 255.255.255.255 | 32 0.0.0.0 255.255.255.255
| 13 0.0.0.0 255.255.255.255

| 14 0.0.0.0 255.255.255.255

| 15 0.0.0.0 255.255.255.255

| 16 0.0.0.0 255.255.255.255

| 17 0.0.0.0 255.255.255.255

| 18 0.0.0.0 255.255.255.255

| 19 0.0.0.0 255.255.255.255

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Y106bl1 L,06aBUTL HOBbLIN Y3€/1 B CMUCOK, BbibepeTe cTpoky ¢ 0.0.0.0 n Haxxkmute «Enter».

/IP/hosts/1 Advanced ESC+h - Help
|>..

| Network 192.168.0.133

| Mask 255.255.255.0

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin
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Network Appec ceTu.

Mask MacKy noacetu.

BHUMAHMUE! M3meHeHue crniucka adpecos 0osepeHHbIX Y3708 Yepe3 telnet-ceccuto moxcem ripusecmu K eé
paspbigy 63 803MOXCHOCMU 80CCMAHOB/EHUS COEOUHEHUS C 3mo20 Y374, eCaU OH UCK/AoYeH U3 4ucaa
008EepPEeHHbIX.

3.2.5.5 MyHKT /IP/stat

B [AaHHOM NyHKTe MeHl0 oTobpakaetcs cTaTMcTMKa. [nAa cbpoca CTaTUCTUKM UCMOAb3yiTe
coyeTaHue Knasuw “ESC+R”.

/IP/stat Advanced ESC+h - Help
|>.. | arp_repl 0
| recv 0 | arp_req_rev 0
| drop 45 | arp_repl_rev 0
| sent 44 | arp_upd 0
| vhlerr 0 | arp_add 0
| lenerr 0 | arp_miss 0
| fragerr 0

| chkerr 0

| trustfail 0

| protoerr 130

| send_im 0

| defer 0

| defer_send 0

| defer_error 0

| defer_no_pkt 0

| defer_no_mem 0

| no_route 0

| arp_income 408

| arp_small_err 0

| arp_req 0

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 15:11:20.123 : [console] Change of the user is made to admin

recv Konunuyecteo npuHATbIX IP-nakeToB. TDMoP dpelimbl He y4nUTbIBAIOTCS.
drop KonunyecTtBo oTbpoLlleHHbIX |P-nakeTos.

sent Konnuectso oTnpasneHHbIX IP-nakeTos.

vhlerr KonunuyecTeo owwinbok Bepcum npoTokona IP (Konnyectso naketos He IPv4).
lenerr KosimyectBo owmnbok, cBsizaHHbIX ¢ AAnHoM IP-naKkeTa.

KosimyectBo NpUHATBLIX GparMeHTUPOBAHHbIX PpeiMoB (bparmeHTaLmsa He

ragerr
frag noaaepKuBaeTcs).
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chkerr

trustfail

protoerr

send_im
defer
defer_send
defer_error
defer_no_pkt
defer_no_mem
no_route
arp_income
arp_small_err
arp_req
arp_repl
arp_req_rev
arp_repl_rev
arp_upd
arp_add

arp_miss
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KosimyecTtBo IP-nakeToB ¢ HEMpaBu/bHOW KOHTPOIbHOM CYMMOW.

Konunyectso He goBepuTenbHbIX IP-nakeTos.

Konunyecrso NMPUHATbBIX MaKeTOB C HeENOA4AEPKNBAaEMbIM TUMOM MPOTOKOJ1a BEPXHETO

ypoBHsa (He TCP, He UDP, ...).
KonnuecTBo NakeToBs, ONpaB/ieHHbIX CPa3y.

KosnyecTtBo nakeTos, OTNpaB/IEHHbIX B o4Yepeab OXXKNAaHUA MAC—a,u,peca.

KonnyecTtso nakeToBs, OTNPaBAEHHbIX U3 ovepean oxumgaHuna MAC-agpeca.

KonnyectBo nakeTtos, oA Kotopbix MAC-agpec He y4anocb NOAyYmTb.
KonnuyectBo nepenosHeHU ovepeamn OXKNLAHUA OTIOKEHHOM OTNPaBKM.
HezoctatouHO NaMATU JNA XPaHEHUS.

Ko/imyecTBo NakeToB C HEM3BECTHbIM MAPLLPYTOM.

Konunyectso noctynuewmnx ARP-3anpocos.

Konunyectso camwkom maneHbkux ARP.

Konunyectso otnpasneHHbix ARP-3anpocos.

KonnyectBo nonyyeHHbix ARP-0TBETOB.

KonnyectBo otnpassieHHbIXx RARP-0TBETOB.

Konnyectso nosyyeHHbix RARP-3anpocos.

Konnyectso obHoBeHM Tabauubl ARP.

Konnyectso 3anuncei B Tabnuue ARP.

KosnyectBo ownboKk nomncka 3anucu B Tabauue ARP

3.2.5.6 MNyHKT /IP/stored-config

JaHHbIA NYHKT No3BOAAET HacTpouTb IP agpec, macky, Wat3 no ymondyanuto, metky VLAN ID un
ee NPUopPUTET, a TaKXKe NapameTpbl CNMUCKa AOBEPEHHbIX Y3/10B, C KOTOPbIMW OHO ByaeT 3arpy»KaTbca. Jan
COXpaHeHMs UCNoNb3yiTe coyeTaHue Knasuw “ESC+S”.

/1P/stored-config

[>..

| NetworkAddr
NetworkMask

DefaultGateway

DefaultVlanPri

I
I
| DefaultVlanID
I
| PhysicalAddr

Advanced ESC+h - Help

192.168.0.24
255.255.255.0
0.0.0.0

0

0
54:A5:4B:68:11:30
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| TrustAll Yes
| TrustlLocal Yes
| TrustUnkVlan Yes

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.238 : [console] Change of the user

is made to admin

NetworkAddr
NetworkMask

DefaultGateway

DefaultVianID

DefaultVianPri

PhysicalAddr

TrustAll

TrustLocal

TrustUnkVlian

YcraHaBauBaeT IP agpec ycTponcTsa.
YcTaHaBMBaeT MacKy NoAcCeTU.
YcraHasamsaer IP agpec wato3a.

Metka VLAN ID 802.1p ana ynpaBneHus, 3a0a€TcA Kak gecatnyHoe yncao ot 0 go
4095. 0 - oTcyTCcTBME METKMW. 3HayYeHue no ymonyaHuio: 0.

but npnoputeta VLAN ID 802.1p Ana ynpaBneHua, NpUopuUTET 3a43ETCA Kak
aecatnyHoe umcno ot 0 og 7. 3HayeHue no ymonyanuto: 0.

MAC-agpec ycTponcTsa.
BK/toUeHWe/oTKI0YEeHNE CIMCKa A0BEPEHHbIX Y3/10B, KOTOPbIA MOXHO 3a4aTb B

nyHkte /IP/hosts.

Yes - noBepatb Bcem. Mpn 3TOM 3HaYEHMM AOCTYN MMEIOT BCE HE 3aBUCUMO OT CMMCKA
[OBEPEHHbIX Y3108 (N0 YMONYaHUIO).

No - paspeluaeT 4OCTyn K YCTPOMCTBY TONbKO Y3/1amM HaxoAAWMMCSA B CMINCKE
[AOBEPEHHbIX Y3/10M. TaKKe Npy 3TOM 3HaYeHUN yuuTbiBaeTca napameTp Trustlocal.

HDoctynHo c Bepcum NO: LPOS 1.0.9.4SR3.

BKAtoyeHne/oTKAoUYEHNE AOBEPEHHDIX Y3/10B U3 JIOKA/IbHOM CEeTH.

YuuTbiBaetca, Korga napameTp TrustAll umeet 3HaueHue No.

Yes - posepeHHbIMW BYAYT NOKaNbHbIE Y3/1bl U U3 ciMcKa hosts (Mo ymonyaHuio).

No - foBepeHHbIMKU ByAyT TONBbKO Y3/bl U3 CIMCKA hosts.

BDoctynHo c Bepcun NO: LPOS 1.0.9.4SR3.

BkatoyeHune/oTkaoueHne 06paboTkm ppeiimos B Tex VLAN'ax KoTopble He 3a4aHbl B
Tabauue VLAN.

Yes - noBepeHHbIMU ByayT y3/1bl U3 HensBecTHoro VLAN (no ymonyaHuio).

No - poBepeHHbIMM ByayT TONBKO y3/bl U3 n3BecTHbIX VLAN

AoctynHo ¢ Bepcum MNO: LPOS 1.0.9.4SR21.
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3.2.6 NyHKT /VLAN

Ana cospanuna VLAN HaxmuTte codeTaHue Knasuw «ESC+C» u Beeaute VLANID unn ananasoH
VLANID uepes Tupe, nocne HaxkmuTe «Enter». MNocne gobasneHna tabamua otobpaxkaer cnucok VLAN'os.

Mx napameTpbl onucaHbl B cneaytolem nyHkte “3.2.6.1 /VLAN/VLANID”.

/VLAN

|>.. Name

| 1 default

| 10 Control

| 32 VLAN-32

| 40-45 VLAN-FILIAL-4x

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

Advanced ESC+h - Help

3.2.6.1 NyHkT /VLAN/VLANID

[aHHbIV NYHKT NO3BOASAET KOHPUIYpMpPOBaTb BbIOPaHHbINA VLAN.

/VLAN/1

|>..

| VID 32

| Name VLAN-32
IPAddr 0.0.0.0

NetMask 0.0.0.0
Gateway 0.0.0.0

I

I

I

| Cpu Management
| Priority BKO

| PriOverride  Disabled

| Remove Remove

| Dependance 0,E1-1,E1-3
Auto System

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 15:15:53.736 : [console] Change of the user is made to admin

Advanced ESC+h - Help

VID NaeHTnomkatop VLAN ID.
Name CumBoONbHOE onucaHue BbibpaHHoro VLAN.

IPv4 appec ycTpoicTsa.

IPAddr
0.0.0.0 - ucnonb3oBaTb HACTPOMKM MO YMOIYAHMIO
NetMask Macka noacetu.
Gateway LLntos.
Cpu Pexxnm goctyna K ynpaBneHuio.
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NotMember - 6e3 goctyna K ynpas/ieHuIo.

Member - paboTatoT TO/IbKO Te NPOTOKO/1bl, KOTOPbIE HE NO3BOIAIOT YNPaBAATb
yctpoiicteom (ICMP, TDMoP).

Management - paboTatoT BCe NPOTOKO/IbI.

MpuoputeT npu TernpoBaHun c¢peimoB metkon VLAN (802.1q) B COOTBETCTBMM CO
ctaHaapTom 802.1p. Mog npuopuTteT Bblaensietca 3-x butosoe nose PCP (Priority code
point) B 3aronoske IEEE 802.1q.
BKO - Background (camblii HU3KWi1 MpuopuUTeT).
BE1 - Best Effort.
EE2 - Excellent Effort.
Priority CA3 -Critical Applications.
VI4 - Video, <100ms lantecy and jitter.
VOS5 - Voice, <10ms lantecy and jitter.
IC6 - Internetwork Control.
NC7 - Network Control (camblit BbICOKMIA NPUOPUTET).

Mo ymonyaHuio: BKO (cameili HU3Kuii npuopumem).

MpuHyanTenbHoe obHoBAEHWE NPUOPUTETA, CMOTPUTE CBA3AHHbIE HAacTPOMKKM B “3.2.3.9

/Eth/nopt/QoS”

Prio id ,

MUVErriae  pisabled - sbikntouer (no ymonuanuto).

Enabled - BknioueH.

Remove Ypanutb VLAN.

P IRG Cnmc.ox 3aBMCMMOCTel (onpeaenseTtca BCGIMM HacTpolkamu, Hanpumep, /IP/current-
config/DefaultVlanID, /TDMoP/nopt/config/VLANID).
Pexxnm ncnonbsoBaHma VLAN.
Enabled — po6asutb VLAN Ha Bce NnopTbl.

Auto

System — po6asuTtb VLAN Ha nopT, ec/iv ectb 3aBUCUMOCTM.

Disabled — He po6aBnaTb VLAN Ha nopTbl aBTOMATUYECKN.

3.2.7 MNyHKT /ATU

B maHHOM nyHKTe gocTynHa Tabnuua ATU - Tabnuua, ceasbiBatowas MAC-agpeca n nopthbl
MyAbTUNAEKCOPa-KOMMYTaTopa. 1A pesakTMpoBaHUA CNMCKA NOPTOB, UMEHWU U NpuopuTeTa HeobxogMmo
BbIOpaTb MAC-agpec 1 HaxKaTb «Enter».

JATU Advanced ESC+h - Help
[>.. Name  Pri Ports

| 54-A5-4B-68-11-30 cpu IC6 cpu

| FF-FF-FF-FF-FF-FF bcast BKO 0,1, cpu

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin
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3.2.7.1 NyHkT /ATU/mac-agpec

/ATU/54-A5-4B-68-11-30
|>..

| MAC

| Name

| Ports

| Priority

| Source

| Remove

Advanced ESC+h - Help

54-A5-4B-68-11-30
CPU

cpu

IC6

system

remove entry

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

MAC MAC-aapec.

Name CumBonbHoe onucaHne MAC-agpeca.

CnMCcoK NOpPTOB, U3 KOTOPbIX MOTYT NOCbI1IAaTbCA NaKeTbl HA Terywmn MAC-aapec - ans
Ports unicast-TpaduKa.
Cnu1cok NOpPTOB B KOTOPbIE MOTYT MOCbINATLCA NaKeTbl- AnA multicast-tpaduka.

Priority MpuopuTeT ANA NAKETOB ¢ yKasaHHbIM MAC-agpecom.
Source NCTOYHMK, CO34aBLUMI 3aMUCh.
Remove Ypnanutb 3anuck. Heobxoaumo Haxatb Knasuuwy “Enter” 2 pasa.

3.2.8 nMyHKrT /flash

B AaHHOM NyHKTE MOXHO NMpocmoTpeTb dalnbl, pacnonoxkeHHble Ha flash-namsaTtu: log bkb,
log_bkp, log, system.cfg, config.sys

®aiin log - NMpoTokon cobbiTuii. Co3aaeTca aBTOMaTUYECKM NPU NEPBOM BKAOYEHMM YCTPOMICTBA.

daiin log_bkp - Konua skypHana cobbITUi.

dain system.cfqg - daiin KoHdUrypaumMm ycTPoMCTBa.

dain config.sys - paHHbIN Qalkin co3paetcs Ha dneww-namaTn MyabTUMNNIEKCOPa-KOMMYTaTopa
npu CMeHe Naposiel N0 YMOAYaHMIO, MaPOIM XPaHATCA B 3aWndpoBaHHOM Buae. Ecav yaanutb
AaHHbIM dainn, To naponn cbpocATcs Ha 3aBOACKUE.

Ons npocmoTpa coaepnumoro Heobxoaumo BblbpaTb HyKHbIA dalin 1M HaxaTb “Enter”. Ons
NPOKPYTKM COLEPKMMOro MCNOb3YIUTE CTPEKM BBEPX/BHU3. [INA BbIXOLAA U3 PEKMMA NPOCMOTPA HaXMUTe

“ESC”.

/flash

|>..

| config.sys
log
log_bkb
log_bkp
system.cfg

Advanced ESC+h - Help
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Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

3.2.9 NyHKT /Envir
,ﬂ,aHHbIﬁ NYHKT MEHIO COCTOUT U3 ABYX NOAMNYHKTOB!

e ADC - npepoctaBnfeT WHOOPMAUMIO O TeMMepaType YCTPOMCTBA WM  3HAYEHMUAX
HANpPAXEHNIN B KOHTPOJIbHbIX TOYKAX YCTPOMCTBA.

e system - NnpefoCTaBASAET CUCTEMHYIO MHPOPMaLMIO 06 ycTpoicTae.

JEnvir Advanced ESC+h - Help
|>..

| ADC

| system

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

3.2.9.1 MNyHKT /Envir/ADC

B faHHOM NyHKTe 0TOOparkatoTca 3Ha4YEeHMA TEMNEPATYPbl U HaNpPaXKeHU B Buae Tabamubl.

JEnvir/ADC Advanced ESC+h - Help
|>.. Value Type State

| SwitchTemperature 56 C Normal

| Temperature 51 C Normal

| Voltage 1.2 1.21 Vv Normal

| Voltage 1.8 1.82 \Y Normal

| Voltage 2.5 2.53 \Y Normal

| Voltage Vacin 234 \Y Normal

| Voltage Vacin max 247 \Y Normal

| Voltage Vacin min 232 \Y Normal

| Voltage Vdcin 0 \Y Down

| Voltage Vin 12.7 \Y Normal

Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20.423 : [console] Change of the user is made to admin

TemnepaTypa CBUTYA MY/IbTUMIEKCOPA-KOMMYTATOPa, U3MmepsieMas B rpagycax

SwitchTemperature .
Llenbcua, KoTopasa He Ao/XKHA npesbiwaTb 65°C.
TemnepaTtypa My/IbTUM/IEKCOPA-KOMMYTaToOpa, namepsaemas B rpagycax Llenbcua
Temperature paTtypa my. p ' Yy pa, p pagycax L ,
KOTOpaa He A0NXKHa npesbiwaTtb 65°C.
Voltage 1.2 HanpseHne Ha pa3inyHbIX 31eMeHTax NAaTbl, KOTOPbIE AOJXKHbI ObITb PaBHbI
Voltage 1.8 1.2/1.8/2.5 cooTBeTcTBEHHO.
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Voltage 2.5

Voltage Vacin

Vacin max MNepemeHHoe HanpsaKeHUe NUTaHUA YCTPOMCTBa.
Vacin min
Vdcin MNocToAHHOE HanpsAXKeHMe NUTaHUA YCTPOMCTBA OT BHELUHEro MCTOYHUKA.

Voltage Vin HanpsaxeHWe nMTaHMA YCTPOICTBA (NOCTOAHHOE).

3.2.9.2 MNyHKT /Envir/ADC/napametp

/Envir/ADC/Temperature Advanced ESC+h - Help
[>..

| ID 0

| Name Temperature
| Value a7

| Type C

| State Normal

| WarnLow 5.00

| WarnHi 75.00

| ErrLow 0.00

| ErrHi 85.00

Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

ID NaeHTUdMKaTop napameTpa.

Name HanmeHoBaHWe napameTpa.

Value TeKyLiee 3Ha4yeHMe napameTpa.

Type EAMHMLbI U3MepeHna napameTpa.

State TeKyLWwunii cTaTyc napameTpa.

WarnLow HWKHAA rpaHULLa 3HAYeHUA NapameTpa, NPY KOTOPOM NPOUCXOAUT

npeaynpexaeHue.

WarnHi Eszzl;iggi?emHLLa:Haqum mapameTpa, NPU KOTOPOM MPOUCXOAUT

ErrLlow HW}KHAA rpaHnLLa 3HaYeHNA NapameTpa, NPy KOTOPOM NPOUCXOAMT OLWKOBKa.

ErrHi BepxHsAA rpaHuLLa 3Ha4YeHMA NapameTpa, NPy KOTOPOM NPOUCXOANT OLLMOKa.
3.2.9.3 MNyHKT /Envir/system
B maHHOM nyHKTe oTobpaxkaeTca cuctemHaa MHdopmauma ob ycTporicTse.
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Filter: <Press any letter key to start filtering items>

LOG:11.01.00 03:11:20 : [console] Change of the user is made to admin

JEnvir/system Advanced ESC+h - Help
|>..

| Description 62x, 63x scpu

| Serial 7C191700

| Uptime 0 days, 0 hours, 51 min, 15 sec

| Version 2.4.8.9 [boot 2.1]

| LicenseKey 8C3SIQ2F-0OE5VF4QL-R9C0O2KD4-B3F6T1I5

| UID 37007C0731583534191707 43

Description = OnwucaHue conpoLeccopa.

Serial CepuiiHbIA HOMep YCTPOMCTBA.
Uptime Bpems, npollealee nocae NocaeaHEro BKAOYEHMA YCTPOICTBA.
Version Bepcuma MO conpoueccopa.

LicenseKey  JINLLEH3MOHHbIN KAtOY.

uiD YHUKaNbHbIN ngeHTUdUKaTop.

3.2.10 NyHkT /EthGlobal

B A4aHHOM NyHKTe BO3MOMKHa r106anbHas HAacTPOMKa CBUTYA.

/EthGlobal Advanced ESC+h - Help
[>..

| ATUSize 1024

| AgeTime 330

| ATUUsed 38

| VLANSize 4096

| VLANUsed 3

| VLANTroubles

| BPDUTrap Enabled
| Scheduling Strict

| QinQTag 8100

| MTU 1522

| IPPriol 00000000
| IPPri23 00000000
| IPPrid5 11111111
| IPPri67 11111111
| IPPri89 22222222
| IPPriAB 22222222
| IPPriCD 33333333
| IPPriEF 33333333
| TagPri 10012233
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Filter: <Press any letter key to start filtering items>

LOG:28.08.15 13:11:20 : [console] Change of the user is made to admin

ATUSize
AgeTime
ATUUsed
VLANSize

VLANUsed

VLANTroubles

BPDUTrap

Scheduling

QinQTag
MTU

IPPrio1

IPPri23

IPPri45

IPPri67

MaKcmMmanbHoe Konnuyectso 3anuceit B Tabamue MAC agpecos (ATU).
Bpemsa yctapeBaHua 3anucen B Tabamue MAC agpecos, war 15 cek.
Konunyectso 3anucem B Tabauvue Kommytaumm

MakKcumanbHoe Konndectso VLAN'oB.

Konunyectso 3anucen B Tabaumue VLAN

OTtobparkaeT npobnembl, cBasaHHble ¢ VLAN'amu. Heobxoammo HactpouTb Tabauuy
VLAN'osB.

BkatoueHne/oTkaroueHne nocbiiku BPDU-trap’os B npoLeccop.

Tpebyetca ansa pabotbl RSTP, LLDP.

Enabled - BknouyeHo (No ymonyaHuio);

Disabled - oTkntoueHo.

ANTOPUTM NIAHMPOBAHMA BbiIxoaa GpPerimoB.

Strict - Strict Priority ana scex ouyepegeit (No ymonyaHuio);

Weighted - B3selweHHbIn Round-Robin ans Bcex ouepenei;

Strict3Weighted210 - Strict Priority gna ouepegu 3, n B3BewweHHbIM Round-Robin
ans ovepegeit 2,1,0 (4OCTYNHO He Ha BCex annapaTHbIX BEpPCUAX);
Strict32Weighted10 - Strict Priority ana ouepeamn 3 n 2, n B3BeleHHbIM Round-Robin
ans ovepegeii 1,0 (A0CTyNHO He Ha Bcex annapaTHbIX BEPCUAX);

AocTtynHo ¢ sepcum MO LPOS 1.0.9.4SR10.
QinQ Ter gns noptoB B pexxume QinQ 1 onuum QinQ=Global
MaKcumanbHbI pasmep ppenma.

KapTa onpegeneHnsa BHyTpeHHero npuoputeta M3 noaa ToS/DSCP IP ¢peiimos
Tos=00,04,08,0C,10,14,18,1C

Kapta onpegeneHnsa BHyTpeHHero npuoputeta u3 nona ToS/DSCP IP ¢peiimos
Tos=20,24,28,2C,30,34,38,3C

Kapta onpeaeneHns BHYTpeHHero npuoputeta mM3 nona ToS/DSCP IP ¢peitmos
Tos=40,44,48,4C,50,54,58,5C

Kapta onpegeneHus BHyTpeHHero npuoputeta u3 nona ToS/DSCP IP ¢peitmos
Tos=60,64,68,6C,70,74,78,7C
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IPPri89 Kapta onpegeneHns BHYTpeHHero npuoputeta mM3 nona ToS/DSCP IP ¢peitmos
Tos=80,84,88,8C,90,94,98,9C

IPPriAB KapTa onpegeneHusa BHyTpeHHero npuopuTteta M3 nona ToS/DSCP IP ¢peiimos
Tos=A0,A4,A8,AC,B0,B4,B8,BC

IPPriCD Kapta onpegeneHns BHYTpeHHero npuoputeta mM3 nona ToS/DSCP IP ¢peitmos
Tos=C0,C4,C8,CC,D0,D4,D8,DC

IPPriEF Kapta onpegeneHns BHyTpeHHero npuoputeta M3 nona ToS/DSCP IP ¢peitmos
Tos=EO,E4,E8,EC,FO,F4,F8,FC

TagPri KapTta onpeaeneHua BHyTpeHHero npuoputeta us nonsa VLAN Priority

3.3 SNMP AreHT

MynbTUNAEKCOP-KOMMYTATOp OCHaweH areHtom SNMP. Tlo npoTtokony SNMP moOXHO
npocMmaTpMBaTb TEKYLME PEeXMUMbl YCTPOMCTBA, COCTOAHME WHTEPdENCcoB, CTATUCTUKY JIOKANbHbIX U
YO3ANEHHbIX OWMBOK, a TaKKe N3MEHATb 3TN NapameTpbl.

MynbTunnekcop-kommyTtaTop Sprinter TX nogaep»mBaet npoTokoasl SNMP v1, v2c, v3.
BKNtoYeHWE M OTKAOYEHWE AAHHbLIX MPOTOKO/IOB MOMKHO MPOU3BECTM, YCTAaHOBWMB MapameTp
Enabled B 3HayeHWe Yes B COOTBETCTBYIOLWLEM HYXHOW BepcuM NyHKTe MeHo “3.2.4.11
/System/snmp/<Bepcusa npotokona>".
Bk/toueHne/oTKI0YEHNE SNMP COOTBETCTBYIOLLEN BEPCUN.
Enabled Yes - BkntoueH;
No - oTKNOYEH.

Hanee Heob6x0AMMO YCTaHOBWUTb MMEHa snmp community. [nsa 3Toro nepengute B MeHO B
NyHKT “3.2.4.8 /System/snmp/auth”.

ReadCommunity Hactpoiika umeHn SNMP community gns yteHus (no ymondanuto “public”).

WriteCommunity Hactpolika umeHn SNMP community ans 3anucu (no ymonyanuio “public”).

3.3.1 Ha6opbi uHpopmauum ynpasneHus (MIB)
B mysnbTMNNEKCOpe-KoMMyTaTope peasin3oBaH Habop MHPopmaumm ynpasaeHuma (MIB):

NSC-EMUX-MIB - cneunanuMsmMpoBaHHbIM Habop WHbOpPMaUMM ynpasBAeHUs, CoAepHKaliunii
coctofHue uHTepdenco E1 n ontmyeckoro uHTepodeirica. Painbl co cneundukaumen NSC-EMUX-MIB
[AOCTYNHbI Ha calTe http.//www.nsc-com.com.
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4 PeKomeHpgaLMU NO YCTPAHEHUIO HEUCNPABHOCTEM

MyNbTUNAEKCOP-KOMMYTaTOp NpeacTaBaseT coboi CNoXHOE MUKPOMPOLECCOPHOE YCTPOMCTBO,
No3TOMy YCTPaHeHWe HeUCnpaBHOCTEMN, eCNM OHU He CBA3aHbl C OY4EBUAHLIMU MPUYNUHAMKM — OLIMBOYHOM
KoHbUrypaumeii, o6pbiIBoM Kabena NUTaHUA, MexaHMYeCcKUM NoBpeXKaeHMemM pasbema M T. N. — BO3MOXHO
TO/IbKO Ha NPeAnpUATUN-U3TOTOBUTENE UM B €ro NpeaCcTaBUTe1bCTBax.

Mpu BO3HUKHOBEHUWU BOMPOCOB, CBA3AHHbIX C 3KCMAyaTaLuen MybTUMNEKCOPa-KOMMYTaTopa,
obpalanTech, NOXKanymncra, B Cayxby TeXHMYECKOM NoAAEPKKN KOMMAaHUN-NPOU3BOANTENA.

B atOom pasgene onucaHbl cnocobbl OOHapyXeHua W yCTpaHeHUs HeucnpaBHOCTEN
BO3HMKAIOLLMX NPU SKCNAYyaTaLUN MYIbTUMN/IEKCOPA-KOMMYTaTOpPa.

4.1 [unarHocTUKa oMN60OUYHbIX COCTOAHUM

OnarHocTMKa OLWMBOUYHbIX COCTOAHUIA MOXeT ObiTb npousBefleHa Ha OCHOBe aHanuMsa
CBETOAMOAHbIX WHAMKATOPOB, Ha nepefAHein naHenn. B 6onee CAOXKHbIX CcAydasax HeobxoaMmo
NOAKNOUYUTLCA K MYNbTUNIEKCOPY-KOMMYTATOPY W BbIMOMIHUTb KOHCOJIbHbIE KOMaHAbl ANArHOCTUKK. Kpome
3TOro, MyJIbTUMN/IEKCOP-KOMMYTaTOp 060pyAoBaH XKypHasiom paboTbl, B KOTOPbIN 3aHOCUTCA MHPOpMaUma
060 BCex CODOLITUAX, MPOUCXOOALMX C MYJIbTUNIIEKCOPOM-KOMMYTaTopoM. Kapgaa 3anucb B KypHasne
CHab)keHa meTKoW BpemeHU. [Mosib30BaTesib MOXKET MPOCMOTPETb *KypHan cobbiTuii, ucnonb3ya telnet,
JIOKanbHbI TepMUHaN nnun 6paysep, yepes npotokon HTTP.

4.1.1 CeetogmopHaa MHAUKaUUA

CBeTOoAMOAHbIE MHAMKATOPbLI Ha MepeaHer NaHeAn My/AbTUNAEKCOPA-KOMMYTAaToOpa OTpaKatoT
Tekylee coctosaHMe WHTepdelicos E1, Ethernet, a TakKe COCTOAHME MY/bTUMNAEKCOPA-KOMMYTATOpPa B
uenom. B uenom seneHbln MHAMKATOP Ha pasbeme E1 curHanmsmpyet o nepefayve AaHHbIX, @ XKenTbli 06
owmnbovyHom cocToAHUKU. CocToAaHUe meaHbix Ethernet coeanHeHunit oTobparkaeTca TPAAMUNOHHO: 3e/1EHbIN
WHAMKATOP CUrHaNMU3MPYeT O NOAK/OYEHMM Kabens n ycTaHOBAEHUWN COeAMHEHUA, a XKenTblii 0 nepegaye
AaHHbIX. COCTOAHME ONTMYECKOro coeAMHeHMe OoTobpayKkaeTcs 3e/eHbIMWU MHAMKATOPOM MpU HaAnyuum
CUTHANA Ha BXOAE NPMEMHMKA M KPACHbIM NPW ero oTCYTCTBUM.

4.1.2 KOHCO/IbHble KOMaHAbI

[na oTobparkeHNa CHETYMKOB OLWMBOK NOAb30BaATENbCKUX MHTEPdENCOB YCTPOMCTB Sprinter TX,
B MY/NIbTUIN/IEKCOPE-KOMMYTATOpe peasin3oBaHa c/leaytowan KOHCONbHAA KOMaHaa:

stat

MoKasbiBaeT CTAaTUCTUKY ANA pasHbix moayneni yctponctsa. CTaTUCTMKA XxpaHutca B O3V,
coxpaHsietca 1 pa3 B8 15 MuHyT. ZlocTynHO OT 96 MHTEPBaNOB CO CTaTUCTUKON. CUHTAaKCUC KOMaHAbl, ONUcaH
B nyHKTe "3.1.3 CnuctemHble KomaHabl / stat".

4.1.3 XypHan cobbiTnin

Bce M3MeHEHMs COCTOAHWUA MHTEePdENCOB 3aHOCATCA B CUCTEMHBIM JKYPHaA C yKasaHWem
BPEMEHHOM MeTKM cobbITuA. 117 NPOCMOTPA KYPHaia MOKHO MCMO/Ib30BaTb KOMaHAy:

log

Ona npaBuabHOIo 0T06pa)KEHI/I’r'I BPEMEHHbBIX METOK B MYJIbTUNIEKCOPE-KOMMYTATOpE
HEO6XOAMMO NpPaBU/1IbHO YCTaHOBUTb TEKYLLUYIO AaTy U BPEMA.
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YcTpaHeHue HencnpaBHoOCTel

Ta6m4u,a 4.2 coaepKUT OCHOBHbIE TUNbI OLMBOYHbIX COCTOAHMI U CNOCObbI X YCTPaHEHUA.

CocToaHue

BepoAaTHadA npuymHa

PekomeHayemoe aeincramne

HeT nuTaHua mynbTUnaeKkcopa-
KOMMYyTaTopa, BCe
CBETOANOAHbIE UHANKATOPbI
noraweHsl

Kabenb nuTaHMA HencnpasBeH

MpoBepbTe Kabenb, N3Mmepus
Hanps)eHWe Ha pasbeme.

HeT nuTaHma MynbTUNNEKCOPaA-
KOMMYTATOpa, BCe
cBeToanogHble MHAMKATOPbI
noraweHbl

Mutatowee HanpAaxeHwue 3a
npeagenamum 4onyctmmoro
Anana3oHa

BbibepeTe UCTOUYHMK NUTAHUA C
HanpsAKeHWemM NUTaHus B
YKa3aHHOM AManasoHe
(MynbTUNNEKCOP-KOMMYyTaTOP ByaeT
B COCTOAHUMN «OTKAOUYEHO», eCn
HanpsAKeHne X00CTOro X043
WCTOYHMKA NUTaHMA Bblle
MaKCMMaNbHO A0NYyCTUMOTO
3Ha4YeHus)

HeT coegnHeHuna ¢
MYIbTUNNEKCOPOM-
KOMMYTaTOPOM MO MNPOTOKOY
telnet nnm ftp

Kabenb Ethernet HencnpaseH

MpoBepbTe Kabesb, NOAKNOYMB
MYAbTUMNNEKCOP-KOMMYTATOP
3aBe0MO WUCMPaBHbIM
(npoBepeHHbIM) Kabenem.

HeT coegnHeHuna ¢
MYNbTUNIEKCOPOM-
KOMMYTaTOPOM MO MPOTOKONY
telnet unum ftp

HenpasunabHO ycTaHoOBAEH IP
agpec UnM mMmacka B
MyJibTUNAEKCOpE-

KommyTatope

YcTaHOBUTE NPaBU/bHbIN agpec,
MCMNONb3ys NocienoBaTe bHbIA NOPT

HeT coegnHeHus ¢
MYNbTUNIEKCOPOM-
KOMMYTAaTOPOM MO NPOTOKONY
telnet nnum ftp

YnpasaawoLwmin KOMnbloTep
Haxo4uTCA B APYrOM CErmeHTe
CETU W L/O3 MO YMOJIYAHUIO
HaCTPOEH HeBEPHO

BbinoaHMTE NogKNto4YeHMe N3
OAHOrO CermeHTa ceTu ¢
MYJbTUNIEKCOPOM-KOMMYTAaTOPOM

HeT coegnHeHuns ¢
MYJIbTUNNEKCOPOM-
KOMMYTaTOPOM MO MNPOTOKONY
telnet naum ftp

Afpec ynpasnaooLLero
KOMMblOTEPA HE HAaXOAMTCA
cpeav agpecos A0BEPEHHbIX
Y3/10B My/IbTUN/IEKCOPA-
KoMMmyTaTopa

Job6aBbTe agpec ynpaBaatoLLero
KOMMblOTEPa B CMUCOK AOBEPEHHbIX
Y3708, UCNONb3YA
nocnenoBaTesbHbIM NopT

HeT coegnHeHus ¢

MYJIbTUNNEKCOPOM-

KOMMYTaTOPOM MO
nocnefoBaTe/ibHOMY NOPTY

HenpasuabHO ycTaHOBAEH
baud rate,konnyectso
CTONOBbIX OBUT, YETHOCTD,
KOHTPO/Ib Mepeaayn

MapameTpbl HACTPOIKK
nocnefoBaTeNbHOro nopTa
KomnbtoTepa — 115000 k6uT/c,

8 6uT, 6e3 yeTHoCTH, 6€3 KOHTPONA
nepeaayu.

O6opynoBaHue E1
NOAKNOYEHHOE K
MYbTUMNNEKCOPY-KOMMYTATOPY
HE CMHXPOHU3NPYIOTCA C
MYJbTUMNNEKCOPOM-
KOMMYTATOPOM, HET Nnepegaymn
E1, cBeTaTCA XKenTble
cBeToAnoaHbIe MHAMKATOPbI

OTcyTcTBUE PpU3MUYECKOro
noAKAoYeHus

MpoBepbTe pa3BoaKy Kabenel un
du3nyeckoe NoakaoueHne

O6opynoBaHue E1
NOAK/IOUYEeHHOoe K
MYJIbTUMIEKCOPY-KOMMYTATOPY
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HE CUHXPOHU3MPYHOTCA C
MYJIbTUNNEKCOPOM-
KOMMYTaTOPOM, HET Nepeaaymn
E1l, cBeTATCA Kentble
CBETOAMOAHbIE NHANKATOPbI

Apyrue napameTpbl
MYJIbTUNAEKCOPA-KOMMYTATOpPA
MpoBepbTe Ppusmyeckoe
nogkntoyeHue E1, ncnonbsya
TecToBble Wwaendbl

Mpockanb3biBaHUA U BUTOBbIE
owmnbKu B E1 noToke

B cetn Ethernet Tepsetca
MHOTO NAaKeToB, HaNnpumep
Ethernet uHTepdeiic BkatoYeH
B pexkum HalfDuplex, ato
MOXKET BbI3blBaTb NOTEPHO
MaKeToB U3-3a CTO/IKHOBEHMA
M OTKaTOB

MposepbTe E1 coegmHeHwne,
Ncnonb3ya Wnendol
MpoBepbTe yCTaHOBKY NapamMeTpos
OxRuTTep-bydepa n BpemeHun
3KCTPanoAAUMM B COOTBETCTBUM C
OOKyMeHTauunemn
MpoBepbTe KOHPUrypaumto Ethernet
uHTepdelica, B YacTtHocTh, Duplex
peXnm
MpoBepbTe ceTb Nepesayn Ha
noTepto NakeTos

OXO0 B r0O/10COBOM TPaKTe

bonblasa 3agepKKa npu
nepegave NakeTos, Uau
Ype3MepHO yBeINYEHHbIN

MonpobyiiTe yMeHbLUTb pasmep
OxutTep bydepa (a0 8mc)
MonpobyiiTe yMeHbLUUTb 3a4EPKKN

ceTn.

OXUTTEP-OYydep

4.3 [unarHocTUyecKue TecTbl

OnAa BbIABNEHUA W YCTPAHEHMA HEeUCrnpaBHOCTEM 4acTo ObiBaeT HeobxoAMMO NpoOBECTU
AnarHoctn4yecKkme TecTbl.

4.3.1 NpoBepKa AOCTYNAa K My/IbTUMNJIEKCOPY-KOMMYTaTOPY

[Ona npoBepKn CBA3HOCTU CeTU McnosblyeTcs KomaHga Windows ping ¢ yKkasaHuem IP-agpeca
YAaNeHHOro yCTPOMCTBa.

Mpumep 1. MNpoBepKa CBA3ZHOCTU CeTU C NOMOLLbIO NocblnKK ICMP-nakeToB Ha MyAbTUNAEKCOP-
KommyTaTtop c IP-agpecom 192.168.111.21.

C:\>ping 192.168.111.21

Pinging 192.168.111.21 with 32 bytes of data:

Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64
Reply from 192.168.111.21: bytes=32 time<lms TTL=64

Ping statistics for 192.168.111.21:
Sent = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Packets: Received = 4,

Minimum = Oms, Maximum = Oms, Average = 0ms

MapameTp Loss, paBHblit 0%, yKa3blBaeT Ha NOJIHYIO CBA3HOCTb Mexay ycTpoictBamu. OTandHoe
OT Hy/NA 3HAuyeHWe TOBOPUT O BO3MOMKHbIX Henosaakax (3/1eKTPOMArHMTHble HaBOAKM Ha Kabenb,
HenpaBWAbHAsA HAaCTPOWKa M T. Nn.).

Bpemsa nepepaun AaHHbIX OT MY/bTUMNEKCOPa-KOMMYyTaTopa A0 toboro Apyroro ycTponcTea
MOKHO ONpesennTb Mpu MOMOLLM KOMaHAbl My/bTUMNIEKCOopa-KoMmyTaTopa ping. CoobleHune «Echo
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request time out» roBOpPWUT 06 OTCYTCTBUM CBSIBHOCTM MEXKAY MY/bTUMNNEKCOPOM-KOMMYTaTOpPOM U
YOaNEHHBIM YCTPOWCTBOM.

MNpumep 2. OnpeaeneHune 3agepKn Npu nepegade AaHHbIX MeXAY SIOKANAbHbIM U YAANEHHBIMU
MY/IbTUNNEKCOPAMU-KOMMYTAaTOpamu. IP-agpec  yganeHHOro  My/bTUNAEKCOPaA-KOMMYyTaTopa paBeH
192.168.0.22.

LPOS > ping 192.168.0.22
Echo reply 0.231ms

Mpumep 3. MNpoBepKa CBAZHOCTU CETM C NOMOLLBIO NOcbINKK ICMP-nakeToB Ha MyAbTUNAEKCOP-
KommyTaTtop ¢ IP-agpecom 192.168.0.225 B VLAN-e c Homepom 32.

LPOS > ping 192.168.0.225 -v 32 -t 3
Echo reply 0.281ms
Echo reply 0.248ms
Echo reply 0.236éms
Ping statistics:

Packets: Sent 3, Received 3, Lost 0 (0% loss)
Approximate round trip times:

Minimum 0.236éms, Maximum 0.281ms, Average 0.255ms

4.3.2 TMposepKa coctosHuAa uHtepdeiica Ethernet

OnAa  npoBepkM CcOCTOAHUA UHTepdeica MyAbTUNAEKCOPOB-KOMMYTAaTOpPoB Sprinter TX
MCNOAb3yeTcs NyHKT meHto “3.2.3 /Eth”.

Mo Karaomy mHTepdeiicy BbIBOAMTCA MHPOPMaALMA 06 YCTaHOBAEHUU COEAMHEHUA, pPeUMe
AynneKca u CKopocTu paboTbl.

4.3.3 [lposepKa cocTtoaHuA uHTepdeica E1

OnAa npoBepkM CcOCTOAHUA UWHTepdeica MyAbTUNAEKCOPOB-KOMMYTAaTOpPoB Sprinter TX
MCMNOAb3yeTca NYHKT MeHto “3.2.1 /E1”.

OTobparkaetca MHPOPMaLMA O COCTOAHWM BUPTYasIbHOFO COEAMHEHUA WHTepdEecoB U ero
KOHbUrypaumm.

4.3.4 NposepKa coctoAHUA UHTepdenca TDMoP

[OnAa npoBepkM CcOCTOAHMA UHTepdeirca MyNbTUNAEKCOPOB-KOMMYTaTOpoB Sprinter TX
MCMNO/b3yeTcsA NYHKT MeHto “3.2.2 /TDMoP”.

OTobparkaetca MHPOPMALMA O COCTOAHWM BUPTYAZIbHOTO COEAMHEHWUs WHTepdeicoB U ero
KOHUrypauum.

4.3.5 YcTaHOBKa AMArHOCTUYECKUX wneiidpos

TecToBbIV PeXMM NO3BONAET NPOBEPUTb KaK annapaTHyK 4aCTb JIOKAZIbHOIro MmyabTUnaeKkcopa-
KOMMYTATOpPa, TaK U pPa3/indHble CErMeHTbl CETU, o6pa303aHH017| NMHUAMU nNepenayvyn OaHHbIX, a TaKXKe
NIOKaJZIbHbIM U yA3d/IEHHbIM O60pyAOBaHMEM. M30ﬂMpOBaTb oTAe/IbHbIE Y4YaCTKM TpPakKTa MOXHO
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BK/IlOYEHMEM TecTOBbIX wWselidoB B MHTepdencbl E1l. MynbTUNNEKCOP-KOMMYTaTOp AaeT BO3MOMKHOCTb
BK/1I0YATb B KaXablli U3 nHTepdeicos E1 gBa BUAA ANArHOCTUYECKUX WNENPOB — NOKANbHbIM U yaaNEHHbIN.

B pexume noKanbHoro wnerida MynbTUNIEKCOP-KOMMYTATOP COEAMHAET BbIXOZ MPUEMHMKA
nHTepdeica E1 ¢ Bxogom ero nepepgatyvka. CurHan, noctynatrowmii Ha uHTepdeic E1, nepepaetca K
YOANEHHOMY MY/IbTUMNEKCOPY-KOMMYTATOPY, @ CUIHaA, MPUHATbIM OT yAaNeHHOro My/bTUMAEKcopa-
KOMMYTaATOpPa W OTHOCALLMICA K aaHHOMY MHTepdeiicy E1, urHopupyeTcs.

[ns BKAOYEHMA NOKaNbHOrO Weida Ha NopTy Heobxo4MMO BO BKAaAKe MeHto “3.2.2.1
/TDMoP/nopt/config” napametp Loop nepesectu B 3Ha4eHue Yes.

Cxema NpoxoXKAeHUA CUTHaNa B PEKMME NIOKaNbHOro waelda

Wnto3

Mopt G.703/E1 MopT Ethernet

NPHEMHIK nepeparumi

MyneTunnexcop

toxa | toxme
-
oxa | Woxme

sbixop | Bxoa

nepeaaTumK NPUEMHUK

seixop | exon

[na BKNoueHnA yaaneHHoro wneida Ha NnopTy HeobXoAMMO BO BKAaAKe meHio “3.2.1.1
/E1/nopt/config” napameTp Loop nepesectu B 3HauyeHue Yes.

Cxema NpoxoXKaeHUsA CUrHana B perkMme yganeHHoro wienda.

Lntos

Mopt G.703/E1 Mopt Ethernet

APUEMHUK nepeaatynk

MyneTunnekcop

np

toxe | woxiig
oxa | Hoxias

BhixOf | BxOA
BbiXOA | BXOA

nepegartymk

4.4 MOHUTOPUHT KayecTBa COeAMHEHUA U CTaTUCTUKA OLLUMBOK

Ona oTobpaxkeHua CTaTUCTUKM uHTepdelica E1 n TDMoP mynbTMnaekcopa-KommyTaTopa
Sprinter TX ucnonb3ytoTca MNyHKTbl meHio “3.2.1.2 /E1/nopt/statistics”, “3.2.2.2 /TDMoP/nopt/state”,
“3.2.2.3 /TDMoP/nopt/statistics”.

4.4.1 C6poC CTaTUCTUKMU

[nsa cbpoca cyeTunmKoB OWMOOK Ha MyNbTUNIEKCOPax-KoMMyTaTopax Sprinter TX Heobxogumo
HaaTb coyeTaHue Knasuw “ESC+r”, npeaBapuTeNbHO Nepeign B HYKHbIA NYHKT MEHIO, CYETYMKM KOTOPOrO
HEeobXxoaAMMO 0B6HYNUTD.

4.5 Yacro 3apaBaembie BONPOCHI

1. Kak mynbTunieKcop-KommyTaTop obpabaTtbiBaer owwmnbouHble coctoaHua E1?

MY/IbTUNNEKCOP-KOMMYTaTOp 06pabaTbiBaeT owmMbouHble cocTosHuA E1 u Ethernet cneayowmm
cnocobom:

OwmnbkM E1:

Pexknm 6e3 BblaeneHus GpelimoBon CTPYKTYpPbl:

B cnyyae coctosiHma LOS (Motepsa CurHana) Ha MECTHOM CTOPOHE MY/IbTUNIEKCOP-KOMMYTATOP
OyAeT NocbiNaTh HA YAANEHHbIM MyAbTUNAEKCOP-KOMMYTaToOp nakeTbl IDLE npumepHo ABa pasa B CEKyHAY,
a YAaNeHHbIA MybTUNAEKCOP-KOMMYTaTop ByaeT reHepmMpoBaTb curHan AlS.
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Bce apyrne cocToAHWMA, nocnaHHble ycTpoiicteom E1 (BKAtouas MHPoOpmMaLMiO OTHOCUMTENBHO
timeslot 0), O6yayT npo3payHO nepefaHbl  MyAbTUMNNEKCOPOM-KOMMYTAaTOPOM Ha  YAaNEHHbIN
MY/IbTUNNEKCOP-KOMMYTATOP, @ TOT B CBOIO ouyepeb nepesact ux B IMHULO.

PexuMm c BblaeneHnemM U KOHTpoaem GpernMoBOM CTPYKTYpbI:

B cnydyae LOF/AIS, o6HapyeHHOro Ha MeCTHOW CTOPOHe, MyAbTUMAEeKCOop-KoMMyTaTop byaeT
CUIHANIN3UPOBaTb O COOTBETCTBYIOLWEM COCTOAHUU, OAHOBPEMEHHO C 3TUM MPO3PayHO nepenasas NOTOK
OAHHbIX HA YAANeHHbIN MyNbTUNAEKCOP-KOMMYTATOP, @ TOT B CBOK O4Yepesb Mepesact ero B JIMHUIO,
CUTHANN3UPYA O HAIMYUM OLIMOOYHOIO COCTOAHMA.

Ownbku Ethernet:

B cnyyae oTKasa ceTu nepegayn AaHHbIX (OTCYTCTBME nMpuMema nakeToB, Hecywmx E1 noTok) B
TeyeHMM BpemeHM MaxTimeout B nuMHMIO ByaeT nepenasBaTbCA 3KCTPAMNOAMPOBAHHbLIM MOTOK E1, a no
ucTeyeHun aToro spemeHn — AlS.

2. Kak A mory rapaHTMpoBaTb npuoputeT Tpadumka E1 Hag, apyrumu gaHHbimu Ethernet/IP?

MynbTUNAEKCOP-KOMMYTATOP pPeannsyeT TpuU BO3MOMKHOCTM YKasaTb MNPUOPUTET MAKETOB,
Hecywmx TpadukK E1:

VLAN ID (YpoBeHb 2)

Mone ToS (YposeHb 3)

UDP nopTt agpecata (YpoBeHb 4).

Kaxaaa Bo3mMOXKHOCTb QOS OCHOBAHA Ha pa3/inyHbIX ypoBHAX OSI M MOXKeT HacTpamBaTbCa Ana
Karkgoro notoka E1 mHamsmayanbHo. O6BpaTMTe BHUMaHMWE, YTO MYAbTUNIEKCOP-KOMMYTATOP TOJIbKO
nomeyaetr TDMoP TpaduK COOTBETCTBYIOLMMM METKAMM, Ha OCHOBE KOTOPbIX BCE Apyrue y3/ibl Cetu
(KomMyTaTOpPbI, MapLLPYTMU3ATOPBI...) AO/IKHbI 0becneymnBaTb emy NPUOPUTET NpKU Nepedade. Pelan, Kakow
M3 MEXaHM3MOB MCMOJIb30BaTb, MOXKaNyncTa, ybeamutecb, 4TO BbIOPaHHLIN BapuMaHT MNOAAEPKMUBAETCA
MMeLWMMcA ceTeBbiIM 06OpPYyAOBaHMEM M UYTO OHO MPABUALHO CKOHOUIYPUPOBAHO ANnA obecrneyeHus
npuopuTesaLmm.

VLAN ID

MynbTUNNEKCOP-KOMMYTATOP COBMEecTMUM O cTaHgaptom |EEE 802.1p&Q. 310 paet
BO3MOXHOCTb nonb3osartento yctaHoBuTb VLAN ID u npuoputeTt VLAN. 310 gobasnset yeTbipe b6aita MAC
ypoBHio (YpoBeHb 2) Ethernet ¢peitma. 3Tn 6aliThl cogepxaTt nHpopmaumo o VLAN ID, u npuoputete
VLAN, KoTopblit MoxKeT 6biTb OT 0-7. BCTpOEHHbIN KOMMYyTaTOp My/bTUMNIEKCOPa-KOMMyTaTopa Tpebyer,
4yTobblI NPUOPUTET ObIN PaBeH 6-TM UAKM 7-mu ans obecneyeHnsa abCONOTHOTO MPUOPUTETA, ECAN Ke
MCMNOJIb3YIOTCA BO3MOXKHOCTU MpPUOPUTE3aALMM [OMNOJHUTENBHOTO 060pPYA0BAHMA, MOXKHO MCMOJ/Ib30BaTb
ntoboe uncno. B aTom cnyvae mynbTUNAEKCOP-KOMMYTATOP JINLWb NOMeYaeT nakeTbl E1, a AONONHUTENbHbIE
KOMMYTaTOPbl OTBETCTBEHHbI 33 TO, YTOObI AaTb NpUopuUTeT cornacHo nHoopmaumm VLAN. Ybeautech, 4to
TpaduK E1 umeeT camblii BbICOKMIA NPUOPUTET B MECTHOM ceTu Ethernet.

ToS

ToS (Type of Service) - 6aiT, pacnonioXKeHHbI B 3aronosBke IP (YposeHb 3) M coctoswuii B
6oNbLWINHCTBE C/lyyaeB U3 Tpex cneaytowmx nonen: "PRECEDENCE", npeaHasHayeHHoe ans o603HayeHuA
npuoputeta gatarpammebl, " TOS", yKkasbiBatowee, KaK CeTb AOJ/IXKHA AeNaTb BbIOOP MeKAY NPOMNyCcKHOWM
CNOCOBOHOCTbIO, 334EPKKOM, HAAEKHOCTBIO, U CTOMMOCTBIO U HEUCNO/Ib3yEMOE B HaCTOALLEE BpeMsA none
"MBZ", KoTopoe A0/KHO ObITb YyCTaHOBAEHO HOAMb. MoapobHOCTM onucaHbl B RFC791, RFC1349 n RFC2474.
MynbTUNAEKCOP-KOMMYTATOP NO3BOAIAET YCTAaHOBUTL Nt060E 3HaYeHue (yKa3zaHHOe B WeCTHaALATEPUYHOM
Buae) ans scero b6aita ToS IP.

Mpumep:

Mpwn gsonyHbix 3HavyeHuAx 101 ana nonsa IP PRECEDENCE mn 1000 gna TOS pesynbTupytowmii
6anT 6yaet 10110000, T.e. wectHaguatepuyHoe DO

MopT Ha3HayeHna UDP
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Ona nepepaun TDMoP TpadumKka MynbTUMNAEKCOP-KOMMYTAaToOp WCMosb3yeT npoTtokon UDP
(YpoBeHb 4) M 3HauyeHMe MopTa HasHayeHuA B 3aronoBke UDP npu sTom Bcerga ycTaHaBAMBaeTcs B
AecATMyHoe 3HadveHue 41000. Y3nbl ceTm moryT 6biTb  CKOHPUIypupoBaHbl Ans obecneyeHus
npuopuTesauum CornacHo 3Tomy nosto.

¥Y3/bl CETU MOTYT UCNONb30BaATb, YTOObI onpeaennTb NnpuopuTeT Tpaduky TDMoP cornacHo noto
nopta Ha3sHa4vyeHuAa UDP.

3. BblgeneHue AOCTAaTOMHOM NMPONYCKHOM CMOCOGHOCTU rapaHTUPYIOT Hag/exaue GyHKUMOHA/bHbIe
BO3MOXXHOCTU MYJIbTUMN/IEKCOPA-KOMMYyTaTopa?

OpHOM TONBbKO MPOMYCKHOM CNOCOBHOCTM HepoCTaTOuMHO, YTOObl FrapaHTUPOBaTb YCTONYMBYHO
nepegady E1, B ceTax, 3arpykeHHbIX AOMOJAHUTENbHbIM Tpadukom (Hanpumep, Tpaduk WHTpaHeT uau
NHTepHET), MOXKET BO3HUKHYTb pAg, ApYyrux npobaem:

dnyKkTyauma BpemeHM 3agepKKu. Hecywme E1 Tpaduk nakeTbl moryT 6biTb 3agep’KaHbl HA
pa3sHoe Bpems (XOoTa BeCb TPadpMK B KOHEYHOM cyeTe MPOMAeT u3-3a Toro ¢akTa, YTo ecTb AOCTaTOYHas
NPOMYCKHan CNOCOB6HOCTL). ITO MOXKET MPOUCXOANTb M3-3a NeperpyeHHbIX CeTei, MexaHM3MOB odepesen,
N T.4. MynbTUNNEKCOP-KOMMYTATOP MOMKET KOMMEHCUPOBATb HEKOTOPYIO GAIYKTyaumio (40 2-yX CEKYHA), HO
6o0/blwan GAyKTyauusa BbI30BET Npobiembl.

HenpaBuabHbIN NOPALOK - MaKeTbl MOFYT NPUINTU B APYroM NOpALKEe OTHOCUTENIbHO TOrO KaK OHM
6b11K oTNpasaeHbl. MyabTUNNEKCOP-KOMMYTATOP BOCCTAHAB/AMBAET NOPALOK CeA0BaHUA NAKETOB, HO NpU
ManoM pasmepe AKUTTepP-Oydepa MOXKET NPOU3OUTU NOTePsA MHPOPMaLLUN.

Motepa [MMakeTa - NakeTbl MOMAM OblTb MPOUTHOPUPOBAHLI Ha HEKOTOPbIX Yy3/7aX B CETU
(mapwpyTnsaTtopax/KoMMyTaToOpPOB) M3-3a HEAOCTAaTOYHOM CKOpPOCTM 06paboTKM, 3aHATOCTM oyepesm
nepegayuv uan npmvema, nepenonHeHus 6yopepos, U T.4. O6bIYHO 3T NPobaembl pelatoTca, BblaeeHMeM
BbICOKOIo npuopuTeTa TpaduKy E1 no oTHOWEHMIO K Apyromy TpaduKy.

B cutyaumm, Korga ysnbl ceTu He obecneuymBatoT npuoputesaumnio ana E1 TpadumKa, paboTta
MY/IbTUNNEKCOPA-KOMMYTATOPa YXYALWAETCs, XOTA A0CTaTOYHasA NPONYCKHana cnocobHocTU 1 obecneyeHa.

Mpy BO3HWKHOBEHUW npobiem obpatTuTecb B TEXHUYECKYHD MOAAEPNKKY ANA MNOAYyYeHUs
KOHCY/NbTaLLMM O cnocobax NPoBEPKM MYIbTUMNIEKCOP-KOMMYTATOpa U paboTbl ceTn

4. Kakosbl TpeboBaHMA K NaKeTHOM ceTH, NPy KOTOPbIX BO3MOXKHa nepeaaya notoka G.703/E1?

1. 3ppekmeoi spemMeHU 3a0epHKU.

B TeKkywielt Bepcum HeT axonogasuTenda. Moatomy, ecinm aboHEHTbl MCNO/b3YIOT aHANOroBble
TEePMWHANbI, TpaH3uTHoe Bpems 6onee 10 mc 6OypeT nNpuMBOAMTL K MNOABNEHWUIO XapaKTepPHOro
«MeTananmyeckoro» Tembpa rosnoca, a 6onee 20-30 Mc — NOJIHOLLEHHOTO 3X0. 3aMETHOCTb 3aBUCUT OT TMNa
TEPMMUHANbHbIX YCTPONCTB U aKYCTUYECKOTO OKPYIKEHUSA.

2. [flomepu nakemos.

CnoHTaHHble NOTEPU MAKETOB YCTPOMCTBO MOXKET MCMPaBAATb MOCPeACcTBOM MPONpPUeETapHOro
HageXHoro npotokona. OAHAKO Ha 3TO HYXKHO BPeMA, U eC/lN U3-33a 3aMEeTHOM TPAH3UTHOM 3a4epP’KKM
NOBTOPHbIN NaKeT NPUAET NO34HO, OH He ByAeT NCNO/Ib30BaTbCA.

3. Bapuayus epemeHu 3a0epHKu.

Bapvaumm BpemeHW nepedaunm  NaketToB  KomneHcupylTca  xuTTtep-bydepom  Ha
NPUHMMAIOLLEM  MY/bTUMNNEKCOPE-KOMMYTaTope, pasmep [AxKuttep-bydepa ponkeH 6biTb 6Honblue
MaKCMMaNbHO A0NYCTUMOrO OTK/NOHEHWA BPEMEHW MepeAayn oT cpedHero BpeMeHW nepegayu naketa
natoc 1 mc.

5. Kakasa mMHMManbHaA NponyckHasa cnocobHocTb TpebyeTca ana nepegaum 1-ro CTpyKTypUPOBaAHHOIO
M HECTPYKTYPUPOBAHHOro NoToKa G.703 uepes IP-ceTb 1 yepes Ethernet-ceTb? OT Yyero 3To 3aBUCUT?
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Y 060oux NMOTOKOB HOMMWHa/bHasa 6uToBasa ckopocTb 2048 k6ut/c. O6o3Haumm E1 = 2 048 000
6uT/c.

Ecan, Hanpumep, ucnonb3yeTca nepegada naketamu no N 6alT nonesHol Harpysku, To Ha
KaXKAbl NaKeT HYXXEH elle 3aronoBok, XX 6anT gns naketa 802.3 n YY 6aiT gna naketa UDP. Noatomy
ncnosb3yemas nosoca 6onblue.

[NMHbI COCTaBHbIX YacTel 3aro/I0BKOB NMaKeToB cieaytowme (B 6aiTax):

MAC = 14 (DA = 6, SA = 6, EtherType = 2)
VLAN = 4
TDMoP = 14
IP = 20
UDP = 8

3aronoBok ansa naketa 802.3 (MAC + VLAN + TDMoP), XX = 32 6alita = 256 but
3aronoBok ana naketa c IP/UDP, YY = 60 6ainT = 480 6ut
Kosnnyectso Ethernet naketoB B cekyHAay Ana nepeaauum notoka E1, Cnt = 2 048 000/N

El1 = 2048000 (6uroBas ckopocCcTe noroka El1, 6wur/c)

N = 2048 (nomesHas Harpyska, 06uT)

XX = 256 (gmmHa 3arojoBka 6e3 IP/UDP, 6ur)

Yy = 480 (mgmamHa 3arojioBka ¢ IP/UDP, 6wur)

Cnt = 1000 (KommuecTBO Ethernet makeToB B CEeKYHIY)

Monoca nponyckaHua ans naketos 802.3 (6e3 3azonoekoe IP/UDP) B 6utax =
Cnt * XX+ Cnt * N=1000 * 256 + 1000 * 2048 = 2 304 000 6ut/c nan 2304 k6um/c

Mosioca nponyckaHua s naketos ¢ 3a2oa08xkamu IP/UDP 8 6utax =
Cnt * YY + Cnt * N = 1000 * 480 + 1000 * 2048 = 2 528 000 6uT/c unu 2528 kbum/c

CBoaHble TabumLbl NOI0Ch! NPONYCKaHWUA A1 0AHOro notoka E1 B KGUT/C Ans pasHbIX NapaMeTpos:

¢ IP/UDP, maxPayload = 1458 6aiir

K6MT/C TimeSlot | 32 | 16 | 8 | 4 | 2 | 1 | fps
FrameSize (0,5 mc)
1 3008 | 1984 | 1472 | 1216 | 1088 | 1024 | 2000
2 2528 | 1504 | 992 | 736 | 608 | 544 | 1000
5 2240 | 1216 | 704 | 448 | 320 | 256 400
10 2144 | 1120 | 608 | 352 224 | 160 200
20 - 1072 | 560 | 304 | 176 | 112 100
63 - - - 271 143 79 | 31,75

6e3 IP/UDP, maxPayload = 1486 6aiit
K6ut/c TimeSlot ‘ 32 ‘ 16 ‘ 8 ‘ q ‘ 2 ‘ 1 fps
FrameSize (0,5 mc)

1 2560 | 1536 | 1024 | 768 | 640 | 576 | 2000
2304 | 1280 | 768 | 512 | 384 | 320 | 1000
5 2150 | 1126 | 614 | 358 | 230 | 166 400
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10 2099 | 1075 | 563 | 307 | 179 | 115 200
20 - 1050 | 538 | 282 | 154 90 100
63 - - - 264 | 136 72 | 31,75

6. KakoBa 3agep)XKa BHOCMMas YCTPOUCTBOM U OT Yero oHa 3aBUCUT?

3a/ieprKKa Ha NakeT13aLmMio BO BXOAHOM yCTponcTee. MponcxoamT Ha BpemMa 3amnoIHEHUA NakeTa
AaHHbIMK OT E1 - FrameSize.

3agepKKa B Axutrep bydepe B BbIXOAHOM YCTpoOMCTBE. B cpeaHem paBHa pasmepy bydepa,
KOTOpPbIM yCTaHaBAMBAET NO/b30BaTe b UCXOAA U3 NapaMeTpoB ceTu - JBSize.

7. Kakue Tunbl curHanusaumm nepepgatotca wno3om? CAS, CCS? Jliobble? EcTb nM Kakue-nmbo
orpaHuuyeHma? PRI ISDN, SS7, proprietary out of band?

Jobble. B Tekywel Bepcun KaHan abcontoTHO NpPo3payeH.

8. Kakum o6bpaszom npoucxoaut nepegada cCUMHXpoHu3auumn? KTo moxet/aomKeH ABAATLCA UCTOYHUKOM
CUHXPOHU3aUUK B ceTn? MOXKeT U W03 ABAATLCA UCTOYHUKOM CUHXPOCUrHana?

B TeKylein BepcMM Ha KaxkOoOM BbIXOAHOM nopTy E1 CMHXpOHM3aLuMs BOCCTaHaBAMBaEeTCA
NPOrpaMmMHO, NCXO4A M3 XapaKTEPUCTMK NOTOKA NPUHATOrO Yepes ethernet naun ot apyroro nopra E1.

9. Noaaep:kusaerca am ctpyKtypa FAS, CRC4?

Crpyktypa FAS/NFAS moskeT aHa/n3MpoBaTbCA, €c/iM B yCTaHOBKax notoka E1, mapamertp
"Unframed" yctaHoBneH B "No". B 3Tom c/iydae, OTCYTCTBME TaKOM CTPYKTypbl ByaeT BOCMPUHATO KakK
ownbka. Crpyktypa CRC4 MoOXKeT aHanuM3MpoBaTbCs, €CAM B YCTaHOBKAax noToka E1, BbicTaBuTb
COOTBETCTBYIOLLME onuum B napametpe "CRC4".

10. KakoBa maKcMmanbHasA AnHa Kagpa, obpabaTtbiBaemas BCTPOEHHbIM KOMMYTaTopom?

MoxeT bbITb HacTpoeHa Ha 1518 untagged / 1522 tagged, 1632, 2048, 10240. 3HauyeHue no
ymondaHuio 1518/1522. 3aBMcKT OT annapaTHOM BepCUM YCTPOMCTBA.

11. Kakum o6pasom pasgenserca wmpuHa WAN-KaHana mexay notokamu E1 n octanbHbiM Tpapukom?
[AMHaMMHYecKu, CTaTUYeCcKn, oT Yero 3aBUCUT?

B KommyTaTope ecTb 4yeTbipe ypoBHA ouvepesei. MNakeTbl, Hecywme E1, MMeroT npuopwuTer,
3afaHHbIM napametpammn "VLANPri", "ToS" B nyHkte "3.2.2.1 /TDMoP/nopt/config". Mo ymonyaHuio,
ANCUMNAMHA NAaHUPOoBaHMA — strict priority, To ecTb ecnn ecTb XoTa Obl O4MH NakeT ¢ gaHHbIMK E1, OH
OyAeT Hanpae/ieH B BbIXOAHOW MOPT pPaHblUe BCEX OCTas/IbHbIX MAKeTOB. TaKas AUCUMNAWHA rapaHTUpYyeT,
YTO €C/IN rOJI0COBbIE AaHHble B NPUHLMNE MOTYT BbiTb AOCTaBAEHbl Yepe3 arperaTHble MHTepdEenchbl, OHM
6yayT AOCTaBNEHbI B /IOObIX YCI0BUSAX.

AncumnanHy nnaHUPoBaHUA BbiXxoda GPENMOB MOXKHO U3MEHUTb napameTpom "Scheduling" B
nyHkte "3.2.10 /EthGlobal". MoHO opraHu3oBaTb NaaHMpoOBaHWe ouepedelt Tuna round robin ¢
Pa3/INYHBLIMW OTHOLIEHUAMMK, obecneunmTb YacTM MAM BCEM MaKeTam nosb3oBaTenbckoro Ethernet
NPUOpUTET PaBHbIN WAWM Npesblwalowmin Takosoi y E1. OgHako 3TO 3a npeaenamu notpebHocTel
06bl4HOro NoNb30BaTeNA. Pa3Be UTO 3TO MOXKET BbITb MHTEPECHO Ha Y3KMX KaHasax, Mo KOTOPbIM NbiTaloTCcA
nepenaBaTb HECKOJIbKO NOTOKOB E1l. PasHblil npuMopuTeT No3BOAUT A0OUTLCA MooYepeaHOlM Aerpagaumm
MOTOKOB NPW CYy}XEHUM KaHaNa, a He paspyLleHMA BCeX NOTOKOB O4HOBPEMEHHO.
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12. MoNHOCTbIO 1N HE3AaBUCUMAA CUHXPOHM3ALUMA ANA KAaXKAOro noprta, nepegarowero notokn E1? Ectb
N1 Kakue-nnbo orpaHnueHma?

MoNHOCTbLIO HE3aBUCKMMA.

13. Kakoit adpdekT gaér ycraHosKa napametpa Unframed = Yes/No?

Motok ¢ napametpom Unframed = Yes, nepegsaetcAa 6e3 KOHTPOAS COAEPHKMMOrO.
EQMHCTBEHHOE, YTO BOJIHYET MY/IbTUMNIEKCOP-KOMMYTATOP — Ha/aMuMe XOTb KaKOro-HMbyab curHana u
BbIMONHEHWEe npaBua KoamposaHua AMI/HDB3. MoTtok ¢ napametpom Unframed = No, nposepsaeTca Ha
Hannume FAS/NFAS. Ortcytctene  ¢$peitmoBon  MnocnenoBaTesibHOCTU  cumTaeTca  owmnbkoin. C
dperimmpoBaHHbIM noTokom (Unframed = No), MOXKHO MCNONb30BaTb KOMMPECCUIO, YCTaHOBUB NapameTp
Compression = Yes, B nyHkTe “3.2.2.1 /TDMoP/nopt/config”

14. Kak onpeaenutb onTUManbHblii pasmep AxKuttep-6ydepa? Ha uto BauseTr MameHeHue pasmepa
BbIXOAHOMU ouyepegu?

OH ponxeH b6bITb 60nbLUE, YeM PAYKTyaLMA TPAH3UTHOTO BpeMeHM B ceTn. Hanpumep, ecam gns
CTa NaKeToB Bpemsa TpaH3uTa Konebnetca ot 2.5 0o 6.5 mc, To bydpep AosKeH bbiTb, X0TA 6bl 4 MC, YTOObI HU
OAVH MaKeT He 6bln noTepsH. Jlydwe, ecnm bydep euwe 60sblue, TOrga CMOXKET paboTaTb MexaHU3m
nepesanpoca NoTepAHHbIX MaKeToB.

PekomeHayemblit pasmep OKuTTep-bydepa B MC, MOXKHO MOCMOTPETb B NapameTpe
"RecommendedJB" B nyHkTe "3.2.2.3 /TDMoP/nopt/statistics".

He Bceraa mMoXHO yA0BAEeTBOPUTbL 3TOMY ycnosuto. Hanpumep, 8 KaHane Wi-Fi nogasnatouwee
OONbLWNHCTBO MAKETOB A0CTaBAAETCA 33 eAMHUUbl MUAJIMCEKYHA, a Hebonblias 4acTb, cKaxkem, 0.1%,
334ep’KMBAETCA Ha ceKyHAy M 6onee. HenpakTMYHO ycTaHaBnAuBaTb Oydep B ABE CeKyHAbl M3-3a
HenpuemnemMon 3agepKu u axa. Ero cnegyert ycTaHoOBUTb, CKaxkem, 10 Mc, U NMPUMMPUTLCA C TEM, YTO
Masias YacCTb NaKeToB HyaeT noTepsiHa M BO3HUKHYT BbinageHna. OHU NPAKTUUYECKN He yXyALWaloT KayecTBo
nepezaym ronoca v noyTn He BAMAKT Ha pPaboTy GpaKCcoB M MOAEMOB.

MoaTomy BO BCeX Cay4yasx, Korga Aucrnepcua BPEMEHM 3afepPrKKU MpPeBblllaeT eAuHULbI
MUNNNCEKYHA, BEIMYNHA Bydepa — KOMNPOMMUCC MEKAY 3a4EPHKKOM U KONMYECTBOM NOTEPSAHHbIX NaKeToB.

15. Kak onpegenutb onTMmanbHbi pa3mep AaHHbIX B nakeTe? Ha uto Banser usmeHeHume?

Bosblie NnakeT — MeHbLUe OBepXes Ha nepegayy 3aronoBKa. bonblle 3aaeprkka Ha NakeTM3aumio.
Bonble notepu nonesHon MHGopmaLmm Npm NPonagaHNmn o4HOro NakeTa.

16. Kakoe makcumanbHOe KOAn4ecTso NnOPTOB MOXXHO OGbGAMHMTb B CTeK?

CTeK 60/blle He noaaepmnBaeTca.

17. Kakoit Homep NopTa MCNOJIb3YeTCA YCTPOIMCTBOM NpU nepegaye No NakeTHol cetn?

UDP - 41000 dst, 41001 src

18. 3auem HyKeH BCTPOEHHbIA TEPMUHA/NbHbIA cepBepP U Kak UM NO/Ib30BaTbCA?

Hanpumep, Ha caliTe ycTaHoBAeH w03 BmecTe ¢ ATC, y KOTOPOI M3 NOPTOB yNpaB/ieHNA TONIbKO
RS-232. CepBep npuroamtcs, 4tobbl ynpasnaTh eule n 3toih ATC yepes IP ceTb. Ee nopT RS-232 noasutca Ha
cooTBeTcTBYlOWEeM IP nopTy Hawero wato3a.
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19. Mbl xoTUm nepeaaBaTtb AaHHble E1 uepes paguo-Ethernet. Bcerga nm byaet pabotaTb Wwalo3 B 3TOM
cxeme. KaK Hy)>XHO ero HacTpoUTb ANA ONTUMA/IbHOWU PaboTbl, U KaKue orpaHUYEeHUA BO3MOMKHbI?

Mo Hawum nNpeacTaBAEeHMAM, HYXHO MMETb NOA0CY, B MNapy pPa3 MpeBbiAloWyo 3arpysky
KaHana pgaHHbimu EL1. PacnpegeneHue BpemMeH 3a4ep’KKM MNAKeTOB AO0/IKHO ObiTb COCPeAoTOYEHO B
uHTepsasne 0..10 mc Bo 1U3beKaHMe NOSABAEHUS CUNBbHOTO 3xXa. [pu 3ToM AxKutTep bydep CTOUT yCTaHOBUTD,
cKaxem, 15 mc. MakKeTbl, 3agep:KaBlimecs 6onblue, YeM Ha 3TO Bpems, byayT BbibpoleHbl. [osTomy aons
TaKUX MNAKeTOB B KaHane A0/XHa 6biTb Heboblwol. MNAaaa Ha cTaTUCTMKY E1, MOXKHO OUEHUTb, Kakan Ao
nakeToB He nonana B jitter buffer.

Kpome aToro, ewie oanH napameTp — maximum gap interpolation — yka3sbiBaeT Bpems, B Te4eHue
KOTOPOro npu MOAHOM OTCYTCTBMW NAKETOB HA BxoAe w3 byaeT nblTaTbCA nogasatb Ha nopt E1
npeablaywunii ypoBeHb, Y4Tobbl M36eaTb LWeNYKOB M NomMex B KaHane. [1o UCTeYeHWM 3TOro MHTepBana
LUNO3 PELUMT, YTO CBA3b BCE XKe NnopBanach, n Bbigact AlS.

B Tex Wi-Fi KaHanax, KoTopble Ham BCTPeYanuCb, Pa3 B HECKOJIbKO MWHYT nepegada
npuocTtaHasameaeTca Ha ~800 mc, n uspeaka Ha ~1600 mc. MoaTomy napameTp maximum gap interpolation
CTOUT ycTaHasamBeaTtb B 2000 mc.

4.6 TexHu4yeckana noanepXkKa

TexHW4YecKas noadepyKa MoXKeT 6biTb NoJsiydeHa OT AUCTPMObIOTOPA, Y KOTOPOro bbia KynseH
MYJIbTUNNEKCOP-KOMMYTATOP. 3a AONOJIHMTENbHOW WHbOPMaUMen, noxKanyincra, obpawantecb K
Npou3BOAUTENIO.
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5 O6HoBneHMe nporpammHoro obecneueHus

HauuHasa ¢ sepcun MO LPOS 1.0.9.4SR2, namenunca MAC-agpec no ymonyaHuio. B csAsn ¢ atum,
npu obHoBneHun MO c 6onee crapoit Bepcum Ha Bepcuto LPOS 1.0.9.4SR2 u Bbiwe, Heobxogumo
nepesanyctutb NOToKu E1.

5.1 O6HoBneHMe YCTPOUCTBA, Yepes telnet unm mepmuran

1. Ons obHOBAEHUA NPOLUMBKM MYNbTUNIEKCOPA-KOMMYTATOPa HEOOXOAMMO NOAKNIOUUTLCA K HEMY
no FTP B maccMBHOM pexume, Mcnonb3ya AorMH — admin, naponb — admin. Tocne NOAKNOYEHMA Bbl
yBuAauTe coaepskmmoe Katanora /mnt/flash.

2. Janee Heobxo4MMO CKONMPOBATL B 3Ty NanKy daina npowmskn LPOS_X.YSRZ.bin. Ha ycTpoiicTee B
narke, B KOTOPYO Bbl CKONMPOBa/M 3TOT $aiis, OH He oTobpasunTca.

3. MoaxntoumTeCh K YCTPOMCTBY, UCNONb3ys telnet UM mepmuHas, BBeAUTe NOFMH — admin, naponb
— admin. Oanbwe HeobxogMMO NepPenTM B KOMaHOHbIA PEXMM YMpaBieHUA YCTPOMCTBOM, €cau Mo
YMOJIYaHMIO OTKpPbIJIOCb menu. [Ana 3Toro ucnosb3yinTte coyetaHme Knasuw “ESC+Q” nan “CTRL+C”. 3aTem
BBEAUTE KOMaHAy systemupdate. JoxanTecb 3aBepLIeHNA 0OHOBAEHWA MPOLLMBKM.

4. [anee HeobxoAMMO Nepe3arpysnTb YCTPOMCTBO. [11A 3TOro Heob6xo0AMMO BBECTU KOMAHAY reset.

5. Mocne nepesarpyskun ycTpomncTea oHO ByAeT 3arpyKeHo ¢ HOBbIM NPOrpaMmHbIM obecnedyeHmem.

5.2 O6HoBNeHue yCcTpoOUCTBa, Yepe3 web-uHtepdeiic

1. 3aitTn uepes Web-uHtepdelic Ha ycTponcTBo, Hanpumep, no agpecy http://192.168.0.24, sBeaute
NorvH — admin, naponb — admin.

2. HaxkmuTe ccbinky "UPDATE FIRMWARE".

3. Bbibepute ¢ain c obpasom onepaLMOHHON CUCTEMbI M AOMKAUTECH, KOTAA OH 3arpysutcsa Ha
YCTPOWCTBO.

4. Haxmute "MPUMEHUTDL", uTob6bl 06HOBUTL CUCTEMY.

5. MNepesarpysuTe cuctemy, YTobbl 06HOBIEHUA BCTYNWUIM B CUANY, HaxKaB ccbinky "MEPE3ATPY3UTL".
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6 TexHuueckoe o6cnyKusaHue

Meproanyeckoro TEXHMYECKOro 0b6cnyKnBaHMa obopya0oBaHUA He TpebyeTca.
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7 TapaHTuUM nsrotosutena

MyAnbTUNAEKCOP-KOMMYTATOP NPOWEN NpeAnpofarkHblA MNPOrOH B TeyeHue 48 4acos.
N3rotoBuTenb rapaHTUpyeT COOTBETCTBME MYJ/IbTUM/IEKCOPA-KOMMYTATOPa TEXHUYECKUM XapaKTepUCTUKam
npu cobaoaeHMM NONb30BaTEIEM YCNOBUI SKCNYyaTaLMK, TPAHCMOPTUPOBAHMA U XPAHEHWUA.

CpOK rapaHTUn yKasaH B I'apaHTMﬁHOM Ta/IOHE U3roTOBUTENA.

MU3rotosutens O6ﬂ3yeTCH B Te4yeHune FapaHTMVIHOFO CpoOKa 6e33031v\e3,u,Ho YCTPAHATbL
BblABJ/IEHHbIE ,CI,ECI)E‘KTbI I'IYTéM PeEMOHTa NI 3aMEHbI MYJIbTUNNEKCOPA-KOMMYTATOPa UK Ero MO,CI,YI'Ieﬁ.

Ecnu B TeYeHME rapaHTUMHOIO CPOKa:

e roJsib3oBaTesieM OblIM  HapylleHbl YCAOBMA 3KChJyaTauuMm WAW  Ha  MYAbTUNAEKCOp-
KOMMyTaTop OblIN NoAaHbl NUTatOWME HanpaXKeHus;

® MY/ZIbTUNNIEKCOPY-KOMMYTATOPY HaHECEHbI MEXaHUYECKNE NOBPEXKOEHNA;

e uyHTEepdeicol MYJIbTUMNIEKCOPA-KOMMYyTaTOpa NnoBpeXXaeHbl BHELLUHUM OnacHbIM
BO3eNCTBUEM,

TO PEMOHT OCYLLECTBNIAETCA 3a CHET NON1b30BATENA.

JocTaska HeuncnpasHOro MYNbTUNNEKCOPA-KOMMYTATOpPA B PEMOHT  OCyLWlecCTBNAETCA
no/sib3oBaTenem.

lapaHTUiMHOe 0bCNyKMBaHWE MpPepbiBAaeTcA, eclM MoAb30BaTe/lb NPOU3BES CaMOCTOATE/IbHBbIN
PEMOHT MY/IbTUMEKCOPA-KOMMYTATOPa (B TOM YMC/E, 3aMEHY BCTPOEHHOIO NpeaoXpaHuTens).
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